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1. About Supplier Connect in Teamcenter

Effective communication and frequent interaction between the OEMs and suppliers are critical. For
product design, the Supplier Connect solution from Teamcenter enables and automates this interaction
in a secure and traceable way. Specifically, development teams working on large products in various
industries, such as the automotive, electronics, or machinery industry, can collaborate with suppliers,

using data exchange packages.

Consider a scenario where a design engineer wants to share data with a supplier and receive updated
data from the suppliers based on the requirements. You, as an administrator, can install and configure
the Supplier Connect solution in the OEM Sponsor Site for the design engineer and in the OEM Supplier

Site for the supplier.

Where do | go from here?

- S
< SPonsor

< Supplier
- Administrator

In my existing Teamcenter environment, how do
| add Supplier Connect?

If I have an earlier version of Supplier Connect,
how do | get the latest version?

After | install or update Supplier Connect, what
should | do?

After my installation and configuration is done,
what must be set up?

If I have an existing Supplier Collaboration
Foundation environment, what must be done?

See Supplier Connect for Data Exchange.

See Supplier Connect for Suppliers.

Install Supplier Connect using Deployment
Center.

Update Supplier Connect.

Configure Supplier Connect for the OEM (OEM
Sponsor Site) and the suppliers (OEM Supplier
Site).

Set up the vendors and their suppliers who
will use Supplier Connect.

Migrate Supplier Collaboration Foundation
users and data to Supplier Connect.
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2. Planning the Supplier Connect
deployment

To use Supplier Connect to exchange data between OEMs and suppliers, you require two Teamcenter
sites, one for the OEM (OEM Sponsor Site) and one for the suppliers (OEM Supplier Site). This improves
data security by preventing suppliers from accessing the data in the OEM's Teamcenter database.
Additionally, when a design engineer shares design data with a supplier, the suppliers work only on the
shared data.

For a successful deployment, ensure that you keep the following ready:
e Hardware for two Teamcenter sites.

For versions of system software and hardware certified for running Teamcenter on your platform, see
the Hardware and Software Certifications knowledge base article on Support Center.

* Teamcenter is set up on the OEM Sponsor Site and OEM Supplier Site.

* Multi-Site Collaboration is configured and verified between the OEM Sponsor Site and the OEM
Supplier Site. Supplier Connect uses Multi-Site Collaboration to exchange data between the OEM
Sponsor Site and OEM Supplier Site.
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3. Task flow to deploy Supplier Connect

Deploy Supplier Connect on the OEM Sponsor Site and the OEM Supplier Site through a series of tasks.

The following graphic shows the sequence of tasks required to deploy Supplier Connect on the OEM
Sponsor Site.

OEM Sponsor Site

ngp&“'5i::e Specify the administrator
Install Supplier 5 Configure Multi-Site s —— . s user who runs the IDSM
Connect Collaboration e nier s [l service and assign
for exchanaging i T
daia required permissions

!

Arsuslelgsnt:ﬂg Depf:]h?ﬂ:l;; [;E?EE ?:L;I;:n%glﬂ; :: Assign a default sponsor
exchange —= suppliers anddata —— ST —= for Self Service pacl{_ages
packages and exchange suppliers requested by suppliers
iterms packages PP

The following graphic shows the sequence of tasks required to deploy Supplier Connect on the OEM
Supplier Site.
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_ 3. Task flow to deploy Supplier Connect

OEM Supplier Site

_ _ Specify the administrator
Install Supplier . Configure Multi-Site __, SPeCiV IR SUBPRST g yyho runs the IDSM
Connect Collaboration exchanging data service and assign
required permissions
Arsusleusnt:mg Define the access Set up a group of Configure a supplier's
e N privileges for suppliers : Teamcenter user access to only their
cka esgan d and data exchange accounts for workflow jobs, workflow
pa itegns packages suppliers tasks, and emails

|

Assign a default
sponsaor for Self
Semvice packages
requested by
suppliers

Deployment and Administration, Teamcenter 2412

Supplier Connect
© 2025 Siemens
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4. Install Supplier Connect using
Deployment Center

Add the Supplier Connect application to your existing Teamcenter environment through a series of
tasks from selecting the application and entering configuration parameters to generating and running
deployment scripts.

Note:

You must install Supplier Connect on the OEM Sponsor Site and the OEM Supplier Site. You can
install Supplier Connect only from Deployment Center.

Caution:

If you are already using Supplier Collaboration, and you install Supplier Connect on the same
environment, you cannot revert to using Supplier Collaboration. Ensure that you install Supplier
Connect only when you decide to stop using Supplier Collaboration.

Prerequisites

¢ Microservice framework is installed. For more information about the microservice framework, see
Microservices and the microservice framework in Teamcenter Installation Using Deployment Center in
the Teamcenter documentation.

* You must be familiar with using Deployment Center. For details, see Deployment Center —Usage in
the Deployment Center documentation.

Procedure

1. Log on to Deployment Center and select the environment to which you want to add Supplier
Connect.

2. Goto the Applications tab. Click Add or Remove Selected Applications /.

3. Inthe Available Applications panel, use the web browser search to find the following applications,
select the applications, and then click Update Selected Applications.

* Supplier Connect for Sponsor when you are installing Supplier Connect on the OEM Sponsor
Site

OR

Supplier Connect for Supplier when you are installing Supplier Connect on the OEM Supplier
Site
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_ 4. Install Supplier Connect using Deployment Center

* Briefcase Browser

Note:

Supplier Connect works with only the latest version of Briefcase Browser. You must install
the latest version for Supplier Connect.

Deployment Center automatically selects any additional dependent applications.
In the Selected Components list of the Components tab, configure the following components:
* Components required for Multi-Site Collaboration

* Dispatcher Module: Configure the Async Service Translator and Supplier Connect
Orchestration Translator translators.

Note any remaining components whose configuration status is not 100%. Select each incomplete
component, enter the required parameters, and save the component settings until all components
in the environment show a configuration status of 100%. When all the components are configured,
the Deploy tab is enabled.

In the Deploy tab, to generate deployment scripts, click Generate Install Scripts.
When script generation is complete, note any special instructions in the Deploy Instructions panel.

Locate the deployment scripts, copy each script to its target machine, and then run each script on
the target machine.

For more information about running deployment scripts, see Run the deployment scripts in the
Deployment Center documentation.

If you face any issues during the deployment, see Troubleshoot the deployment script in the
Deployment Center documentation.

To use Supplier Connect in a single sign-on (SSO) deployment, you must install and configure SSO
for both the OEM Sponsor Site and the OEM Supplier Site.

For more information about configuring Teamcenter products in an SSO deployment, see Security
Services Configuration in the Teamcenter documentation.
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5. Update Supplier Connect

To use the latest version of Supplier Connect, update Supplier Connect in your existing Teamcenter
environments for the OEM Sponsor Site and the OEM Supplier Site.

Prerequisites
» Supplier Connect must be installed on the OEM Sponsor Site and the OEM Supplier Site.

* You must be familiar with using Deployment Center. For details, see Deployment Center —Usage in
the Deployment Center documentation.

Procedure

1. Log on to Deployment Center and select the environment where you want to update Supplier
Connect.

2.  Goto the Applications tab. Click Add or Remove Selected Applications /.

3. Inthe Available Applications panel, use the web browser search to find the following applications,
select the applications, and then click Update Selected Applications.

* Supplier Connect for Sponsor when you are installing Supplier Connect on the OEM Sponsor
Site

OR

Supplier Connect for Supplier when you are installing Supplier Connect on the OEM Supplier
Site

* Briefcase Browser

Note:

Supplier Connect works with only the latest version of Briefcase Browser. You must install
the latest version for Supplier Connect.

Deployment Center automatically selects any additional dependent applications.
4. In the Selected Components list of the Components tab, configure the following components:
* Components required for Multi-Site Collaboration

» Dispatcher Module: Configure the Async Service Translator and Supplier Connect
Orchestration Translator translators.
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_ 5. Update Supplier Connect

Note any remaining components whose configuration status is not 100%. Select each incomplete
component, enter the required parameters, and save the component settings until all components
in the environment show a configuration status of 100%. When all the components are configured,
the Deploy tab is enabled.

5. Inthe Deploy tab, to generate deployment scripts, click Generate Install Scripts.
When script generation is complete, note any special instructions in the Deploy Instructions panel.

6. Locate the deployment scripts, copy each script to its target machine, and then run each script on
the target machine.

For more information about running deployment scripts, see Run the deployment scripts in the
Deployment Center documentation.

If you face any issues during the deployment, see Troubleshoot the deployment script in the
Deployment Center documentation.
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6. Configure Supplier Connect on the OEM
Sponsor Site

After installing Supplier Connect, you must configure the OEM Sponsor Site to connect with the OEM
Supplier Site. When you complete the required configurations, the sponsors and suppliers can exchange
data successfully.

Prerequisites
* Supplier Connect must be installed at the OEM Sponsor Site and the OEM Supplier Site.

» Configure Multi-Site Collaboration between the OEM Sponsor Site and the OEM Supplier Site as
specified in the Teamcenter documentation, specifically in:

* Prepare the Multi-Site Collaboration environment in Teamcenter Installation Using Deployment
Center in the Teamcenter documentation.

» Multi-Site Collaboration deployment options in Multi-Site Collaboration in the Teamcenter
documentation.

* Determining the setup process in Multi-Site Collaboration in the Teamcenter documentation.

* Configure Multi-Site Collaboration sites in Multi-Site Collaboration in the Teamcenter
documentation.

* Verify that Multi-Site Collaboration is configured correctly on the OEM Sponsor Site and the OEM
Supplier Site. Ensure that you have done the following:

* In the OEM Sponsor Site and the OEM Supplier Site, configure the following preferences with the
Site Name of the OEM Sponsor Site and the OEM Supplier Site:

Preference Value
IDSM_permitted_sites <OEM Sponsor Site name>, <OEM Supplier Site name>
IDSM_permitted_checkout_sites <OEM Sponsor Site name>, <OEM Supplier Site name>

IDSM_permitted_transfer_sites <OEM Sponsor Site name>, <OEM Supplier Site name>

* Run the dsa_util utility to ensure that the OEM Sponsor Site and the OEM Supplier Site are
connected. For more information, see Multi-Site Collaboration in the Teamcenter documentation.

* Select the Has Class (POM Object) node from the Access Manager rule tree, and create the Import/
Export access control list (ACL) with the following details:
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_ 6. Configure Supplier Connect on the OEM Sponsor Site

Condition Value Accessor Type Privileges
Has Class POM Application World Grant these privileges:
Object
m Export
m Import

m Transfer Out

m Transfer In

Remote Site Grant these privileges:
m Write
m Publish
m Subscribe
m Export
m Import
m Transfer Out
m Transfer In
m Remote Check-Out

m Check-In/Check-Out

@ros X oser of - B A =
E oo == Has Class z
Condition Value

¥ Properties
Condition: Has Class
e Value: POM _application_object

¥ Named ACL

true ACL Name: Import_Export

TCM Released ¥ Object Access Control List

A Type | Accessor @ z X A ol o & @ &P HJD R BB BNV e % % d
e 1d JS v A
POM_application_object Remote Site < S & F & I 4 « 4

Procedure

1. To specify the OEM Supplier Site for exchanging data, set the SUPPORTAL_share_site_names
preference to the Teamcenter site name specified for the OEM Supplier Site.
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To send notification emails through the data exchange process, set up an email server with the
following details:

» Set the Mail_server_name preference to a valid SMTP mail server.

* Set the Mail_OSMail_activated preference to true to enable operating system emails from
Teamcenter.

* Set the port used by the mail server to 25.

Note:

To disable notification emails from Supplier Connect, set the
SUPPORTAL_Enable_Mail_Notifications preference to False.

If you have configured Multi-Site Collaboration to use remote procedure call (RPC) technology to
communicate between the sites, do the following:

a. Forthe Integrated Distributed Services Manager (IDSM) service in the OEM Sponsor Site and
the OEM Supplier Site, ensure that you change the service's Log on as user from infodba to
another user with database administrator privileges as follows:

A. Edit the TC_BIN\run_tc_idsm.bat script file.

B.  Set the value of TC_USER from infodba to another user with database administrator
privileges.

C. Setthe value of TC_USER_PASSWD_FILE from the password file of the infodba user to
another user with database administrator privileges.

D. Save the run_tc_idsm.bat file.

b.  For the IDSM service user with database administrator privileges, grant permissions to write,
change, remotely check out an object, and override the checkout of an object by another user.

A. In Teamcenter Access Manager, select the Has Class (POM Object) > Has Class
(WorkspaceObject) node from the Access Manager (AM) rule tree, and create the
SUPPORTAL_ACL ACL with the following details:

Accessor
Condition Value Type Accessor Privileges
Has Class UspODesignXChange User Administrator user Grant these

specified as the privileges:
IDSM administrator in

the run_tc_idsm.bat « Write
script file
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_ 6. Configure Supplier Connect on the OEM Sponsor Site

Accessor

Condition Value Type

@ace X Deee o -Joi & e
0 < Has Class
Conditi Val
v
B v Properties
= e Ol Condition: Has Class
L Value: UspODesignXChange
‘_f Is USP Response Editable
B tescs ¥ Named ACL
Rl
7 wesoss L sereen
[ -
5 HasClass ACL Name: SUPPORTAL ACL
- ae O]
) HasClass ¥ Object Access Control List
BT HosType
. Accessor Type | Accessor @ |/ | X | A |® <@
-
7 vescas UspODesignXChange User madmin 7 v

Accessor

Privileges

Change

Remote
Check-Out

Check-In/
Check-Out

D& & & BF M LI B BB B XV H 2L H

v v

Select the Has Class (POM Object) > Has Class (WorkspaceObject) node from the AM

rule tree, and create the SUPPORTAL_ACL ACL with the following details:

Accessor
Type
Has Class UspODesignXChangeRevision User

Condition Value

D Has Class

¥ Properties

v P hascass VmORrtnrC
L Condition: Has Class
‘_T Has Class VmOSupplierfe: Value: UspODesignXChangeRevision
I 15 usp Response diobie
¥ Named ACL
T e Frd0EdiCantext
Fan
= as Class chedule - Screen
o Has Cl Schedule
I vasces ACL Name: SUPRORTAL ACL
T rasces ¥ Object Access Control List
buutd T
FT vasyee Accessor Type | Accessor | © | Z | X | A | | o
rf Has Class 0D e gnXGhangeREtrcn User amadmin < <

Accessor

Administrator user

specified as

the IDSM
administrator

in the
run_tc_idsm.bat
script file

Privileges

Grant these
privileges:

* Write
* Change

¢ Remote
Check-Out

¢ Check-In/
Check-Out

D& @ s B2 g R BB GX Ve e L d

v v




c.  Restart the Pool Manager and the IDSM services on the OEM Sponsor Site and the OEM
Supplier Site.

For more information about configuring Multi-Site Collaboration to use RPC, see Methods for
communicating through a firewall in Multi-Site Collaboration in the Teamcenter documentation.

If you have configured Multi-Site Collaboration to use the HTTP/HTTPS protocol to communicate
between the sites, do the following:

a. Define the ASYNC_ALLOW_FALLBACK environment variable, and set its value to TRUE.
ASYNC_ALLOW FALLBACK=TRUE

b.  For the administrator user configured as the remote proxy user, grant permissions to write,
change, remotely check out an object, and override the checkout of an object by another user.

A. In Teamcenter Access Manager, select the Has Class (POM Object) > Has Class
(WorkspaceObject) node from the Access Manager (AM) rule tree, and create the
SUPPORTAL_ACL ACL with the following details:

Accessor
Condition Value Type Accessor Privileges
Has Class UspODesignXChange User Administrator user Grant these

configured as the  privileges:
remote proxy user

* Write
* Change

¢ Remote Check-
Out

¢ Check-In/Check-
Out

¥ Properties

(@ ada 3K Dee ofbcut T Move S
e = Has Class
Condition Value
Ym0 or

Condition: Has Class

Value: UspODesignXChange

ponse Editable
¥ Named ACL

ACL Name: SUPPORTAL ACL

¥ Object Access Control List

X »io Db e s kY SR BB XU S LTS

A
v v v

Accessor Type | Accassor

' il o i fli

W
® |2
Has Class Usp0DesignXChange User amadmin J

|

B. Select the Has Class (POM Object) > Has Class (WorkspaceObject) node from the AM
rule tree, and create the SUPPORTAL_ACL ACL with the following details:
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_ 6. Configure Supplier Connect on the OEM Sponsor Site

Accessor
Condition Value Type Accessor Privileges
Has Class UspODesignXChangeRevision User Administrator  Grant these
user configured privileges:
as the remote
proxy user o Write
* Change
* Remote
Check-Out
* Check-In/
Check-Out
D s - fo jj Has Class
= F?) v Properties
B vasme Accessor Tpe |Acesor | @ | Z | X | A D (oD S @A D ES S R(BB X T ST
_H Has Clas: UspODesignXChangeRevision User amadmin v s v

c.  Restart the Pool Manager and the IDSM services on the OEM Sponsor Site and the OEM
Supplier Site.

For more information about configuring Multi-Site Collaboration to use the HTTP/HTTPS protocol,
see Configure Multi-Site authentication using HTTP/HTTPS in Multi-Site Collaboration in the
Teamcenter documentation.

5. Create the following ACLs for Supplier Connect:
a. Logon to the web client as a user with Teamcenter administration privileges.
b.  On the home page, click the ACCESS MANAGER tile.

c. Select the Has Class (POM Object) > Is Current Group External node from the AM rule tree,
and create the VM External Group Security ACL with the following details:

Condition Value Accessor Type Accessor Privilege
User In Attached IP Any Groups with Security External Grantthe Read
License privilege.
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|\-P Add 3 Delete %g, Cut
Condition
b d[q. Has Class

Value

POM_application_ohject ¥ Properties

jj User In Attached IP License

drq, Has Digital Signature Walid Condition: User In Attached IP License
Value: Any
rq. Has Digital Signature Imvalid
(. A . S
d ) Has Digital Signature Propagated ¥ Named ACL
» d[q. Has Class POM_object - = Full
L Screen
b d[q. |z Current Group External true
= ACL Name: VM External Group Security
e = User In Attached IP License Any
_ ¥ Object Access Control List
4 Is USP Partner Object Editable
drq. Has Class VariantRule [EEsEEar G Accessor | @ f 2‘{
Groups with Secunty External ./
| Has Class RevisionRule

Select the Has Class (POM Object) > Is Current Group External >User In Attached IP
License node from the AM rule tree, and create the ACL For Partner Object ACL with the

following details:

Condition

Is USP Partner Object
Editable

Prade F{ veleie of o

Condition Value

POM_application_object

‘_: Has Digital Signature Valid
‘_': Has Digital Signature Invalid
‘_: Has Digital Signature Propagated
[ 1 al .
> a o
B reso POM_object
- j-' Is Current Group External true
- r User In Attached IP License Any
‘[q‘ Is USP Partner Object Editable
= L
T resc va
['u Has C Revis

Value Accessor Type

Accessor Privileges

Groups with Security External Grant these privileges:

¢ Write
¢ Remote Check-Out
¢ Check-In Check-Out
D Is USP Partner Object Editable
¥ Properties
Condition: Is USP Partner Object Editable
Value:
¥ Named ACL
¥ Object Access Control List
Accessor Type Accessor ® 27| |X| A D oD s & hiDPH IS S W BB G| X ¥ da L D

oups with Security External v

v v

Select the Has Class (POM Object) > Has Class (WorkspaceObject) node from the AM rule
tree, and create the ACL For Partner Object ACL with the following details:

Condition

Is USP Partner Object
Editable

Value Accessor Type

Accessor Privilege

Groups with Security External Grant these privileges:

¢ Write
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_ 6. Configure Supplier Connect on the OEM Sponsor Site

Condition Value Accessor Type Accessor Privilege
¢ Remote Check-Out

¢ Check-In/Check-Out

s Move
> Down jj Is USP Partner Object Editable
Value

POM_object v Properties

Soonsor Condition: Is USP Partner Object Editable
Value:

true

Any ¥ Named ACL

Any o

POM_application_object

ACL Name: ACL For Partner Object
POM_sbject
¥ Object Access Control List
P ernal true
= o P Accessor Type Accessor @ |7 |X|A | n|aD b & s D 8 IS S .| BB X|F e % s
T e Closs WorkspaceObjec
< oups with Security  Extemal < < v
‘_! Is USP Partner Object Editable |

f.  Select the Has Class (POM Object) > Has Class (WorkspaceObject) > Has Class (Dataset)
node from the AM rule tree, and create the ACL for Dataset ACL with the following details:

Condition Accessor Type Privileges

Is Supplier Data Editable to OEM World Grant these privileges:
* Write

¢ Remote Check-Out

Check-In/Check-Out

@ ace J veee gl B e . .
= Is Supplier Data Editable to OEM
Condition Value
[ O obiec
v Hesces POM _object v Properties
» __' Is Current Group External true Condition: 15 Supplier Data Editable to OEM
- ‘r-v Has Class WorkspaceObject Value:
= artn: ) 2
T 15 UsP Partner Object Editable v Named ACL
.H Inactive Sequence true "
‘_' Hos Class Fnd0Qualification
ACL Name: ACL for Dataset
P hesces VmOPrtnrContracth e e
= N R ¥ Object Access Control List
I resces Vm0SupplierRespa
S - P— nsor | 2K A (@ |[D(s(8 6D EJFRIBIB e XTI
j se
Waorld v 4 4

:-T Is Supplier Data Editable to OEM

6. Set up naming rules for data exchange packages.

Caution:

If you do not set up naming rules, it will result in data conflicts when suppliers submit their
responses. Create separate naming rules for the OEM Sponsor Site and the OEM Supplier Site.
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Naming rules define the data entry format for a business object property. A naming rule consists
of rule patterns and a counter. After you create a naming rule, you must attach it to the business
object property. You can also attach it to a property on all the business objects that use that
property. Create a package in Business Modeler Integrated Development Environment (Business
Modeler IDE) with the required naming rules, and deploy the package.

a. In Business Modeler IDE, create a new Business Modeler IDE template project.
b.  Search for and select the following templates:

* Supplier Connect

* Supplier Connect for AW

* Active Workspace

* Vendor Management

* Vendor Management Active Workspace

* Active Content Structure
c.  Click Finish.
d. Search for and open the UspOdesignXChangeRevision business object.
e. Click the UspODesignXchange Item to open the item revision associated with it.
f.  Inthe UspODesignXchange business object, click the Properties tab.

g. Select the item_id property in the properties table, and click the Add button in the Naming
Rule Attaches tab.

h. In the Naming Rule dialog box, in Name, type the name for the new naming rule. The name
must begin with the project prefix.

i.  Toadd a naming rule pattern in the Patterns list, click Add.

j. Inthe Pattern dialog box, enter information for the new rule pattern.
For this
parameter Do this
Pattern Enter a naming pattern. You can add pattern characters in three ways:

* Type characters using the keyboard.
* Click Insert LOV and add an LOV.
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_ 6. Configure Supplier Connect on the OEM Sponsor Site

For this
parameter

Description

Generate
counters?

Is Decrement?

Initial Value
and Maximum
Value

Do this

* Click Insert Rule and add an existing naming rule.

Example:

For a three-digit numeric pattern from 001 to 999, type nnn.
For a two-character alphabetic pattern from aa to zz, type aa.
For a two-character pattern from AA to ZZ, type AA.

For an alphanumeric pattern, for example, from A001 to Z999, type
Annn.

The following dynamic characters can be used in naming rule patterns:

U Uppercase dynamic character
u Lowercase dynamic character
D Mixed-case dynamic character

When you use a dynamic character in a pattern and select the Generate
Counter [/| check box, the corresponding characters typed in the Initial
Value box are used in all subsequent IDs.

Example:

If the pattern is UUU"-"NNNNN and you type REQ-00000 in the Initial
Value box, then all IDs automatically generated using this pattern
begin with REQ (REQ-00000, REQ-00001, REQ-00002, and so on).

However, end users can override the generated text on the user interface.
For example, they can either click Assign, or they can replace the REQ in the
ID with some other text. Therefore, the pattern is dynamic, allowing it to be
changed by end users.

Type a brief description of the naming rule.

Select the check box if you want to generate counters from the pattern.

When a naming rule includes multiple patterns that generate counters, a
selection list of the patterns will be available in the Teamcenter client for use
with Assign.

Patterns that include an inserted LOV, an inserted naming rule, a system
variable that is not enclosed in quotation marks, or a regular expression
cannot be used to generate counters.

Select the check box if the counter is to be reduced by the step amount.

If you selected the Generate counters? check box, then type characters that
match the pattern to set the initial and maximum values.
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For this

parameter Do this
For example, if you entered nnn for the pattern, type a three-digit number
in the Initial Value box and the Maximum Value box, such as 100 and 899.
Alternatively, if you entered a pattern of Annn, then you might type A001
and 2999.

Step Type the amount by which the generated counters are to be incremented.
The default is 1, meaning that each additional number that is generated is
to be increased by one.

Offset Type a number by which the generated counter is increased the first time
the rule is used. The default is 0, implying that there is no offset.

k.  Click Finish.

l. On the main toolbar click Save Data Model.

m. Generate a software package for distribution and deploy the package using Deployment
Center.

For more information about generating a software package for distribution, see BMIDE
for Data Model Design in the Teamcenter documentation. For more information about
deploying a package using Deployment Center, see Deployment Center — Usage Guide in
the Teamcenter documentation.

For the Supplier Connect Orchestration Translator, update the administrator credentials for the
translator.

a. Navigate to the
DISPATCHER_ROOT\Module\Translators\supportalorchestrationservice\supportalorchestrations
ervice.bat file.

b.  Update the - u and - pf parameters with the required administrator credentials in the
following line:

"oarC_ROOT% bi n\ supportal _orchestration. exe" -u="CHANGE M"
- pf =" CHANGE_ME" - g="CHANGE_ME"' %ar gl%=%ar g2%

Set up a group of Teamcenter user accounts for the suppliers as follows:

a. InTeamcenter Organization, create a group with its security set to External.
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10.

Mame: | Sypplier_Connect

Description:

Security |External -

b.  In this group, create subgroups for each vendor, and set the security of each group to
External.

c.  Add the Teamcenter user accounts for the suppliers to their respective vendor group.
Assign a default sponsor for the Self Service packages requested by suppliers as follows:
a. Logon asa user with Teamcenter administration privileges.

b.  On the home page, click the PREFERENCES tile.

c. Inthe Search box, type SUPPORTAL_SelfServiceSponsor.

d. Specify the User ID of the default sponsor for the Self Service packages.

e. Click Save to save your changes.

To ensure that suppliers have access only to the objects assigned to their specific project, do the
following:

a. Create the following ACL:
A. Logon to the web client as a user with Teamcenter administration privileges.
B. Onthe home page, click the ACCESS MANAGER tile.

C. Select the Has Class (POM Object) > Has Class (POM_object) node from the AM rule
tree, and create the Vendor Contact ACL with the following details:

Condition Value Accessor Type Privilege
Has Class POM_object Vendor Contact in Project Grant the Read privilege.
Has Class POM_object All Vendor Contacts Deny the Read privilege.
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11.

12.

¥ Properties

Has Class
POM_object
v Mamed ACL
rAa
L d
ACL Name: Vendor Contact ACL
¥ Object Access Control List
Accessor Type Accessor | & .f
Vendor Contact In Project \(
All Vendor Contacts x

b.  Create the required projects.
c.  Assign or remove assemblies to or from projects.
d.  Assign suppliers to their associated projects.

e. Export the projects to the OEM Supplier Site by using the admin_data_export utility. For
more information about using the admin_data_export utility, see Teamcenter Utilities in the
Teamcenter documentation.

Copy the generated ZIP file to the OEM Supplier Site. The location of this file is specified in the
-outputPackage argument.

Note:

You must run this utility whenever you create a new project to keep the data
synchronized.

By default, inaccessible assembly components are displayed with <<UNREADABLE>>. To prevent
the display of <<UNREADABLE>> in an assembly, set the BOM_hide_unreadable_lines preference
to All in the OEM Supplier Site.

To use subtypes of Supplier Connect objects, you must configure the following preferences with the
names of the subtype objects:

* SUPPORTAL_UspOOEMDeXChange_type_name
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* SUPPORTAL_UspOSupDeXChange_type_name

13. If you are working with multiple OEM Sponsor Sites, do the following additional configurations:
a. Create separate naming rules for each of the multiple OEM Sponsor Sites.

b.  Ensure that the encryption keys are the same on all the sites.
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7. Configure Supplier Connect on the OEM
Supplier Site

After installing Supplier Connect, you must configure the OEM Supplier Site to connect with the OEM
Sponsor Site. When you complete the required configurations, the sponsors and suppliers can exchange
data successfully.

Note:

Siemens Digital Industries Software recommends that you define the site name of the OEM
Supplier Site in this format: Supplier_Connect_Site_Name. This allows you to quickly identify the
OEM Supplier Site.

Prerequisites
* Supplier Connect must be installed at the OEM Sponsor Site and the OEM Supplier Site.

* Configure Multi-Site Collaboration between the OEM Sponsor Site and the OEM Supplier Site as
specified in the Teamcenter documentation, specifically in:

* Prepare the Multi-Site Collaboration environment in Teamcenter Installation Using Deployment
Center in the Teamcenter documentation.

* Multi-Site Collaboration deployment options in Multi-Site Collaboration in the Teamcenter
documentation.

* Determining the setup process in Multi-Site Collaboration in the Teamcenter documentation.

* Configure Multi-Site Collaboration sites in Multi-Site Collaboration in the Teamcenter
documentation.

* Verify that Multi-Site Collaboration is configured correctly on the OEM Sponsor Site and the OEM
Supplier Site. Ensure that you have done the following:

* In the OEM Sponsor Site and the OEM Supplier Site, configure the following preferences with the
Site Name of the OEM Sponsor Site and the OEM Supplier Site:

Preference Value
IDSM_permitted_sites <OEM Sponsor Site name>, <OEM Supplier Site name>
IDSM_permitted_checkout_sites <OEM Sponsor Site name>, <OEM Supplier Site name>

IDSM_permitted_transfer_sites <OEM Sponsor Site name>, <OEM Supplier Site name>
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* Run the dsa_util utility to ensure that the OEM Sponsor Site and the OEM Supplier Site are
connected. For more information, see Multi-Site Collaboration in the Teamcenter documentation.

* Select the Has Class (POM Object) node from the Access Manager rule tree, and create the Import/
Export access control list (ACL) with the following details:

Condition

Has Class

POM _application_object

) Move s Cance
L v Bam

Value

POM Application

Object

B Has Class.

¥ Properties
Condition:

Value:

¥ Named ACL

ACL Name:

¥ Object Access Control List

Accessor Type | A

World

Remate Site

Import Export

Accessor Type
World

Remote Site

« @
§ W
LA
L am
LR

Privileges

Grant these privileges:
m Export

m Import

m Transfer Out

m Transfer In

Grant these privileges:
m Write

m Publish

m Subscribe

m Export

m Import

m Transfer Out

m Transfer In

m Remote Check-Out

m Check-In/Check-Out

B BB || |d %L | &
v
v v v
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Procedure

1. To specify the OEM Sponsor Site for exchanging data, set the SUPPORTAL_share_site_names
preference to the Teamcenter site name specified for the OEM Sponsor Sites.

2. To send notification emails through the data exchange process, set up an email server with the
following details:

* Set the Mail_server_name preference to a valid SMTP mail server.

* Set the Mail_OSMail_activated preference to true to enable operating system emails from
Teamcenter.

* Set the port used by the mail server to 25.

Note:

To disable notification emails from Supplier Connect, set the
SUPPORTAL_Enable_Mail_Notifications preference to False.

3. Toset up a confidentiality agreement between the OEM and the supplier, configure the following
preferences:

* Set the LoginCountry_selection_enabled preference to True to display the Country Selection
dialog box for suppliers to select the country from which they are logging in.

* Set the LoginCountry_save_previous_selection preference to True to allow suppliers to save
the previous country selection in the Country Selection dialog box.

* To modify the text in the confidentiality agreement statement, do the following:
a. Create an untranslatable resource file, custom-name_text.xml.

b.  Add the existing key (LoginCountry_confidentiality_statement) located in the
tc_text_locale.xml file to the custom-name_text.xml file.

c.  Add the custom file to the TC_USER_MSG_DIR\language_locale directory.

Note:

language_locale is the JAVA standard language name. For example, fr_FR.

d. Modify the LoginCountry_confidentiality_statement in the
TC_USER_MSG_DIR\language_locale\custom-name_text.xml file.
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Note:

For tips about creating a confidentiality statement, see Configure confidentiality
agreement in Teamcenter Security in the Teamcenter documentation.

4. If you have configured Multi-Site Collaboration to use remote procedure call (RPC) technology to
communicate between the sites, do the following:

a. Forthe Integrated Distributed Services Manager (IDSM) service in the OEM Sponsor Site and
the OEM Supplier Site, ensure that you change the service's Log on as user from infodba to
another user with database administrator privileges as follows:

A. Edit the TC_BIN\run_tc_idsm.bat script file.

B. Set the value of TC_USER from infodba to another user with database administrator
privileges.

C.  Set the value of TC_USER_PASSWD_FILE from the password file of the infodba user to
another user with database administrator privileges.

D. Save the run_tc_idsm.bat file.

b.  For the IDSM service user with database administrator privileges, grant permissions to write,
change, remotely check out an object, and override the checkout of an object by another user.

A. In Teamcenter Access Manager, select the Has Class (POM Object) > Has Class
(WorkspaceObject) node from the Access Manager (AM) rule tree, and create the
SUPPORTAL_ACL ACL with the following details:

Accessor
Condition Value Type Accessor Privileges
Has Class UspODesignXChange User Administrator user Grant these

specified as the privileges:
IDSM administrator in

the run_tc_idsm.bat « Write
script file

* Change

¢ Remote
Check-Out

¢ Check-In/
Check-Out
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Usp0DesignXChange

jj Has Class

¥ Properties

Condition: Has Class
Value: UspOBesignXChange
¥ Named ACL

ACL Name: SUPPORTAL ACL

Accessor Type | Accessor |7 X |A x|« D d @ sk H S S kR BB B X T e e s
User amadmin < < < v

B. Select the Has Class (POM Object) > Has Class (WorkspaceObject) node from the AM
rule tree, and create the SUPPORTAL_ACL ACL with the following details:

Accessor
Condition Value Type Accessor Privileges
Has Class UspODesignXChangeRevision User Administrator user Grant these
specified as privileges:
the IDSM
administrator e Write
in the
rur?_tcT/dsm.bat « Change
script file
* Remote
Check-Out
* Check-In/
Check-Out
B PR o o E Has Class
-_ [“’ ¥ Properties
:- Has Clos: VOhje;tA((ess(omm\List N 7
B e Accessor Typs @® |7 |X|A|n &« Dh(d & & D H IS R BB e X FE M Ha T s
‘_f Has Clas: UspODesignXChangeRevision User v s < 4

c.  Restart the Pool Manager and the IDSM services on the OEM Sponsor Site and the OEM

Supplier Site.

For more information about configuring Multi-Site Collaboration to use RPC, see Methods for
communicating through a firewall in Multi-Site Collaboration in the Teamcenter documentation.

If you have configured Multi-Site Collaboration to use the HTTP/HTTPS protocol to communicate

between the sites, do the following:

a. Define the ASYNC_ALLOW_FALLBACK environment variable, and set its value to TRUE.
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ASYNC_ALLOW FALLBACK=TRUE

For the administrator user configured as the remote proxy user, grant permissions to write,
change, remotely check out an object, and override the checkout of an object by another user.

A. In Teamcenter Access Manager, select the Has Class (POM Object) > Has Class
(WorkspaceObject) node from the Access Manager (AM) rule tree, and create the
SUPPORTAL_ACL ACL with the following details:

Accessor
Condition Value Type Accessor Privileges
Has Class UspODesignXChange User Administrator user Grant these
configured as the  privileges:
remote proxy user
* Write
* Change
* Remote Check-
Out
* Check-In/Check-
Out
@ace 5o o R e BT jj —
1=‘ Hﬂ‘ S EndOEdiC: ¥ Named ACL
== ndoP ¥ Object Access Control List )
B > Accessor Type | Accessor > |7 (XA o D d & s DR H LS D R BB B X T TS
‘E Has Cl Usp0DesignXCH y Y ¢ v 7 7

B. Select the Has Class (POM Object) > Has Class (WorkspaceObject) node from the AM
rule tree, and create the SUPPORTAL_ACL ACL with the following details:

Accessor
Condition Value Type Accessor Privileges
Has Class UspODesignXChangeRevision User Administrator  Grant these

user configured privileges:
as the remote

proxy user e Write

* Change
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Accessor
Condition Value Type Accessor Privileges
e Remote
Check-Out
¢ Check-In/
Check-Out
(D ade F e fca e Sl jj p—
Condition Jalue
"E e o N ¥ Properties
b= s Condition: Has Class
T vascas Value: UspODesignXChangsRevision
‘E Is USP Response Editable
- ¥ Named ACL
p: Has Clas FndOEdit( text
-= Has Class Scheduls
-:D Has Class ScheduleTask ACL Name: SUPPORTAL_ACL
-‘E Has Clas: ¥ Object Access Control List
_EFas’r: Accessor Tpe |Acesor (@ | Z | X |A | m | oD S & B D B|ILSTID BB B S X T H TS
T vascs UspODesignXChangeRevision User amadmin v < o« 4

c.  Restart the Pool Manager and the IDSM services on the OEM Sponsor Site and the OEM
Supplier Site.

For more information about configuring Multi-Site Collaboration to use the HTTP/HTTPS protocol,
see Configure Multi-Site authentication using HTTP/HTTPS in Multi-Site Collaboration in the
Teamcenter documentation.

Set up naming rules for data exchange packages.

Caution:

If you do not set up naming rules, it will result in data conflicts when suppliers submit their
responses. Create separate naming rules for the OEM Sponsor Site and the OEM Supplier Site.

Naming rules define the data entry format for a business object property. A naming rule consists
of rule patterns and a counter. After you create a naming rule, you must attach it to the business
object property. You can also attach it to a property on all the business objects that use that
property. Create a package in Business Modeler Integrated Development Environment (Business
Modeler IDE) with the required naming rules, and deploy the package.

a. In Business Modeler IDE, create a new Business Modeler IDE template project.
b.  Search for and select the following templates:

e Supplier Connect

* Supplier Connect for AW

* Active Workspace
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* Vendor Management
* Vendor Management Active Workspace
* Active Content Structure
c.  Click Finish.
d. Search for and open the UspOdesignXChangeRevision business object.
e. Click the UspODesignXchange Item to open the item revision associated with it.
f.  In the UspODesignXchange business object, click the Properties tab.

g. Select the item_id property in the properties table, and click the Add button in the Naming
Rule Attaches tab.

h. In the Naming Rule dialog box, in Name, type the name for the new naming rule. The name
must begin with the project prefix.

i.  Toadd a naming rule pattern in the Patterns list, click Add.

j. Inthe Pattern dialog box, enter information for the new rule pattern.
For this
parameter Do this
Pattern Enter a naming pattern. You can add pattern characters in three ways:

* Type characters using the keyboard.
* Click Insert LOV and add an LOV.
* Click Insert Rule and add an existing naming rule.

Example:

For a three-digit numeric pattern from 001 to 999, type nnn.
For a two-character alphabetic pattern from aa to zz, type aa.
For a two-character pattern from AA to ZZ, type AA.

For an alphanumeric pattern, for example, from A001 to 2999, type
Annn.

The following dynamic characters can be used in naming rule patterns:

U Uppercase dynamic character
u Lowercase dynamic character
D Mixed-case dynamic character
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For this
parameter Do this

When you use a dynamic character in a pattern and select the Generate
Counter [/| check box, the corresponding characters typed in the Initial
Value box are used in all subsequent IDs.

Example:

If the pattern is UUU"-"NNNNN and you type REQ-00000 in the Initial
Value box, then all IDs automatically generated using this pattern
begin with REQ (REQ-00000, REQ-00001, REQ-00002, and so on).

However, end users can override the generated text on the user interface.
For example, they can either click Assign, or they can replace the REQ in the
ID with some other text. Therefore, the pattern is dynamic, allowing it to be
changed by end users.

Description Type a brief description of the naming rule.

Generate Select the check box if you want to generate counters from the pattern.

counters? . . .
When a naming rule includes multiple patterns that generate counters, a

selection list of the patterns will be available in the Teamcenter client for use
with Assign.

Patterns that include an inserted LOV, an inserted naming rule, a system
variable that is not enclosed in quotation marks, or a regular expression
cannot be used to generate counters.

Is Decrement? Select the check box if the counter is to be reduced by the step amount.

Initial Value  If you selected the Generate counters? check box, then type characters that
and Maximum match the pattern to set the initial and maximum values.

Value . -
For example, if you entered nnn for the pattern, type a three-digit number

in the Initial Value box and the Maximum Value box, such as 100 and 899.

Alternatively, if you entered a pattern of Annn, then you might type A001
and 2999.

Step Type the amount by which the generated counters are to be incremented.

The default is 1, meaning that each additional number that is generated is
to be increased by one.

Offset Type a number by which the generated counter is increased the first time
the rule is used. The default is 0, implying that there is no offset.

Click Finish.
On the main toolbar click Save Data Model.

Generate a software package for distribution and deploy the package using Deployment
Center.
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For more information about generating a software package for distribution, see BMIDE
for Data Model Design in the Teamcenter documentation. For more information about
deploying a package using Deployment Center, see Deployment Center — Usage Guide in
the Teamcenter documentation.

7.  For the Supplier Connect Orchestration Translator, update the administrator credentials for the
translator.

a. Navigate to the
DISPATCHER_ROOT\Module\Translators\supportalorchestrationservice\supportalorchestrations
ervice.bat file.

b.  Update the - u and - pf parameters with the required administrator credentials in the
following line:

"oarC_ROOT% bi n\ supportal _orchestration. exe" -u="CHANGE M"
- pf =" CHANGE_ME" - g="CHANGE_ME"' %ar gl%%ar g2%

8.  Configure the roles that can access the Supplier workspace as follows:

a. Usethe export_wsconfig utility to export workspace definitions from the Teamcenter
command prompt.

This is a Teamcenter platform command, and it must be run in a Teamcenter command-line
environment. Information on how to manually configure the Teamcenter environment can be
found in the Teamcenter Utilities Reference documentation.

In the following example, all existing workspace definitions are exported.

export_wsconfi g - u=<username> - p=<password> - g=<groupname>
-file="c:/exportedWrkspacesConfig.xm"

b. Inthe exported file, search for Usp1Supplier to edit the available roles for the Supplier
workspace.

c. Add the roles that can access the Supplier workspace.

<Wbr kspace i d="UsplSupplier">

<Wor kspaceMappi ng group="" rol e="External Designer"
defaul t="true"/>

<Wor kspaceMappi ng group="" role="Supplier" default="true"/>
</ Wr kspace>
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10.

<?xml version="1.0" encoding="UTF-8" standalone="no" 7>

<Import>
<Workspace id="UsplSupplier">
<WorkspaceMapping group="" role="External Designer" default="true"/>
<WorkspaceMapping group="" role="Supplier" default="true"/>
</Workspace>
</Import>

By default, External Designer roles can access the Supplier workspace.
d. Use the import_wsconfig utility to import the Supplier workspace definition.

In the following example, you import the exportedWorkspacesConfig.xml custom file, which
contains the Supplier workspace definition.

i mport _wsconfi g -u=<username> - p=<password> - g=<groupname>
-file="c:/exportedWrkspacesConfig.xn"

Ensure that you have set up the Partner Connect ACLs on the OEM Supplier Site before configuring
the Supplier Connect ACLs on this site.

For more information, see Partner Connect —Deployment and Administration in the Teamcenter
documentation.

If you have installed Supplier Connect in a new Teamcenter environment, set up the ACLs as
follows:

a. Define the access privileges for the suppliers by running the vm_install_am_rule utility. For
more information, see Define the access privileges for the partner representatives in Partner
Connect Administration in the Teamcenter documentation.

b.  Define the access privileges for the data exchange packages by running the
supportal_install_am_rules utility.

supportal_install_am_rules [-u=user-id] [-p=password] [-g=group] [-output=path to
the log file]

Specifies the user ID.

This is generally a user with administration privileges.

Specifies the password.

Specifies the group associated with the user.
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If used without a value, the user's default group is considered.

-output

Specifies the absolute path to the generated log file. If no path is specified, the report is
generated in the current working directory of the application.

-h
Displays the help for this utility.

11. If you have installed Supplier Connect in an existing Teamcenter environment, create the following
ACLs for Supplier Connect:

a. Logon to the web client as a user with Teamcenter administration privileges.
b.  On the home page, click the ACCESS MANAGER tile.

c.  Select the Has Class (POM Object) > Is Current Group External node from the AM rule tree,
and create the VM External Group Security ACL with the following details:

Condition Value Accessor Type Accessor Privilege
User In Attached IP Any Groups with Security External Grantthe Read
License privilege.
|\-P Add 3% Delets %g, Cut = _‘:Ife wen i
a o jj User In Attached IP License
Condition Value
- f- Has Class POM_application_object ¥ Properties
r-. Has Digital Signature Valid Condition: User In Attached IP License
d
Value: Any
.r-'. Has Digital Signature Imvalid e "
j= | Has Digital Signature Propagated ¥ Named ACL
4 | Has Class POM_object - = Full
L J Screen
- .[- ls Current Group External true
= ACL Name: VM External Group Security
- b User In Attached IP License Any
- ¥ Object Access Control List
o Is USP Partner Object Editable
‘r-'. Has Class VariantRule (T I Accessor | © y 2‘{
Groups with Security External ./
.r-. Has Class RevisionRule

d. Select the Has Class (POM Object) > Is Current Group External > User In Attached IP
License node from the AM rule tree, and create the ACL For Partner Object ACL with the
following details:




Condition Value Accessor Type Accessor Privileges

Is USP Partner Object Groups with Security External Grant these privileges:
Editable

¢ Write

¢ Remote Check-Out

* Check-In Check-Out
Dace 3¢ oee P Concel ) )
# o - - - Is USP Partner Object Editable
Condition Value
- [T esoess PO _spplication_object ¥ Properties
rﬁ Has Digital Signature Valid Condition: 15 USP Partner Object Editable
Value:
r’: Has Digital Signature Invalid
ﬂ Has Digital Signature Propagated ¥ Named ACL
> r’: Hos Class POM _object I
- ﬁ Is Current Group External true
- ACL Name: ACL For Partner Object
» [T userin Attached P License Any
= ¥ Object Access Control List
=] Is USP Partner Object Editable
I tescass Accessor Type Accessor @|Z|X|a|w |« b & & &G 8| S S BB B k(X (T H a(2|d
= Groups with Security External v 4 v
B resces

Select the Has Class (POM Object) > Is Current Group External node from the AM rule tree,
and create the ACL For Exchange Line ACL with the following details:

Condition Value Accessor Type Accessor Privileges

Has Class VariantRule Groups with Security External Grant these privileges:
* Read

¢ Write

) add 3 Delet= ng'»'c.r. lf"ll_‘:.:;-z. if:tl:"i J»:.:":‘:i ' . D o

Condition Value
- = Has Class POM_application_cbject i
i _app _ob) ¥ Properties

iq, Has Digital Signature Valid Condition: Has Class
= o ) _ Value: WariantRule
j= Has Digital Signature Invalid
= Has Digital Signature Propagated
o gral o pag ¥ Named ACL

’ Jr-r Has Class POM _object e
- L 4 Screen

- jq, Is Current Group External true
= ACL Name: ACL For Exchange Line

h j= User In Attached IP License Any

= ¥ Object Access Control List
j= | Is USP Partner Object Editable

©
E Has Class WariantRule Accessor Type Accessor f 2{

- Groups with Security External q/ qf
p= | Has Class RevisionRuls
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f. In the Has Class (POM Object) > Is Current Group External node, create the ACL For
Exchange Line ACL with the following details:

Condition Value Accessor Type Accessor Privileges

Has Class RevisionRule Groups with Security External Grant these privileges:

* Read
* Write
o . == Move g Move
I\-_Ij,‘. Add &@: Delete %,'J.-' Cut oy = :»LI o TT)
= pow Has Class
Condition Value
v ‘[-q, Has Class POM_application_cbject ¥ Properties
d{q. Has Digital Signature Valid Condition: Has Class
Value: RevisionRule
d{q. Has Digital Signature Invalid
[ AR, . S
p= | Has Digital Signature Propagated ¥ Named ACL
L dlﬁ Has Class POM_object - = Full
L J Screen
A d[-q, Is Current Group External true
= ACL Mame: ACL For Exchange Line
- j=| User In Attached IP License Any
- ¥ Object Access Control List
j=| Is USP Partner Object Editable
@
p= | Has Class VariantRule Accessor Type Accessor f
= Groups with Security External ./ ./
= Has Class | RevisionRule

g. Inthe Has Class (POM Object) > Is Current Group External node, create the ACL For
Supplier Exchange Line ACL with the following details:

Condition Value Accessor Type Accessor Privilege

Has Class VmOExchangeLine Groups with Security External Deny the Read privilege.




If-_E} Add % Delete Cﬁ Cut EE Paste 1: tI:‘rE

Condition

L qul Has Class
4 Jrq. Has Class
h Iq, ls Current Group External
4 Iq, User In Attached IP Licanse
ﬂ Has Class
ﬂ Has Class
] D Has Class
Iq! Has Class
4 Iq, Has Class

L4 Jrq, Haz Class

Value

POM_application_chject
POM_object

true

Any

VariantRule

RevisionRule
VmOExchangeline
WorkspaceObject
WorkspaceObject

SavedSearch

D Has Class

¥ Properties

Condition: Has Class

Value: VmOExchangeline

¥ Mamed ACL

r 7 Full

L Screen

ACL Name: ACL For Supplier Exchange Line

¥ Object Access Control List

Accessor

® |/ | X
External x

Accessor Type

Groups with Security

Select the Has Class (POM Object) > Is Current Group External > Has Class
(VmOExchangelLine) node from the AM rule tree, and create the ACL On Exchange Line
Visibility ACL with the following details:

Condition

Is USP Exchange Line
Visible

If-_E.‘ Add 2{ Delete %‘E'CJ: E'E Paste

Condition

4 Jrq, Has Class
’ qul Has Class
v qul Is Current Group External
b Jr'q. User In Attached IPF License
ﬁ Has Class
Iq! Has Class

Iq, Has Class

I 15 usp exchange tine visiote

Iq, Has Class

L4 Jrq, Has Class

Value Accessor Type

Accessor Privilege

Groups with Security External Deny the Read privilege.

Value

POM_application_ohject
POM_object

true

Any

VariantRule
RevisionRule

WmOExchangeline

WorkspaceObject

WorkspaceObject

D Is USP Exchange Line Visible

¥ Properties
Condition: Is USP Exchange Line Visible

Value:

¥ Mamed ACL

r 7 Full
L 1 Screen

ACL Name: ACL On Exchange Line Visibility

¥ Object Access Control List

Z | X

Accessor

@
External J

Accessor Type

Groups with Security

Select the Has Class (POM Object) > Is Current Group External > Has Class
(UspODesignXChangeRevision) node from the AM rule tree, and create the SUPPORTAL_ACL

ACL with the following details:
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Accessor
Condition Value Type Accessor Privilege
Has Class UspODesignXChangeRevision User Administrator user  Grant these
specified as privileges:
the IDSM
administrator in e Write
the run_tc_idsm.bat
script file « Change
* Remote
Check-Out
e Check-In/
Check-Out
@408 P puen b cun R o B S 2 i
Condition Value
= ‘r- Is Current Group External true ¥ Properties
’ :- User In Attached IP License | Any Condition: Has Class
B s Vertanifole Value: UspODesignXChangeRevision
T tesciss RevisionRule e —
» :- Has Class VmOExchangeline -
3 ‘r- Has Class Usp0DesignXChangeRevision e
B Hos Class WorkspaceObject ACL Name: SR
R _‘ —— WorkspaceObject ¥ Object Access Control List
v P HasClass SavedSearch Accessor Type | Accessor @ V4 = A o gy K X & R B &
‘_ e . User admin V] v v v

Select the Has Class (POM Object) > Is Current Group External > Has
Class (UspODesignXChangeRevision) node from the AM rule tree, and create the
CancelledVisibilityACL ACL with the following details:

Accessor
Condition Value Type Accessor Privilege
Has UspODesignXChangeRevision:vmO0Status=Cancelled Groups External Grant
Attribute with the Read
Security privilege.
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® Add 3K Delet= Cut

Condition

s Current Group External
User In Attached IP License
Has Class
Has Class
Has Class
Has Class

J[-‘ Has Attribute

dfql Has Class
b Mo
L i[qu Has Class

Value

true

Any
VariantRule
RevisionRule

VmOExchangeline

D Has Attribute
AC

¥ Properties
Condition:

Value:

¥ Named ACL

r 7 Full
L 1 5creen

UspODesignXChangeRevision

ACL Name:

UspODesignXChangeRevision:vm05tatus=Cancelled |

WorkspaceObject
WorkspaceObject

SavedSearch

£7 Edit

Has Attribute

UspODesignXChangeRevision:vm0Status=Cancelled

CancelledVisibilityACL

¥ Object Access Control List

Accessor Type

Groups with Secunity

Accessor @ f R
External J

Select the Has Class (POM Object) > Is Current Group External node from the AM rule tree,
and create the External User ACL ACL with the following details:

Condition Value

Accessor Type Accessor

Has Class WorkspaceObject Owning User

Owning Group

Groups with Security External

Privileges

Grant these privileges:

¢ Read
¢ Write
* Delete

e Change
* Change Ownership

¢ Publish

Subscribe

Grant these privileges:
* Read

* Write

Deny these privileges:
* Read

* Delete




_ 7. Configure Supplier Connect on the OEM Supplier Site

m.

(D add 3X Detee  offcur & tlme s jj
- ’ Has Class
Condition Value

b d[-' Has Class POM_application_object ¥ Properties

L4 d[-' Has Class POM_object Condition: Has Class
Value: WorkspaceObject
T ‘fqu Is Current Group External true ' pacshEe
- o
b s ched IP Licen )
o User In Attached IP License Any ¥ Named ACL
dfqu Has Class VariantRule = Full

L - Scresn

dfqu Has Class RevisionRule

ACL Name: External User ACL
- :qu Has Class VmOExchangeline
- ¥ Object Access Control List
= | Is USP Exchange Line Visible

0 o 7
drql Has Class WorkspaceObject Accessor Type Accessor @ f 2( é 0 <J &«) @ )

= Owning User J J J‘ J J J J
s b= | Has Class WorkspaceObject

- Owning Group J J
s i Has Class SavedSearch

- Groups with Security External x x

& In Job true

Select the Has Class (POM Object) > Has Class (WorkspaceObject) node from the AM rule
tree, and create the ACL For Partner Object ACL with the following details:

Condition

Is USP Partner Object
Editable

Value Accessor Type Accessor Privilege

Groups with Security External Grant these privileges:

Write

Remote Check-Out

Check-In/Check-Out

acs 3 vee oo  Move . )
cenn Is USP Partner Object Editable
Condition Value
- ‘_T Has Class POM _object ¥ Properties
= Soonsor Condition: Is USP Partner Object Editable
I=)
Value:
[qu H true
P
[
= Any ¥ Named ACL
f.f H Any o
:.': Has C POM_application_object
ACL Name: ACL For Partner Object
‘_: Has Cl POM_object
= ¥ Object Access Control List
B s current Group Extemal true
= Accsssor Typs p— o7 % |aw|aD(e(e|b Dk 8o ek 266X % & at|s
I hescas WarkspaceObject
| Groups with Security  Exteral 4 s «

j-" Is USP Partner Object Editable

Select the Has Class (POM Object) > Has Class (WorkspaceObject) >
VmOPrtnrContractRevision node from the AM rule tree, and create the VM Delete Partner
Contract ACL with the following details:

Condition Value Accessor Type Privilege

Has Status Obsolete World Grant the Delete privilege.
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n.

If-_E} Add ?{ Delete

Condition

- E Has Class

%CJ: I-_Th Paste

oF

]
= Down

Mowve

Value

POM_object

E Current Group Is Sponsor
E Has Bypass true
- E Has Class WarkspaceObject
E ls USP Partner Object Editable
E |s USP Partner Object Editable
E Inactive Sequence true
E Has Class Fnd0Qualification
- E Has Class VmOPrtnrContractRevision

D Has Status

| Obsolete

Create the Working ACL with the following details:

Condition Value

Accessor Type

Has Status VmOCreated Owning User

Owning Group

D Has Status

¥ Properties

Condition: Has Status

Value: Cbsolete

¥ Named ACL

r 7 Full

L - Screen

ACL Mame: WM Delete PartnerContract

¥ Object Access Control List

Accessor Type Accessor | @ / K| A
Warld vy
Privileges

Grant these privileges:
* Write

* Delete

* Change

* Change Ownership
* Publish

* Subscribe

* Digitally Sign

* Void Digital Signature

Grant these privileges:

Write

Subscribe

Digitally Sign

Void Digital Signature
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Condition Value Accessor Type Privileges

System Administrator Grant these privileges:

Delete

Change

Change Ownership

Subscribe

World Grant these privileges:
¢ Read
* Copy

Deny these privileges:

Write

* Delete

* Change

* Promote

* Demote

¢ Change Ownership
* Publish

* Subscribe

* Remote Check-Out
* Check-In/Check-Out
 Digitally Sign

* Void Digital Signature
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E Has Status

¥ Properties

ACL Name:

D& @ &b 8 J ek BB X (¥ d s LR P E BB %
v 44 4 4
v v v
4 4
World 4 X X X X X S X XX x x X x
Select the Has Class (POM Object) > Has Class (WorkspaceObject) >
VmOSupplierResponseObject node from the AM rule tree, and create the
UspSupplierResponseACL ACL with the following details:
Condition Accessor Type Privileges
Is USP Response Editable World Grant these privileges:
* Write
* Remote Check-Out
* Check-In/Check-Out
B RE= o - E Is USP Response Editable
Condition Valu
- ‘_! Has Class Pt ¥ Properties
» P\ Current Grous External . Condition: Is USP Response Editable
- :- Has Class W el
‘_ Is USP Partner Object Editable ¥ Named ACL
[T 15 usP Parner Object Eeble
™ Jnactive Sequence E
'_P ACL Name: UspSupplierResponseACL
o e ! ¥ Object Access Control List
4 =} Has Class i
— g L g [nese (@2 [% (8w @D b @|8[B[E S @ s BB 6[K|¥ 6L L
“ _ - Warld v v i
38 Is USP Response Editable

Select the Has Class (POM Object) > Has Class (WorkspaceObject) > Has Class (Dataset)
node from the AM rule tree, and create the ACL for Dataset ACL with the following details:

Condition Accessor Type Privileges
Is Supplier Data Editable to OEM World Grant these privileges:
e Write

¢ Remote Check-Out
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Condition Accessor Type Privileges
¢ Check-In/Check-Out

[CECIA S ABES o . .
= Is Supplier Data Editable to OEM
Condition Value
= -
v [T besciss POM _object ¥ Properties
v ‘_' Is Current Group External true Condition: Is Supplier Data Editable to OEM
- ‘_' Has Class WarkspaceObject Value:
- ariner Object £
I 15 usp partner Object Editable v Named ACL
-
B true aa
B vescis Fnd0Qualification
ACL Name: ACL for Dataset
r T besces VmOPrtnrContracth
- - ¥ Object Access Contrl List
P T kesces VmOSupplierResp
- Datsset Accessor Type Accessor Z XA o |0 D & & 6 DR H LSS R BB B X H LS
d
World
B i supplier Data Edtabic to OEM v v v

g. Select the Has Class (POM Object) > Has Class (POM Application Object) node from the AM
rule tree, and create the DispatcherRequest ACL with the following details:

Condition Value Accessor Type Accessor Privileges
Has Class DispatcherRequest User dcproxy Grant these privileges:
* Read

Write

Delete

) add 3T Delete %9(.1-_ ea Move ¢

=) Move oy, Manage . , Cancel
= A ac [ 2o By "
Up o ACL tdits Has Class
Condition Value ACL Name
hd j= | Has Class POM _object ¥ Properties
d[q. Current Group s Sponsor Sponsors Condition: Has Class
Value: DispatcherRequest
d[q. Has Bypass true Bypass
v P Hes asplicatio Ary AdminObjectACL

o | HasApplication ny minOhjectA ¥ MNamed ACL

[q. Has Metadata Class Any MetaDataClassACL A Full

L L - Screen

e d[qu Has Class POM_application_object
- ACL Name: DispatcherRequest
&= Has Digital Signature Valid Digitally Signed No Write
- ¥ Object Access Control List
b Has Digital Signature Invvalid Invalid DS Status Mo More DS
Accessor Type Accessor @ J X

drq. Has Digital Signature Propagated Propagated DS Status No More DS b
P User dcproxy q/ J J
3 Has Class DispatcherRequest DispatcherRequest

12. Configure a supplier's access to only their workflow jobs, workflow tasks, and emails. For

more information, see Partner Connect —Deployment and Administration in the Teamcenter
documentation.

13. Assign a default sponsor for the Self Service packages requested by suppliers as follows:
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14.

a. Logon as a user with Teamcenter administration privileges.

b.  On the home page, click the PREFERENCES tile.

c. Inthe Search box, type SUPPORTAL_SelfServiceSponsor.

d. Specify the User ID of the default sponsor for the Self Service packages.
e. Click Save to save your changes.

To ensure that suppliers have access only to the objects assigned to their specific project, do the
following:

a. Create the following ACL:
A. Log on to the web client as a user with Teamcenter administration privileges.
B.  On the home page, click the ACCESS MANAGER tile.

C. Select the Has Class (POM Object) > Is Current Group External > User In Attached IP
License > VM External Group Security node from the AM rule tree, and create the USP
IN Project ACL with the following details:

Condition Accessor Type Privileges
In Project Project Teams Grant the Read privilege.

In Project World Deny these privileges:

Read

Write

Delete

Change
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In Project

¥ Properties

In Project

¥ Mamed ACL

r A
L 4

ACL Name: USP IM Project

¥ Object Access Control List

Accessor Type Accessor ©
Project Teams J
World x

72 Pl A

X X X

b. Import the projects by using the admin_data_import utility. For more information
about using the admin_data_import utility, see Teamcenter Utilities in the Teamcenter

documentation.

Note:

synchronized.

You must run this utility whenever you create a new project to keep the data

15. By default, inaccessible assembly components are displayed with <<UNREADABLE>>. To prevent
the display of <<UNREADABLE>> in an assembly, set the BOM_hide_unreadable_lines preference

to All in the OEM Supplier Site.

16. To use subtypes of Supplier Connect objects, you must configure the following preferences with the

names of the subtype objects:
* SUPPORTAL_UspOOEMDeXChange_type_name

* SUPPORTAL_UspOSupDeXChange_type_name

17. If you are working with multiple OEM Sponsor Sites, do the following additional configurations:

a. Specify the multiple OEM Sponsor Site names in the SUPPORTAL_share_site_names

preference.
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b.  Ensure that the encryption keys are the same on all the sites.
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8. Set up the vendors and their suppliers

After you complete installing and configuring Supplier Connect, you must create the vendors and
assign their suppliers (company contacts) in the OEM Sponsor Site. Vendors are any companies that
are external to the OEM company. They can be another vendor, a supplier, or a joint venture partner.
Suppliers are employees of the companies, and are represented by Company Contacts in Teamcenter.

You also assign a Teamcenter user account to each of the vendor's suppliers. After you do this, share
the OEM design engineer user accounts and the Teamcenter user accounts assigned to suppliers with
the OEM Supplier Site. You can share these accounts at one time in a batch or share them individually
when you create them. This allows the suppliers to log on to their OEM Supplier Site with the assigned
Teamcenter user accounts. Additionally, when an OEM design engineer shares a data exchange package
to the OEM Supplier Site, the package owner is correctly indicated in the OEM Supplier Site.

Prerequisites
Supplier Connect must be installed and configured on the OEM Sponsor Site and the OEM Supplier Site.
Procedure
1. In the OEM Sponsor Site, create the vendors and their suppliers as follows:
a. Create avendor.

For more information, see Vendor Management on Active Workspace —Usage in the
Teamcenter documentation.

b.  For each vendor, ensure that the Registration Status of the vendor is Approved. Do the
following:

A. In Advanced Search, select General, select Vendor as the type of search, and click
Search.
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_ 8. Set up the vendors and their suppliers

Advanced Search [B undock < Close
‘ General... -
Preferred: D
Clear All
Mame:
Y
Description:
A
Type:
Vendor -

B. Inthe search results, select a vendor whose Registration Status is Requested, and
choose More commands ««+ > Manage 3% > Submit to Workflow cffj.

SA001131-Best Parts Vendor
3 Chwner: Date

Overview Classification Parts Smelters

¥ Properties

ID: SADDT13

MName: Best Parts YVendor
Description:

Type: Vendor
Registration Status: Requested

C. From the Template list, ensure that Vendor Registration is selected, and click Submit.
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Submit to Workflow [7] Reset

Workflow  Assignments

@ a1 () Assigned

Template:

‘ Yendor Registration

% MName:

Yendor Registration : 5A001131-Best Parts Vendor

Description:

¥ Targets

&) o Select
P aga ./ .

Best Parts Vendor
SAD01131

The vendor's Registration Status is updated to Approved.
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SAD001131-Best Parts Vendor
Chwnier: Date

Overview Classification Parts Smelters

¥ Properties

ID: 54001137

Name: Best Parts Vendor
Description:

Type: Vendor
Registration Status: Approved

For each vendor, assign a supplier, represented by Company Contacts in Teamcenter.

For more information, see Vendor Management on Active Workspace —Usage in the
Teamcenter documentation.

Note:

* When you create the suppliers for a vendor, you must share the Teamcenter URL and
logon credentials with the suppliers for them to access their Teamcenter site and
work on their assigned tasks.

* For Teamcenter Briefcase data exchange packages, to search for relevant suppliers,
ensure the following:

» Suppliers must have a managed site associated with their Vendor.
* The partner user assigned to the supplier is active.

* For Briefcase data exchange packages, to search for relevant suppliers, ensure the
following:

* Suppliers must have an unmanaged site associated with them.
* The partner user assigned to the supplier is active.

* The Briefcase Browser Participant Level property set to one of the following
values:
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m NX to assign a Briefcase Browser license and a Briefcase Browser plugin for NX
license to the supplier.

Suppliers require this license to download any Briefcase associated with the data
exchange package, review the contents of the Briefcase, modify part designs

in Briefcase Browser by using NX, and upload a new Briefcase with updated
designs.

m CATIA to assign a Briefcase Browser license and a Briefcase Browser plugin for
CATIA license to the supplier.

Suppliers require this license to download any Briefcase associated with the data
exchange package, review the contents of the Briefcase, modify part designs

in Briefcase Browser by using CATIA, and upload a new Briefcase with updated
designs.

d. Assign a Teamcenter user account to a supplier as follows:
A. Inthe Company Contacts section, select the supplier to provide access.
B. Choose More commands <<« > Manage > Add Partner User.

C. Inthe Add Partner User panel, search for and select the required Teamcenter user
account.

Caution:

You can assign a Teamcenter user account to only one supplier at a time.

D. Click Add.

Note:

If you cannot see the supplier before assigning a Teamcenter user account, you must
activate the supplier.

For more information, see Partner Connect — Usage in the Teamcenter documentation.

2. To share OEM design engineer user accounts and Teamcenter user accounts assigned to suppliers,
do the following:

a. Inthe OEM Sponsor Site, share the OEM design engineer user accounts and the
Teamcenter user accounts assigned to suppliers with the OEM Supplier Site by using the
admin_data_export utility. For more information about using the admin_data_export utility,
see Teamcenter Utilities in the Teamcenter documentation.

You must copy the generated ZIP file to the OEM Supplier Site. The location of this file is the
path you specified in the -outputPackage argument.
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Note:

You must run this utility whenever you create a new design engineer user account or
Teamcenter user account assigned to a supplier.

In the OEM Supplier Site, import the OEM design engineer user accounts and the Teamcenter
user accounts assigned to suppliers by using the admin_data_import utility. For more
information about using the admin_data_import utility, see Teamcenter Utilities in the
Teamcenter documentation.

Note:

You must run this utility whenever you create a new design engineer user account or
Teamcenter user account assigned to a supplier.

To share additional individual OEM design engineer user accounts and Teamcenter user accounts
assigned to suppliers, do the following:

In the OEM Sponsor Site and the OEM Supplier Site, configure the following preferences to
exchange system administration data and organization data:

* Add the OEM Sponsor Site and the OEM Supplier Site to the
IDSM_dsa_sites_permitted_to_push_admin_data preference to define the remote sites
that are permitted to distribute system administration data to a local site.

If you are working with multiple OEM Sponsor Sites, specify the multiple OEM Sponsor Site
names as a comma-separated list in this preference, and update the preference on all the
OEM Sponsor Sites.

* Add the OEM Sponsor Site and the OEM Supplier Site to the
IDSM_global_dsa_sites_permitted_to_push_admin_data preference to define the remote
sites that are permitted to use Multi-Site export to push organization data to a local site.

If you are working with multiple OEM Sponsor Sites, specify the multiple OEM Sponsor Site
names as a comma-separated list in this preference, and update the preference on all the
OEM Sponsor Sites.

In the OEM Sponsor Site, log on to the rich client as a user with Teamcenter administration
privileges.

In the Organization application of Teamcenter, create the OEM design engineer user account
or Teamcenter user account assigned to a supplier.

When you create the OEM design engineer user account, add the account to the Engineering
group, and assign the Designer role to the account. When you create the Teamcenter user
account for a supplier, you must add it to a group with its security set to External.
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d. Inthe Organization List tree present in the lower-left pane, select the user account, and
choose Tools>Export—->Remote Export.

e. Click &ﬁ next to the Target Sites box, and select the target OEM Supplier Site.

f.  Select All Roles in All Groups to export all group member roles associated with the user, and

click Yes.
Femote Export >
Reason: Sharing the OEM design engineer user account

Target Sites: (5% Supplier_Site

A
() All Roles in Default Group
_ i [] Transfer Ownership
(®) All Roles in All Groupd
Ok to rermote export?
More...

Yes Mo

After you share the Teamcenter user account assigned to a supplier, the account is replicated at the
OEM Supplier Site. Now, you must prevent this account from accessing the OEM Sponsor Site as
follows:

a. Inthe OEM Sponsor Site, log on to the rich client as a user with Teamcenter administration
privileges.

b. In the lower-left pane of the Organization application, select the Teamcenter user account
assigned to a supplier.

c.  Click Select Sites next to the Deny Login At Sites box.

d. Inthe Site Selection dialog box, add the OEM Sponsor Site to the Selected Sites column.
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5.

6.

W Site Selection >

Select Deny Login Site(s)
Available Sites Selected Sites

IMC--1981018821 (o OEM_Home_Site
IMC--1992110568
IMC--2042052769
IMC--2056313597
IMC--2070277360 —
IMC--2086804639
IMC--2117726045

< >

OF. Apply Cancel

e. Inthe confirmation message, click Yes, and click OK to close the Site Selection dialog box.
Ensure that you assign Author and Consumer licenses to the suppliers as required.

The following table describes the licenses required for certain tasks:

Consumer Author

Submit a response. Modify the properties of an item or item
revision, such as its name or description.

Add an attachment and submit a response. Add a child item to an assembly.

Create a Self Service request for access to
OEM data.

Replace an attachment in a data exchange
package.

If you are working with multiple OEM Sponsor Sites, do the following additional configurations:

a. Inthe OEM Supplier Site and the multiple OEM Sponsor Sites, configure the following
preferences to exchange system administration data and organization data:

* Specify the OEM Supplier Site and the multiple OEM Sponsor Site names as a comma-
separated list in the IDSM_dsa_sites_permitted_to_push_admin_data preference, and
update the preference on all the OEM Sponsor Sites.

This defines the remote sites that are permitted to distribute system administration data to
a local site.
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» Specify the OEM Supplier Site and the multiple OEM Sponsor Site names as a comma-
separated list in the IDSM_global_dsa_sites_permitted_to_push_admin_data preference,
and update the preference on all the OEM Sponsor Sites.

This defines the remote sites that are permitted to use Multi-Site export to push
organization data to a local site.

To ensure that the design engineers on all OEM Sponsor Sites exchange data with the same
group of suppliers, do the following:

A. Inall OEM Sponsor Sites, create the Teamcenter user accounts to be assigned to
suppliers.

These Teamcenter user accounts must be same as the Teamcenter user accounts you
imported into the OEM Supplier Site by using the admin_data_import utility.

B. Inall OEM Sponsor Sites, create the managed sites to be assigned to the vendors if their
suppliers are working in their own Teamcenter environments.

After you import the vendors in the OEM Supplier Site, you must assign these managed
sites to the respective vendors.

C. For each of the OEM Sponsor Sites, ensure that the suppliers install an instance of
Briefcase Browser and update CustomMappings.xml with the values of oem_name and
site_id for the respective OEMs.

When a supplier receives a Briefcase from an OEM Sponsor Site, the supplier must open
the Briefcase and work on it in the Briefcase Browser instance for the same OEM Sponsor
Site.

D. Inany of the OEM Sponsor Sites, create the vendors and their suppliers.

For more information, see Vendor Management on Active Workspace —Usage in the
Teamcenter documentation.

E. Inthe same OEM Sponsor Site, export the vendors and their suppliers to a Briefcase.
F.  Transfer the exported Briefcase file to the next OEM Sponsor Site.

G. Inthe next OEM Sponsor Site, import the vendors and their suppliers from the Briefcase
file.

H. To assign managed sites to the respective vendors in the next OEM Sponsor Site, do the
following:

i.  Navigate to and open the folder where you have created the vendor, for example,
your Newstuff folder.
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V.

Select and open the vendor.
Choose More commands <.« > Manage 3% > Assign Site (P.

Click the Search tab, specify the filter criteria, and select the required managed site.

Assign Site

MNew Search
% }{' p

Results (13)

USP-Charlee-Supplier-116826... [
-1168264437
USP-Rhys-Supplier-1704957172
-1704957172

Click Assign.




9. Migrate Supplier Collaboration
Foundation users and data to Supplier
Connect

If you have existing Supplier Collaboration Foundation users that you want to migrate to Supplier
Connect, you must first extract the existing user accounts and then create these for the OEM Supplier
Site. After migrating the users, you can migrate the associated Design Data Exchange packages to
Supplier Connect. To do this, you must first convert the data to the Supplier Connect data model and
then share the data with the OEM Supplier Site.

Caution:

 After you migrate Supplier Collaboration Foundation users to Supplier Connect, Siemens Digital
Industries Software recommends that you no longer use Supplier Collaboration Foundation to
work with suppliers because further migration of data will not be supported.

* You can migrate only those Design Data Exchange packages that are in the Closed state.

Note:

For migrated events, you can define the number of years after which an event is automatically
closed. To do this, specify 0 or less than 0 in the SUPPORTAL_migrated_close_date_offset_years
preference to immediately close the migrated events. The default value is 8 years.

The following graphic shows the sequence of tasks required to migrate Supplier Collaboration
Foundation users and data to Supplier Connect:
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Supplier Collaboration Host/OEM
Sponsor Site

Supplier Collaboration

Foundation host OEM Supplier Site

Close the Design Data Exchange packages

y

Update Supplier Collaboration to version
2406

P

Update Supplier
Collaboration Foundation
to version 2406

L
Install Supplier Connect 2406

\:

Extract the existing Supplier Collaboration
Foundation user accounts using the
supportal_extract_scf_users_data ufility

Create the comesponding

= Teamcenter user accounts
using the make_user utility

J

Create the comresponding Teamcenter user
accounts using the make_user utility

4

Ensure that the vendor of the created
Teamcenter users is Approved

4

Assign a Partner User to the created
Teamcenter users

4

Migrate the Design Data Exchange packages
to the Supplier Connect data model

L

Share the packages with the OEM Supplier

Site = \iew the shared packages
Update to Supplier Connect 2412 Update to Supplier Connect
2412

Prerequisites

* Close the Supplier Collaboration Design Data Exchange packages, and ensure that the packages are in
the Closed state.

» Update Supplier Collaboration and Supplier Collaboration Foundation to version 2406.

* Install Supplier Connect 2406 on the Teamcenter environment where you have installed
Supplier Collaboration. This environment becomes the OEM Sponsor Site.

* Install Supplier Connect 2406 on the OEM Supplier Site.
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* Configure the OEM Sponsor Site and the OEM Supplier Site to connect with each other. When you
complete the required configurations, the OEM and suppliers can exchange data successfully.

* Ensure that you can establish a connection with the Supplier Collaboration Foundation database
before you run the supportal_extract_scf_users_data utility.

For an Oracle database, you can test the connection by running the following command in the
command prompt:

sql pl us " <database user name>/ <database

user password>@ DESCRI PTI ON=( ADDRESS LI ST=( ADDRESS=( PROTOCOL=TCP)
( HOST=<database host name>) ( PORT=<database port number>)))

( CONNECT_DATA=( SERVI CE_NAME=<System Identifier of the Supplier Collaboration
Foundation database>) ) )"

For a PostgreSQL database, you can test the connection by running the following command in the
command prompt:

psql -h <database host name> -p <database port number> -u <database user name>
-d <Supplier Collaboration Foundation database name>

Procedure
1. To migrate Supplier Collaboration Foundation users to Supplier Connect, do the following:

a. Inthe OEM Sponsor Site, to extract the existing Supplier Collaboration Foundation users, from
<TC_ROOT>\ bin\uspOsupportal, run the supportal_extract_scf_users_data utility with the
following arguments:

supportal_extract_scf_users_data [-u=user-id of the Supplier Collaboration Foundation
database user] [-p=password of the Supplier Collaboration Foundation database user]
[-host=name of the computer where the Supplier Collaboration Foundation database is
installed] [-port=port number of the Supplier Collaboration Foundation database server]
[-sid=System Identifier name assigned when the Supplier Collaboration Foundation
database was created][-db=type of the Supplier Collaboration Foundation database (‘0"
for Oracle database and 'P' for PostgreSQL database)]

Specifies the user ID of the Supplier Collaboration Foundation database user.
P

Specifies the password of the Supplier Collaboration Foundation database user.
-host

Specifies the name of the computer where the Supplier Collaboration Foundation
database is installed.
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-port
Specifies the port number of the Supplier Collaboration Foundation database server.
-sid

Specifies the System Identifier name assigned when the Supplier Collaboration
Foundation database was created.

-db

Specifies the type of the Supplier Collaboration Foundation database (O for the Oracle
database and P for the PostgreSQL database).

-h
Displays the help for this utility.

This utility generates these two files in the uspOsupportal folder of the Teamcenter data
directory (TC_DATA):

» scfUsers.csv: This file contains the details of the Supplier Collaboration Foundation users,
such as the name and user ID.

* scfusersvscontacts.csv: This file contains the details of the Supplier Collaboration
Foundation user's relation with the Teamcenter vendor and its assigned Teamcenter user
account.

In the OEM Sponsor Site and OEM Supplier Site, to create the corresponding Teamcenter users
for the extracted Supplier Collaboration Foundation users, run the make_user utility with the
following arguments:

make_user [-u=user-id] [-p=password] [-file=scfUsers.csv file that contains the details of
the extracted Supplier Collaboration Foundation users]

Specifies the user ID.

This is generally a user with administration privileges.
P

Specifies the password.
-file

Specifies the scfUsers.csv file that contains the details of the extracted Supplier
Collaboration Foundation users.

Displays the help for this utility.
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c.  For each vendor of the Teamcenter user accounts assigned to suppliers, search for the vendor,
and ensure that the Registration Status of the vendor is Approved. Do the following:

A. In Advanced Search, select General, select Vendor as the type of search, and click

Search.
Advanced Search Undock < Close
General... -
Preferred: (:1
Clear All
Mame:
Y
Description:
A
Type:
Vendor *

B. Inthe search results, select a vendor whose Registration Status is Requested, and
choose More commands ««+ > Manage 3% > Submit to Workflow.
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SAD001131-Best Parts Vendor
3 Ohwner: Date

Overview Classification Parts Smelters

¥ Properties

ID: 54001137

Name: Best Parts Vendor
Description:

Type: Vendor
Registration Status: Requested

C. From the Template list, ensure that Vendor Registration is selected, and click Submit.
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Submit to Workflow [7] Reset

Workflow  Assignments

@ a1 () Assigned

Template:

‘ Yendor Registration

% MName:

Yendor Registration : 5A001131-Best Parts Vendor

Description:

¥ Targets

&) o Select
P aga ./ .

Best Parts Vendor
SAD01131

The vendor's Registration Status is updated to Approved.
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_ 9. Migrate Supplier Collaboration Foundation users and data to Supplier Connect

SAD001131-Best Parts Vendor
3 Ohwner: Date

Overview Classification Parts Smelters

¥ Properties

ID: 54001137

Name: Best Parts Vendor
Description:

Type: Vendor
Registration Status: Approved

d. For each Teamcenter user account assigned to a supplier, search for the corresponding
Company Contact, and assign a Partner User as follows:

A. In Advanced Search, select General, select Company Contact as the type of search,
and click Search.

Advanced Search [@ undock < Close
General... -
Preferred: (:l
Clear Al
MName:
A
Description:
Y
Type:
Company Contact *
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B. Inthe search results, select a Teamcenter user account assigned to a supplier, and
choose More commands <+« > Manage 3% > Add Partner User.

C. Inthe Add Partner User panel, search for and select the required Teamcenter user
account.

Caution:

You can assign a Teamcenter user account to only one partner representative at a
time. You must be logged on as a user with Teamcenter administration privileges
to assign partner users.

D. Click Add Partner User.
To migrate and share Design Data Exchange packages with Supplier Connect, do the following:

a. Gotothe OEM Sponsor Site, and log on to the web client as a user with Teamcenter
administration privileges.

Ensure that you are working in the Active Admin workspace.

Project: Workspace:

no project - Active Admin -
Active Admin

Group: ) )

dba ~ Active Architect
Author

Role: Default

DBA -~
Designer

Cuality Management
() Display session settings at tne powom orne page

b.  Click the MIGRATE LEGACY EXCHANGE EVENTS tile.

c. Inthe Not Migrated tab, select the Design Data Exchange packages to be migrated to
Supplier Connect, and click Migrate 3.
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Legacy Exchange Events ot migrated  Migrated  Shared With Supplier Connect

28 results found for "Not migrated™

Name ¥ Owner ~ Creation Date Migration Status #
@ DCEl gue admin (admin} 30-Oxct-2023 B Notstarted
- [ | O K :
ﬂ- | DDE13_nenbez | admin (admin) 29-Oxt-2023 ° MotStarted
j.. DDE3_nonbez % admin (admin 29-Oct-2023 e MotStarted
1
5.9 | DDE17_nonbez [ | admin fadmin} 29-0ct-2023 B Notstarted
= | =

This migrates the Design Data Exchange packages to the Supplier Connect data model, and
their status is updated to MigratedNotShared. The Design Data Exchange packages are
moved from the Not Migrated tab to the Migrated tab. In this tab, you can view all packages
that have been migrated to the Supplier Connect data model in the OEM Sponsor Site.

If you open the package from the Migrated tab, you can view the package details, such as:
* Item or assembly shared with suppliers
* Assigned suppliers

* Item or assembly updates made in Supplier Collaboration Foundation by the assigned
suppliers

* Sponsor attachments and attachments added in Supplier Collaboration Foundation by the
assigned suppliers

* Tracking report

d. To share the Design Data Exchange packages with the OEM Supplier Site, click the Migrated
tab, select the required packages, and click Share ().

Legacy Exchange Events notmigrated Migrated  Shared with Supplier Connect

6 results found for "Migrated™

ie _-:e:i alect i
Name % Owner & Package Type ~ Creation Date & Sharing expireson & &
’.. DDES_nonbez adr admir Live Data 30-0xct-2023 28-0¢t-2031 20047
ﬁ. DDE10_nonbez admin (admir Live Data 31-0ct-2023 29-0ct-2031 15:48
'.. | DDE17 nonbcz [€7 | admin (admin Live Data 02-Nov-2023 31-Oct-2031 1211

The packages are shared with the OEM Supplier Site, and their status is updated to
MigratedShared. The packages move from the Migrated tab to the Shared with Supplier
Connect tab. In this tab, you can view all packages that have been shared with the OEM
Supplier Site.




Legacy Exchange Events Notmigrated Migrated  Shared With Supplier Connect

4 results found for “Shared With Supplier Connect™

ecti glect
e cde

Name # Owner & Package Type ~ Creation Date % Sharing expireson %
ﬂ.. DDET _nonbez admin isdmin Live Dats 31.0ct-2023 29.0¢ct-2031 1623
ﬁ. DDEE_nonbez admin (admin Live Cats 29-Oct-2031 18:56
j.. DDE2 que admin (admin Live Data 31-Oct-2031 11:33
j- ! DDET7_nonbecr [ ‘ admin (admin Live Data 31-0ct-2031 1211

e. Forasupplier to view the package in the OEM Supplier Site, do the following:
A. The supplier must log on to the OEM Supplier Site.

B. In Advanced Search, select Data Exchange, select Migrated from the Exchange Status
list, and click Search.

C. Inthe search results, select and open a package to view the package details, such as
item or assembly shared with the logged-on supplier, item or assembly updates made in
Supplier Collaboration Foundation by the logged-on supplier, and Questionnaire from
Supplier Collaboration Foundation.

3. Update to Supplier Connect 2412 on the OEM Sponsor Site and the OEM Supplier Site.
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10. Configure Supplier Connect to make an
assembly available to all suppliers in the
project

Implementing project security in your Teamcenter environment ensures that only project members can
access the assemblies associated with the project. Design engineers can publish the assembly and

make it available to all suppliers in the project simultaneously using Publish to Suppliers in the OEM
Sponsor Site. To configure Supplier Connect for this, set up the necessary projects and assign design
engineers, Teamcenter user accounts for the suppliers, and the suppliers to the same project. When
design engineers publish the assembly, each supplier in the project can search for and work on it in their
OEM Supplier Site.

Procedure

1. Log on to the web client as a user with Teamcenter administration privileges.
2. Onthe home page, click the PROJECTS tile.

3. Create a project.

4. To assign Teamcenter user accounts for the suppliers and design engineers to the project, do the
following:

a. Inthe Team Members section of the project, click Add .

b.  Search and filter to find the groups, roles, or users you want to add to the project.
c. InResults, select the groups, roles, and users you want to add to the project.

d. Click Add.

e. Select the groups, roles, and users that you added to the project and click Set Privileged &g.
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¥ Team Members

o Gt
o) Privileged
Name = Type =
b @ dbaDBA Rale
= (. Engineering.Designer Role
0
Oscar (oscar) User
> (. CEngineeringExternal External Designer Role
Alex (alex) User
o
Bob (bob) User

This allows users to view objects and add or remove objects.

5. To assign suppliers to the project, do the following:

a.

On the home page, click Advanced Search from the Search box or from the ADVANCED

SEARCH tile.

o et Tzam
Administrator

Status =

Privileged

Privileged

Privileged

@ Remowve

{8

In Advanced Search, select General, select Company Contact as the type of search, and click

Search.

In the search results, select the required suppliers, and choose More commands ««« >

Manage 3% > Projects .

Select a project from the Available list and click Add Project & to move the project to the

Member of project list.
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Member of

¥ Available

[ Goodparts ©
Goodparts

e. Click Save.

Export the project to the OEM Supplier Site by using the admin_data_export utility. For
more information about using the admin_data_export utility, see Teamcenter Utilities in the
Teamcenter documentation.

Copy the generated ZIP file to the OEM Supplier Site. The location of this file is specified in the
-outputPackage argument.

Note:

You must run this utility whenever you create a new project to keep the data synchronized.
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7. In the OEM Supplier Site, import the project by using the admin_data_import utility. For
more information about using the admin_data_import utility, see Teamcenter Utilities in the
Teamcenter documentation.
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11. Configuring Supplier Connect to
implement the access controls defined by
ADA licenses

What is ADA License?

ADA License provides support to enforce the International Traffic in Arms Regulations (ITAR) and
intellectual property (IP) policies using authorized data access (ADA) licenses. ADA licenses provide
discretionary (time-limited) grants or denials of access to users who do not have access to classified
data based on their clearance level. ITAR licenses are the authorizing documents in Teamcenter that
represent an effective Technical Assistance Agreement (TAA). The third license type, exclude license, is a
mechanism for denying users access to data for a specific period of time.
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Restricted = =
workspace ED v kfﬂ 3 Q
objects \ / /
License list |
IP license ITAR license
Grants Grants
license to license to

Groups | Users

-

ADA functionality provides the ability to:

* Classify data per ITAR or IP policies.

Specify IP or government clearance levels for users.

Attach or detach ADA licenses to and from workspace objects.

Control access to classified data through Access Manager conditions and rules.

Create and maintain audit records for actions performed on ITAR or IP licenses.
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Types of Authorized Data Access (ADA) licenses _

ADA licenses can be managed by non-database administrators. In addition, you can define users whose
role is only to classify workspace objects.

Types of Authorized Data Access (ADA) licenses
ADA License has three types of licenses that provide limited access or exclusion:
* IP_License q

Grants discretionary access to specific users or groups to workspace objects that have intellectual
property (IP) classification. It grants the access for a specified period of time.

* ITAR License &

Grants discretionary access to specific users or groups to workspace objects with International Traffic
in Arms Regulations (ITAR) classifications for a specified period of time. Typically it is used to grant
access for a specific time period to citizens of other countries, United States (U.S.) citizens physically
located outside the U.S., or organizations that are named in an effective Technical Assistance
Agreement (TAA) through an ITAR license.

ITAR licenses are used to control access to data that is deemed military in nature. For example,
technical information may be subject to ITAR policies and, if so, must be protected so that only citizens
of the U.S. have open access to the data. Viewing this classified data outside the U.S. is considered
equivalent to performing an ADA export of it, which requires that rights are granted by license.
Information marked as non-technical is, for the purposes of ITAR, available to all users.

The provisions for granting limited access to foreign nationals involve a Technical Assistance
Agreement (TAA). These agreements are written for a specific entity or country, cover different types
of information, and expire on different dates. Teamcenter-controlled information that is not technical
is made available to all authorized U.S. citizens and users from foreign countries.

* Exclude_License
Denies specific users or groups access to the attached workspace objects for a period of time.

Workspace objects that are under license control cannot be viewed by users who do not have specific
user or group attribute values, such as:

* Nationality
* Geography
* Training

* [P or government clearance
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Access based on these attributes is controlled through Access Manager (AM) rules, access control lists
(ACLs), and accessors. Licenses can also be locked and you can set dates on which they will expire.

Overview of implementing the access controls defined by ADA
licenses

ADA License is a Teamcenter security application for authorized data access (ADA) that complements
other Teamcenter security features, such as Access Manager rules and access control lists (ACLs). This
application controls sensitive data by data classification, user clearance, and authorizing documents.
When users or groups attempt to access classified data in Teamcenter, their clearance level is evaluated
against the classification of the object based on Access Manager rules. If the user or group clearance
level is equal to or greater than the classification on the object, access is granted.

ADA License has three types of licenses that provide limited access or exclusion:
* IP_License q
* ITAR License &

* Exclude_License

When a design engineer creates a data exchange package for an item or assembly with an ADA license,
the ADA Enabled column displays Yes « for the item or assembly in the Structure tab of the data
exchange package.

Example:
When a design engineer views the access level of the Laptop assembly, the assembly displays Yes
« in the ADA Enabled column.
As Seen By: Me -
¥ [tems
Mame ] Revision D.. ADA Enabled Read Access Write Access Checked-0Out To
* B Leptop SA001124 A Ves v v
L‘Pj Motherboard SA001125 A Yes .{ J
@ Hard Disk SAD0T126 A Yes < <
ij, Graphics Card ~ SAD01127 A Yes .{ .,{
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When a design engineer wants to assign a supplier to this assembly, the design engineer can view
the supplier's access to the assembly components in this column. The design engineer can then assign
modification rights accordingly.

Example:
For the Laptop assembly, the supplier stefanos has access to only Laptop and Motherboard.
Therefore, the assembly displays Yes « in the ADA Enabled column for these components.
As Seen By: P -
¥ ltems
MName 1D Revision D..| ADA Enabled Read Access Write Access | Checked-Out To
v @ ‘Laptop SADDT124 A Yes « b 4
:u.f’ Motherboard  SA001125 A Yez ./ b 4
@ Hard Disk SADOT126 A Yes 4 b4
i.f’ Graphics Card 54001127 A Yes 4 b4

When the design engineer searches for a supplier, Supplier Connect evaluates the ADA licenses assigned
to the assembly and the supplier. If a supplier matches the access level defined in the license, the
supplier appears in the search results.

Note:

If the root of the assembly has a matching ADA license (ADA Enabled column displays Yes), then
Supplier Connect displays only the suppliers with ADA licenses in the search results.

If a supplier does not have access to the selected item or assembly, 3¢ appears next to the selected item
or assembly. When a supplier views the data exchange package in their Teamcenter, the supplier can
view only the accessible components of an assembly.

Configure Supplier Connect to implement the access controls
defined by ADA licenses

To implement the access controls defined by authorized data access (ADA) licenses, you must create
the ADA licenses in the ADA License Teamcenter security application, assign the required clearance level
to design engineers and suppliers for the licenses, ensure that Supplier Connect allows access only to
suppliers who have the required access level to items or assemblies, and create the required access
control lists (ACLs) in Teamcenter Access Manager.
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Note:

You must configure the ADA licenses and ACLs and set the required preferences for both the OEM
Sponsor Site and the OEM Supplier Site.

Procedure
1. Create the ADA licenses and assign design engineers, IDSM administrators, and suppliers to them:

a. Log on to the rich client as a user with an ADA administrator role (intellectual property (IP)
Admin or International Traffic in Arms Regulations (ITAR) Admin).

b.  Start ADA License and select the ADA Licenses node (top node) in the left pane.
c.  Type a name for the license in the License ID box, for example, ITAR.
d. Select the type of license from the License Type list, for example, ITAR_License.

e. Select the design engineers and suppliers who are allowed to access objects with the license
attached.

* To allow access to specific users, click the Users tab, select the user name in the Available
Users list, and click (>) to add the user to the Selected Users list.

* To allow access to specific groups and the associated subgroups (if configured for
subgroups), click the Groups tab, select the group name in the Available Groups list,
and click (>) to add the user to the Selected Groups list.




Configure Supplier Connect to implement the access controls defined by ADA licenses _

daagdaagaaa4agaa4adaaqa E

2, ADA License Details 73

Options
| Create| | Mﬂdify| | Delete| | Clear|
License ID: * | [TAR |
License Type:  * | ITAR License v |
License Display Mame: | |
Category: | W |
User Citizenships: Py
Y
< > 7
Lock Date: | dd-mmm-yyyy |
License Expiny: | dd-mmm-yyyy |
Reason:
In Accordance With: W
Usersl Group5|
8 Available Users | Marsha| | LD Selected Users Show Inactive
¥ ﬁ"‘.‘ External susan
jenifer
marsha

f.  Click Create.
For more information, see Security Administration in the Teamcenter documentation.
2. Assign the required clearance level to the design engineers, IDSM administrators, and suppliers:
a. Logon to therich client as a user with Teamcenter administration privileges.

b. Inthe lower-left pane of the Organization application, select the required design engineer,
IDSM administrator, or supplier account.
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c. InIP Clearance of the ADA/ITAR Attributes section, select the clearance level that users must
have to classified data with IP license.

d. In Government Clearance of the ADA/ITAR Attributes section, select the clearance level that
users must have to classified data with ITAR license.

IP Clearance:

Gov't Clearance: ..................................

...................................

TTC Dates

Geography: -
User Declared Geography: ~
Maticnality:

Citizenships: -

e. Click Modify.

3.  When the design engineer searches for a supplier, to ensure that Supplier Connect evaluates the
ADA licenses assigned to the assembly and the supplier and displays only the suppliers that match
the access level in the search results, do the following:

a. Logon to the web client as a user with Teamcenter administration privileges.
b.  On the home page, click the PREFERENCES tile.

c. Set the SUPPORTAL_enable_ITAR preference to True to view the ADA Enabled column for an
item or assembly.

d. Set the SUPPORTAL_share_ITAR_data preference to False to share ADA-licensed data with
only ADA-licensed suppliers.

If this preference is set to True, the search results display all suppliers, irrespective of their
access level.

e. Ensure that the following values are set for the ITAR_level_list_ordering and
IP_level_list_ordering preferences:

* secret
* super-secret

* top-secret
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f.  Click Save to save your changes.

4. Forthe ITAR license, create ACLs for the Has Government Classification and User In Attached
ITAR License conditions in Teamcenter Access Manager:

a. Logon to the web client as a user with Teamcenter administration privileges.
b.  On the home page, click the ACCESS MANAGER tile.
c.  Select the Has Class (POM Object) node from the Access Manager (AM) rule tree.

d. Create an ACL with the following details:

Condition Value  Accessor Type Privileges

Has Government Classification >=secret Owning User Grant these privileges:
* Read
* Write
* Delete
e Change
* Export
* Import
* Transfer Out
* TransferIn

* Remote Check-Out
World Deny the Read privilege.
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) ada 3¢ Delet= ofFcut

Condition

T Hesciass

-

Current Group Is

s

-

| Has Bypass

s

- | Has Government Classification

-

| User In Attached ITAR License

[

‘
.
|,

Has IP Classification
T Userin stsached 1 License

v T Hes nopiication

T e etedeta Closs

v Hescess

E Has Government Classification

¥ Properties

Condition: Has Government Classification
Value: »=secret

¥ Named ACL

" Full

L < Sereen

ACL Name: ITAR rule

¥ Object Access Control List

Accessor Type Accessor

Owning User

X &0

World

Select the Has Government Classification condition and create an ACL for the User In
Attached ITAR License condition with the following details:

Condition

Value Accessor Type

User In Attached ITAR License Any Owning User

User Over Government

Clearance

Privileges

Grant these privileges:
* Read

* Write

* Delete

* Change

* Copy

* Export

* Transfer Out

* TransferIn

¢ Remote Check-Out

Grant these privileges:
* Read

* Write

* Delete

* Change
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Condition Value Accessor Type Privileges
* Copy

* Export

¢ Transfer Out

Transfer In

¢ Remote Check-Out

User Has Government Grant these privileges:
Clearance

* Read

* Write

* Delete

* Change

¢ Copy

* Export

* Transfer Out

e Transfer In

* Remote Check-Out
User Excluded Deny the Read privilege.

User Under Government Deny the Read privilege.
Clearance

World Deny the Read privilege.
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¥ Properties

Condition: User In Attached ITAR License
Value: Any

¥ Named ACL

r 7 Ful

L Jd Sereen

ACL Name: ITAR_RULE

¥ Object Access Control List

Accessor Type Accessory @ | Z | X | A | | o b @ A DPH IS S 8 E3
Owning User v 4 4 < v v v <

User Excluded b 4

User Under Government Clearance ®X

User Has Government Clearance f vy v

User Over Government Clearance & vy v

World b 4

5. For the IP license, to create ACLs for the Has IP Classification and User In Attached IP License
conditions in Teamcenter Access Manager, do the following:

a. Logon to the web client as a user with Teamcenter administration privileges.
b.  On the home page, click the ACCESS MANAGER tile.
c. Select the Has Class (POM Object) node from the AM rule tree.

d. Create an ACL with the following details:

Condition Value  Accessor Type Privileges

Has IP Classification >=secret Owning User Grant these privileges:
* Read
e Write
* Export
* Import
* Transfer Out

¢ Transfer In
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Condition Value  Accessor Type Privileges
¢ Remote Check-Out

World Deny these privileges:
¢ Read
¢ Write
jj Has IP Classification
¥ Properties
Condition: Has IP Classification
Value: »=secret

¥ Named ACL

r 1 Fu
L 1 Screen

ACL Names: IP_rule

¥ Object Access Control List

Accessor Type Ac © f 2{ @ DD C"j &9 @ .-..a E') ‘E| ﬁ @ ?—nu @ @ ﬂ@
Owning User './ J v/ J J J v/
World x x

Select the Has IP Classification condition and create an ACL for the User In Attached IP
License condition with the following details:

Condition Value Accessor Type Privileges

User In Attached IP License Any Owning User Grant these privileges:
* Read
* Write
* Delete
* Change
* Copy

* Export
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Condition

Value Accessor Type

User Over IP Clearance

User Has IP Clearance

Privileges

Import
Transfer Out
Transfer In

Remote Check-Out

Grant these privileges:

Read

Write

Delete
Change
Copy
Export
Import
Transfer Out
Transfer In

Remote Check-Out

Grant these privileges:

Read
Write
Delete
Change
Copy
Export

Import
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Condition Value Accessor Type Privileges

¢ Transfer Out
e Transfer In

¢ Remote Check-Out

User Excluded Deny these privileges:
* Read
* Write
User Under IP Clearance Deny the Read privilege.
World Deny the Read privilege.
D User In Attached IP License
¥ Properties
Condition: User In Attached IP License
Value: Any
¥ Named ACL
o Fu
L 1 Sereen
ACL Mame: IP_rule
v Object Access Control List
Accessor Type Acl © f 3( A | oy | <o &9 @ oa EI') ‘E' ﬁ @ E: @ @ ﬁ@
Owning User F & « g & & ¢ <
User Excluded x x
User Under IP Clearance x
User Has P Clearance q{ J q/ \( q{ J i/ \/
User Over IP Clearance n/ w/ J J n/ J J J
World x

Example: Supplier Connect implements the access controls defined
for an ITAR License

Consider a scenario where you have configured the following combination of ITAR license and access
control lists (ACLs) in a Teamcenter environment:

* Configure the ITAR_level_list_ordering preference as follows:
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Mame:
Product Area:

Description:

Protection Scope:

Environment:
Lacation:

Type:

Multiple Values:

¥ Values

Values:

secret
super-secret

top-secret

ITAR_level_list_ordering
Authonzed Data Access

International Trade in Arms Regulations
(ITAR) clearancefclassification levels.

Site
Disabled
Site
String

Yes

* Assign an ITAR License to the required suppliers as follows:
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Example: Supplier Connect implements the access controls defined for an ITAR License _

dagaagoaaaaga4aga4aaaq — E

%, ADA License Details &7

Options
| Create| | Modiﬁ,r| | D'Elete| | Clear|
License ID: * | ITAR |
License Type:  * | ITAR License v |
License Display Mame: | |
Category: | W |
User Citizenships: P
W
< >
Lock Date: | dd-mmm-yyyy |
License Expiny: | dd-mrmm-yyyy |
Reason:
In Accordance With: W
User5| Grﬂups|
8 Available Users| Marsha| | Lo Selected Users Show Inactive
b ﬁ'" External sUsan
jenifer
marsha

For more information, see Security Administration in the Teamcenter documentation.

* Assign the required clearance level to the design engineers and suppliers as follows:

Supplier ITAR Classification
Jenifer This supplier has the secret ITAR Classification.
Marsha This supplier has the super-secret ITAR Classification.
Susan This supplier has the top-secret ITAR Classification.
Supplier Connect — Deployment and Administration, Teamcenter 2412 11-17

© 2025 Siemens



_ 11. Configuring Supplier Connect to implement the access controls defined by ADA licenses

* You must attach a license to the required assemblies. The access level of the supplier for the assembly

is as follows:
ITAR License attached to the assembly ITAR classification  Accessible to the
of the supplier supplier
Government Clearance: secret secret Yes
super-secret Yes
top-secret Yes
Government Clearance: super-secret secret No
super-secret Yes
top-secret Yes
Government Clearance: top-secret secret No
super-secret No
top-secret Yes

The design engineer creates a data exchange package for the following assembly, and assigns it to the
suppliers Jenifer, Marsha, and Susan.

As Seen By:

Me -
¥ ltems
Mame 1D Revision D..| ADA Enabled Read Access Write Access Checked-0Out To
* @ Laptop SA00T124 A Ves 7 7
\fj Motherboard SA001125 A Yfes J J
@  Hard Disk SADOT126 A Ves v v
@ GraphicsCard  5AD0T127 A Yes vy «

When these suppliers view their assigned data exchange package in the OEM Supplier Site, they view
the only following assembly components because Supplier Connect applies the associated ACLs and
license assignments and then creates the data exchange package with only the accessible assembly
components:
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Example: Supplier Connect implements the access controls defined for an ITAR License _

Jenifer with the  Asseensy:

Jenifer - ‘
secret access
views these
assembly ¥ ltems
components: Name | 1D | Revision | D.| ADAEnabled | Read Access | Write Access | Checked-Out To
~ & lepop SA001124 A Yes v b4
B Motherboard  SA001125 A Yes ./ ) 4
@ Hard Disk SAD01126 A Yes b 4 ) 4
@ GraphicsCard  SA001127 A Yes b 4 ) 4
Marsha with the  Asseensy: ‘Marsha . ‘
super-secret
access views
these assembly  y jems
components: Name | ID | Revision | D.| ADAEnabled | Read Access | Write Access | Checked-Out To
~ & lepop SA001124 A Yes v b4
@ Motherboard 4001125 A Yes « b 4
@ Hard Disk SAD01126 A Yes o ) 4
@ Graphics Card 54001127 A Yes b 4 ) 4
Susan with the = Asseensy: ‘ Susan . ‘
top-secret
access views
these assembly .o
components: Name | 1D | Revision | D.| ADAEnabled | Read Access | Write Access | Checked-Out To
~ & Leptop SA001124 A Yes vy X
B Motherboard  SA001125 A Yes ./ ) 4
B HardDisk SAO01126 A Yes vy b 4
@ GraphicsCard  SA001127 A Yes o ) 4
Supplier Connect — Deployment and Administration, Teamcenter 2412 11-19
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12. Configure Supplier Connect to track the
supplier actions and display updates in a
response

After a design engineer sends a data exchange package to a supplier, the supplier works on the package
in the OEM Supplier Site and submits a response. For the design engineer to track the supplier actions
and view updates to an item or assembly in the OEM Sponsor Site, you must enable auditing in the OEM
Supplier Site.

As the supplier works on the package in the OEM Supplier Site, the design engineer can open the
package in the OEM Sponsor Site and track the supplier actions in the Tracking tab of the package.

After the supplier submits a response, the design engineer can open the response to view the type of
updates made by the supplier. If the supplier has updated an assembly or its child component, a yellow
bar appears next to it. This indicates that the supplier might have updated the assembly itself or a child
component in the assembly. A green bar indicates an addition to the assembly, and a red bar indicates a
deletion in the assembly.

Procedure

1. To track the supplier actions and display updates in a response, you must set the following
preferences on the OEM Supplier Site:

* Set the AWC_show_audit_logs preference to True.
» Set the TC_audit_manager preference to ON.
» Set the TC_audit_manager_version preference is set to 3 (default value).
For more information, see BMIDE for Data Model Design in the Teamcenter documentation.
2. Onthe OEM Supplier Site, make the required audit definitions active as follows:
a. InBusiness Modeler IDE, create a new Business Modeler IDE template project.
b.  To track the supplier actions, make the following audit definitions active:
* BOMView Revision:__Component_Add
* BOMView Revision:__Component_Remove

* Dataset:_Create
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_ 12. Configure Supplier Connect to track the supplier actions and display updates in a response

* Dataset:_Open

* PSBOMView:_Modify

* PSBOMViewRevision:_Modify

* Item:_Attach

* Item:_Detach

* Item:_Modify

* ItemRevision:_Attach

* ItemRevision:_Detach

* ItemRevision:_Modify

To display the supplier updates in a response, make the following audit definitions active:
* ImanFile:_Read_File

* ImanFile:_Write_File

On the main toolbar, click Save Data Model.

Generate a software package for distribution and deploy the package using Deployment
Center.

For more information about generating a software package for distribution, see BMIDE for
Data Model Design in the Teamcenter documentation. For more information about deploying
a package using Deployment Center, see Deployment Center — Usage in the Teamcenter
documentation.
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13. Share the Briefcase Browser installation
file with suppliers

For suppliers to work on Briefcases sent by you, the OEM, you must set up a location from where the
suppliers can download the Briefcase Browser installation file. One option is to set up a File Transfer
Protocol (FTP) server, add the Briefcase Browser installation file to this server, and share the location with
the suppliers.

1. Download version 2412 of Briefcase Browser from the download page on Support Center.
2. Decide on a secure method to share the Briefcase Browser installation file, such as:
¢ Email with a secure attachment.

e Secure FTP server.

Cloud storage service with restricted access.

» Company's internal network or file-sharing system.
3. Write clear instructions on how to access and download the installation file.

Include any necessary passwords or access codes, while ensuring they are shared securely.
4. Send an email or notification to your suppliers with the following information:

* Brief explanation of what Briefcase Browser is and why they need to install it.

* Access instructions or a direct link to download the installation file.

* Installation and configuration instructions or a link to a guide on how to install and configure
Briefcase Browser.

Note:

You can share the information provided in the Configuration tasks to be performed by
suppliers to work with Briefcases section.

» Contact information for support in case they encounter issues.

» Site Name and Site ID of the OEM Sponsor Site. This information is available in the Sites node of
the Organization application of Teamcenter.

13-1


https://support.sw.siemens.com

_ 13. Share the Briefcase Browser installation file with suppliers

* ID of the Unmanaged Site for each supplier. This information is available when you open the
associated vendor of the supplier, select and open the Company Contact, and copy the ID from
the Unmanaged Site box.

After sharing the installation file, ensure that you are available to assist with any installation issues
and that all suppliers have successfully installed and configured Briefcase Browser.
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14. Configuration tasks to be performed by
suppliers to work with Briefcases

Requirements for using Briefcase Browser

Prerequisites

There are no prerequisites for installing and running Briefcase Browser. However, to perform specific
actions in Briefcase Browser, there are some requirements:

* Briefcase Browser requires a 64-bit Window operating system.
* You must have Java Runtime Environment (JRE) 1.8 or later installed.
For NX, the JRE version must be the same as that required by the version of NX you are using.

* To create new NX assemblies or modify existing NX assemblies or components, you must have
Siemens Digital Industries Software NX 9.0 or later installed.

* To customize Briefcase Browser, you must have Eclipse software with version 3.8 of the Eclipse RCP
installed.

See the Hardware and Software Certifications knowledge base article on Support Center for the latest
information about supported software versions.

Enable Briefcase Browser

If you receive an unmanaged site Briefcase configuration file from your Teamcenter manufacturer (OEM)
or supplier, you must load it to set the proper site attributes before you use Briefcase Browser.

Configure Briefcase Browser

You can change your Briefcase configuration, when required, from within the Briefcase Browser
interface.

To customize your Briefcase Browser, copy CustomDatasetMappings to the current configuration.
Start Briefcase Browser

Start the application as you do any application on your system. No password or user ID is required.
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_ 14. Configuration tasks to be performed by suppliers to work with Briefcases

Install and configure Briefcase Browser on the supplier's computer

Suppliers must install and configure Briefcase Browser on their computers to work on Briefcases sent by
the OEM. The OEM provides a location from where the suppliers can download the Briefcase Browser
installation file.

1. Browse to the folder where the suppliers have downloaded the Briefcase Browser installation file,
and extract the contents of the Briefcase Browser kit to a local folder on their computer.

2. If you are using the plugin for NX, perform the following steps:

a. Ensure the value of the UGII_ROOT_DIR environment variable is set to the location of the root
directory for the NX installation that you use with Briefcase Browser.

b. Add the UGII_ROOT_DIR and UGII_BASE_DIR environment variables to the start of the PATH
environment variable value.

c.  Open acommand window and run the following batch file:
bb_install_path\ BB\ BB_version\ Conf i gur eNXpl ugi ns. bat
The NX instance and Java virtual machine used by Briefcase Browser must be 64 bit.

If you have multiple versions of NX installed on your host, the version that Briefcase Browser uses is
determined by the NX version instance that is in the Windows registry.

3.  Place the Briefcase Browser archive file (bb_wntx64.zip) in the directory in which you want to
install it. Unzip the file.

4. If you are using a non-NX CAD program plugin (such as the plugin for CATIA), remove the following
file from your system.

bb_install_path\ BB\ BB_version\ pl ugi ns\ com t eantent er. bce. cad. nx. version_and_date.
jar
Refer to the instructions provided with the BBpC plug-in in Support Center for information about

differences in the installation process.

5. If you are using the Briefcase Browser JT plugin, open a command window and run the following
batch file:

bb_install_path\ BB\ BB_version\ Conf i gur eBBJTpl ugi ns. bat

6. After Briefcase Browser is installed, use the following steps to configure Briefcase Browser
to exchange data with a particular Teamcenter (OEM) site. After following these steps, the
configuration will appear in the Configuration Name list on the Preferences dialog box.
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Install and configure Briefcase Browser on the supplier's computer _

Start Briefcase Browser and choose Window —Preferences.
Under Configuration Name, click New.

Enter a name identifying the site configuration, the site ID provided by the Teamcenter site,
and click OK.

A new directory is created to hold the site's configuration files.

Example:

bb_install_path\ BB\ BB_version\ bbwor kspace\ confi gur ati ons\ new_site

Close Briefcase Browser.
Navigate to the following directory.
bb_install_path\ BB\ BB_version\ exanpl e\ bbwor kspace\ confi gur ati ons\ exanpl e

Copy the \example directory's contents to the directory you created at the start of this
procedure.

In the site-id.properties file, update the value of site-id to the ID of the Unmanaged Site for
the supplier who is configuring Briefcase Browser.

The OEM provides the ID of the Unmanaged Site for each supplier.
Open the following file in a text editor.

bb_install_path\ BB\ BB_version\ bbwor kspace\ confi gur ati ons\ new_site\ Cust om
Mappi ngs. xm

In CustomMappings.xml, update the values of oem_name and site_id to the values assigned
to the Teamcenter (OEM) site from which you are receiving data.

Note:
The OEM provides the Site Name and Site ID details to the supplier.

Example:

<oem nanme="CEM Name" site_id="2468" ...
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_ 14. Configuration tasks to be performed by suppliers to work with Briefcases

Note:

If the suppliers are working with multiple OEMs, they must install an instance of
Briefcase Browser for each OEM and update CustomMappings.xml with the values of
oem_name and site_id for the respective OEMs.

j.  Save the file. The configuration appears in the Configuration Name list on the Preferences
dialog box the next time you start Briefcase Browser.

7. To configure a new supplier site, in the Preference dialog box, click New.
8. Type the Site ID for the supplier site.
The OEM provides the ID of the Unmanaged Site for each supplier.
9. Click OK and close the Preferences dialog box.
10. Close Briefcase Browser.

11. After the suppliers install and configure Briefcase Browser, they can start it by double-clicking the
Briefcase Browser program file:

bb_install_path\ BB\ BB_version\ Bri ef caseBr owser . exe
12. On the Welcome screen of Briefcase Browser, click Edit Preferences.
Verify that the supplier site is configured.
13. Click OK and close the Preferences dialog box.
Briefcase Browser documentation

View Briefcase Browser documentation by choosing Help Contents from the Help menu. Briefcase
Browser documentation is also available in PDF format:

bb_install_path\ BB\ BB_version\ docs\ Teantent er _Bri ef case_Browser _Cui de. pdf

Install the BBpC plug-in for CATIA

To open a Briefcase containing CATIA data and to update the CAD data in CATIA, you must install
and configure the BBpC plug-in for CATIA. You can download this plug-in from the download page
on Support Center. For more information about installing and configuring the BBpC plug-in, see the
instructions provided with the plug-in.
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Briefcase Browser site configuration files

Briefcase Browser reads the XML configuration files in the bbworkspace\configurations directory. Each
configuration has a separate directory that contains the site-id.properties file as a minimum.

The create_briefcase_browser_config_package utility creates a compressed package file of the
configuration files that you can provide to your suppliers. The utility takes the path to the Briefcase
Browser installation ZIP file (-bbDir argument) and generates a managed (OEM) site ZIP file containing
the OEM configuration package.

create_briefcase_browser_config_package -u=usernane -p=passwd -g=dba
-bbDi r=C: \ apps\ bb

The package name is the OEM site name. It contains the CustomMappings.xml file with the OEM site
ID set as the target site ID. It also contains the TCXML.xsd schema file, generated from the OEM and the
OEM configuration file.

site-id.properties

Defines the unmanaged site ID. This value can be any numeric sequence not starting with a zero and
is not required to meet Teamcenter site ID requirements. If this file is not present, Briefcase Browser
does not allow you to create a Briefcase file. You can create or modify this file manually or use the
Preference dialog box in Briefcase Browser.

It must also contain the following additional configuration files:

TCXML.xsd

Defines the schema that Briefcase Browser uses to load, display, and create Briefcase files. This file is
typically supplied by the managed (OEM) site to the supplier (unmanaged) site. It is available in the
TC_DATA directory of the Teamcenter installation.

If a TCXML.xsd file does not exist in the configuration directory for your site, Briefcase Browser
uses the standard Teamcenter schema. TCXML.xsd is required in this directory for comparing and
previewing Briefcase files.

Note:

The uniform resources identifiers (URIs) that appear in the headers of PLM XML and TC XML
files serve as namespace names, are unique identifiers for an XML vocabulary. Although they
are URIs, they are not used to identify and retrieve web addresses.

CustomMappings.xml

Defines the following information about the Teamcenter (OEM) site with which you exchange
Briefcase files:

¢ The site name.

14-5
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e The site ID.
¢ The Teamcenter version.

* If your site must use the auto_baseline (baseline) feature when exchanging updated Briefcase
data.

* If the site allows precise or imprecise structures.

* If your site must create all replica objects as stubs (include_all_objects=false). When writing
reference objects as stubs, Briefcase Browser does not package any corresponding CAD data in
the Briefcase package. If this value is set to true, Briefcase Browser writes all objects as full objects
in the Briefcase file reference replica parts.

* If your site must include full objects for all checked-out parts and locally owned parts
(include_modified_objects_only=false). If this value is set to true, Briefcase Browser writes local
parts as full objects. Parts checked out to your site as full objects are also written as full objects if
they are modified since the file was last saved, including their parent and grandparent objects. If
objects checked out to your site have not been modified, they are written as stub objects and the
corresponding part files are not included in the Briefcase package.

* The separator character the site requires between the item ID and revision.
* Custom type mapping to OEM objects.

* Release status values the managed (OEM) site allows you to assign to parts or assemblies that
you create in the release_status_name elements. Briefcase Browser displays the values that you
supply in release_status_name elements in the Release Status Name list in the Preferences
dialog box. The value you select in the Preferences dialog box is assigned as the release status of
any new CAD parts or assemblies you create. The value must match one of the valid values for the
Teamcenter release status at the OEM site.

* Custom forms related to item revisions to process when exchanging data, such as business
object forms with mass-related properties. When ir_to_form is set to true, the listed forms are
processed. If ir_to_form is set to false, the forms are ignored. See the ir_to_form section in the
following sample for examples.

Sample content for this file:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<cust om mappi ngs xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenalLocati on=". ./ bce-cor e/ Cust omvappi ngs. xsd" >
<oem name="your _oem nanme" site_i d="87654321" tc_version="Target-TC Version"
aut o_basel i ne="fal se" generate_validation_xm ="fal se" is_preci se="true"
separator="/" object_nane_separator="/" bonvi ew_t ype_nane="vi ew"'
i ncl ude_nodi fi ed_obj ects_onl y="fal se" include_all _objects="fal se"
extract _to_sub_directory="fal se" process_reference_briefcases="true">
<rel ease_st at us_nanme>Snapshot </r el ease_st at us_nane>
<rel ease_st at us_name>TCM Rel eased</r el ease_st at us_nane>
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<rel ease_st at us_name>R2l nWor k</ r el ease_st at us_nane>
</ oenp

<ir_to form enabl ed="fal se">
<form type>custom formtype</formtype>
<rel ati on>customrel ation</rel ati on>
</ir _to fornmp

<item type_mappi ng customtype="Itent>
<mul ti _field_key>
<attribute>tem.id</attribute>
</multi_field_key>
<hel per _obj ect _map custom type="1ItenRevi si on"
ootb_type="ItenRevision"/>
<hel per _obj ect _map customtype="Item - Master"
ootb_type="Item-Master"/>
<hel per _obj ect _map custom type="ItenRevi sion--Mster"
oot b_type="ItenRevi sion--Mster"/>
</itemtype_nappi ng>

<item type_mappi ng custom type="CAD"'>
<mul ti _field_key>
<attribute>tem.id</attribute>
</multi_field_key>
<hel per _obj ect _map cust om type="CAD- - Revi si on"
ootb_type="ItenRevision"/>
<hel per _obj ect _map custom type="CAD- - Master"
ootb_type="ltem-Master"/>
<hel per _obj ect _map custom type="CAD- - Revi si on-- Master"
ootb_type="ItenRevi sion--Master"/>
</itemtype_nappi ng>

<item type_mappi ng custom type="B4ltent>
<mul ti _field_key>
<attribute>tem.id</attribute>

</multi_field_key>

<hel per _obj ect _map custom type="B4lt enRevi si on"
ootb_type="ItenRevision"/>

<hel per _obj ect _map custom type="B4ltenlaster"
ootb_type="ltem - Master"/>

<hel per _obj ect _map custom type="B4lt enRevi si onMast er"
ootb_type="ItenRevi sion--Master"/>

/itemtype_nappi ng>

<item type_mappi ng custom type="Conmerci al Part" >
<mul ti _field_key>
<attribute>tem.id</attribute>
</multi_field_key>
<hel per _obj ect _map custom type="Conmerci al Part - - Revi si on"
ootb_type="ItenRevision"/>
<hel per _obj ect _map custom type="Conmmerci al Part - - Master"
ootb_type="ltem-Master"/>
<hel per _obj ect _map custom type="Conmerci al Part - - Revi si on- - Master"
ootb_type="ItenRevi sion--Master"/>
</itemtype_nappi ng>

<item type_mappi ng custom type="Desi gn">
<mul ti _field_key>
<attribute>tem.id</attribute>
</multi_field_key>
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<hel per _obj ect _map custom type="Desi gn-- Revi si on"
ootb_type="ItenRevision"/>
<hel per _obj ect _map custom type="Desi gn-- Master"
ootb_type="ltem-Master"/>
<hel per _obj ect _map custom type="Desi gn-- Revi si on--Master"
ootb_type="ItenRevi sion--Master"/>
</itemtype_nappi ng>

<item type_mappi ng customtype="Part">
<mul ti _field_key>
<attribute>tem.id</attribute>
</multi_field_key>
<hel per _obj ect _map custom type="Part - - Revi si on"
ootb_type="ItenRevision"/>
<hel per _obj ect _map custom type="Part--Master"
ootb_type="ltem-Master"/>
<hel per _obj ect _map custom type="Part--Revision--Mster"
ootb_type="ItenRevi sion--Master"/>
</itemtype_nappi ng>
</ cust om _mappi ngs>

The auto_baseline attribute indicates whether or not your Briefcase Browser provides autobaseline
functionality. If this is set to true, the baseline feature is enabled. The template file has this value set
to true. If it is set to false, Briefcase Browser does not automatically revision objects. If the attribute
is not defined in this file, Briefcase Browser performs automatic revisions as if the attribute was set to
true.

If the Briefcase file you are exchanging must contain precise assembly structures, set the is_precise
attribute to true. Set this value to false when imprecise assembly structures are allowed.

If you intend to add objects to CAD parts in the CAD application, set the include_all_objects
attribute to true to include them when you save the Briefcase file for exporting back to Teamcenter.

You can have any number of release status elements. These become the selection list for Release
Status in your Briefcase Browser Preferences dialog box.

You map custom CAD parts types to OEM types by assigning a custom Item type to the items in the
TC XML data created for your CAD part. You define the subtype of the Item type as a helper object,
for example:

<hel per _obj ect _map custom type="CADPart" ootb_type="Itent/>

This causes the TC XML data generated for custom CADPart supplier owned parts to be created as
Item objects at the OEM site.

Note:

The custom item type must be defined in the schema (TCXML.xsd) file used by Briefcase
Browser.
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You can have multiple custom types defined in this file. Briefcase Browser locates the matching
custom type in the file and maps the file to the defined OEM object. If a custom type part is not
found in the CustomMappings.xml file, the first custom type defined is used. If there are no custom
types defined, Briefcase Browser maps the part to the standard Teamcenter type.

CustomDatasetMappings.xml

This XML file contains valid dataset extensions and relation types supported for Non-CAD files. Each
dataset extension specifies whether it is a primary (master), dataset name, ref_names, and relation
to be used while generating TC XML. Each relation type specifies the display relation for the Add
Dataset dialog box and the actual relation to be used for generating TC XML. If this file is not found,
an OQTB file is used. You can add additional non-CAD types to this file.

Caution:

If your system has CAD dataset types other than the primary dataset, and the dataset type
follows the model file naming convention, you must add an entry representing the dataset.
Add the entry with the is_master attribute set to False, for example:

<cad_dat a_set nappi ng is_master="False" dat aset t ype="UGPART"
ref _nanmes="UGPART" relation=""/>

This prevents an error from occurring when you open or synchronize an updated CAD
assembly in Briefcase Browser.

<?xm version="1.0" encodi ng="utf-8"?>

<I-- XM_ file containing valid dataset extensions and relation types supported for
Non- CAD fil es.
Each dataset extension specifies if it is a master, dataset name, ref_names and
relation to be
used while generating TCXM.. Each relation type specifies the display relation for
the Add Dat aset
di al og and the actual relation to be used for generating
TCXML. - ->
<cust om dat a_set _mappi ng xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >

<dat a_set _mappi ng extensi on="prt">

<cad_dat a_set _mapping i s_master="True" dataset_type="UGVASTER' ref_nanes="UGPART"
relation=""/>

<cad_dat a_set _mappi hg dat aset _t ype="UGPART" ref_nanmes="UGPART" rel ation=""/>

</ dat a_set _nmappi ng>
<dat a_set _mappi ng ext ensi on="doc" >
<cad_dat a_set _mappi ng dat aset _t ype="M5Word" ref_names="word"
relation="1 MAN reference"/>

</ dat a_set _nmappi ng>
<dat a_set _mappi ng ext ensi on="docx" >
<cad_dat a_set _mappi ng dat aset _t ype="M5Word" ref_names="word"
relation=""/>

</ dat a_set _nmappi ng>
<dat a_set _mappi ng ext ensi on="xl s">
<cad_dat a_set _mappi ng dat aset _t ype="MsSExcel " ref_nanes="excel "
relation=""/>

</ dat a_set _nmappi ng>
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<dat a_set _mappi ng extensi on="j pg">
<cad_dat a_set _mappi ng dat aset _type="JPEG' ref_nanes="JPEG Ref erence"
relation=""/>
</ dat a_set _nmappi ng>
<dat a_set _mappi ng extension="jt">
<cad_dat a_set _mappi ng dat aset _type="Direct Model " ref_nanes="JTPART"
rel ati on="1 MAN_Renderi ng"/ >
</ dat a_set _nappi ng>
<rel ation_type actual _rel ati on="1 MAN _specification"
di spl ay_rel ati on="specification"/>
<rel ation_type actual _rel ati on="1 MAN_Renderi ng"
di spl ay_rel ati on="rendering"/ >
<rel ation_type actual _rel ati on="1 MAN_nani f estati on"
di splay_rel ati on="mani festati on"/>
<rel ation_type actual _rel ati on="1 MAN_r ef er ence"
di splay_rel ati on="ref erence"/ >
</ cust om dat a_set _nmappi ng>

cad_to_tc_attribute_map.xml

Defines the mapping of user-defined NX attributes to qualified Teamcenter object attributes. The
user-defined attributes must be part of the configured TC XML schema (TCXML.xsd file). This allows
you to define attributes for qualified objects in addition to the required attributes.

Caution:

You can map only one CAD part attribute to one Teamcenter attribute (1-to-1 map). Mapping
a CAD part attribute to multiple Teamcenter attributes or a single attribute to multiple item
types can corrupt or lost data.

Example:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<I-- Only one CAD2TC attribute_mappi ngs that can contain nore than one
attribute map. These mappings will hold a Iist of CAD attributes
that map to teantenter attribute -->

<CAD2TC attribute_mappi ngs xm ns: xsi ="http://wwmv. w3. or g/ 2001/ XM_Schere- i nst ance”
Xsi : noNanespaceSchenalLocati on="cad_to_tc_attri bute_map. xsd">

<l-- cad_part_attr should be unique for each attribute_napping -->

<attribute_mappi ng cad_part_attr="PART_MATERI AL" tc_attr="nisPartMaterial"
tc_type="CAD- - Revi si on--Master"/>

<attribute_mappi ng cad_part_attr="PART_TH CKNESS" tc_attr="ni sPart Thi ckness"
tc_type="CAD- - Revi si on--Master"/ >

<attribute_mapping cad_part_attr="CALC WEI GHT" tc_attr="ni sCal cul ati onWei ght"
tc_type="CAD- - Revi si on--Master"/ >

<attribute_mappi ng cad_part_attr="CALCULATI VE_CCEFFI Cl ENT"
tc_attr="nisCal cul ati veCoefficient"
tc_type="CAD- - Revi si on--Master"/>

<attribute_mapping cad_part_attr="Z CENTRO D' tc_attr="nisGavityz"
tc_type="ItenRevision--Mster"/>

<attribute_mapping cad_part_attr="Y_CENTRO D' tc_attr="nisGavityY"
tc_type="CAD- - Revi si on--Master"/>

<attribute_mapping cad_part_attr="X CENTRO D' tc_attr="nisGavityX"
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tc_type="CAD- - Revi si on--Master"/ >
</ CAD2TC at tri but e_mappi ngs>

visible-attributes.xml

Defines the attributes that are displayed in Briefcase Browser properties views. By default, Briefcase
Browser displays all qualified attributes. If this file is present, Briefcase Browser limits the attributes in
the properties views to the attributes defined in this file. The following is sample content for this file:

<visible_attributes>

<group nanme="|tenl>
<attribute ootb_type="Itent nanme="item.id"/>
<attribute ootb_type="ItenRevision" name="object_nane"/>
<attribute ootb_type="ItenRevision"
nane="obj ect _description"/>
</ group>

<gr oup nane="Adni n">
<attribute ootb_type="POV.int" nanme="POM.inc"/>
<attribute ootb_type="G oup" nane="G oup"/>
<attribute ootb_type="User" nanme="User"/>

</ group>

</visible_attributes>

attributes_text_locale.xml

Defines the localized values for the language indicated by the name of the directory containing the
file. The directory name consists of a two-character locale and two-character country code such as
en_US. The language directories must be in the lang directory in the site’s configuration directory.

For example, the following shows the US English (en_US) and the Japanese localization (ja_JP)
directories:

= [ configurations
=1 default
= = dashboard_supplier
- = lang
= en_US
= ja_JP
Briefcase Browser reads the TC XML file content and displays the object property names as defined in
the file. The properties are database field names that may not be readable by your users. You can use

this file to map the database field names to usable localized names.

Your attributes_text_locale.xml files must be UTF-8 encoded. They must also contain the following
element as the root XML element in the file:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes"?>
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If the property names are not displayed in your locale language, use a different text editor for UTF-8
encoding.

Following is sample content for this file in the Japanese locale:

<?xm] version="1.0" encoding="UTF-E8" standalone="yes"7>
<textarv filename="attributes_text locale.xml™>

<key id="inbox type">EE kL A</ key>

<key id="inbox_name_1">BITRAT</ key>

<key id="inbox name 2">EEFEAT</key>

<key id="type_label" > F</ key>

<key id="object lebel">F TV LU h</key>

<key id=“property_lahel")—?'l],lfj_v- A4 ke

<key id="mag string">7 A NABLHEEEFEDM A </ key>

<!-—-generic_shell.cxx-->
<key id="shell string">0bjectListBox Shell</key>

<!-—gkjectlistbox.cxx—->

<key id="ownerid_string">FIEEID< key>

<key id="date string"EEB</key>

<key id="cannot_string">RiAE ) </ kev>

<key id="readOnlyMsg">ZAETR</ kev>

<key id="spp_encapsulation_label">F FUT —Z 3 B{#l</ key>
<l——tool.cux——>

<l-—distributionlist.cix envelope.cxx-->
<key id=“mail_label"})( — </ key>

<!-——form.cEx——>
<key id="form_def label">7#—LERTF 1 ILE</ key>
<key id="structure group label">EE7 I —7 < /keyv>

<! --bomview.cxx-—->

<key id="bomview_label™>BOME 1 —</key>

<key id="product label">H W</ key>

<key 1d="P3M label">PSM</key>

<key id="item_id_string">F- T LID</ key>

<key id="dataset id">T—HEY hID</ key>

<!--1 <M5F> 04-Mar-1994 Workspace coclumn headings - the xxx names are used-->
<!--! for backward compatibility with existing .tc_env files-->

<key id="private_obiect_string" scope="private">F T I T b ke

<key id="private_id lahel™ scope="private">ID:/ key>

<!-- Part Object -->

<key id="is designrequired">T 4 I Erd R/ kev>
<key id="make_or_buy">BhE/BR</ keyv>

<key id="part make">Fhf</ key>

<key id="part_buy">BR</ key>

Alrextarvy
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Sample files are provided for each of these configuration files in the
example\bbworkspace\configurations\example directory.
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