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1. Introduction to Teamcenter Share
collaboration

Teamcenter Share is a cloud application that lets you share project files with your collaborators, from
anywhere and at any time.

With this browser-based collaboration, you can work on new products and designs with your partners,
team members, and manufacturers, and then share your projects with customers for approval or with
manufacturers for production. File sharing with Teamcenter Share is secure because you control the
access to the files. You can access the sharing history. The file exchange is tracked and recorded.

When Teamcenter Share is integrated with Teamcenter, you can share the following data with your
collaborators using Active Workspace:

CAD part files (NX and Solid Edge)

Visualization files (JT)

Documents (Microsoft Word, Excel, and PDF)

Image files (JPG, TIFF, and so on)

1-1



_ 1. Introduction to Teamcenter Share collaboration

1-2 Teamcenter Share, Teamcenter 2412
© 2025 Siemens



2. Install Teamcenter Share collaboration

As a Teamcenter administrator, you can refer to the following procedure to install Teamcenter Share
collaboration.

1. Coordinate with your Siemens Digital Industries Software representative to obtain an XaaS$ type
software license. As applicable, add the license file to your Teamcenter license server.

2. Using a Siemens Webkey that is authorized for use with the Teamcenter Share account, log on to
the Xcelerator Admin Console. Using your Email address, create a user with the Admin product

role.
For details, in the Xcelerator Admin Console, click Help (?) > How Do | > Assign users.

Either at this point or later, you can assign additional users who will use or administer Teamcenter
Share collaboration.

3. Click Product Configuration /§ to go to the Product Configuration tab. Click Add Configuration
@ and in the panel that opens, specify parameters for your product configuration.

For this parameter Do this
Product Name Select Teamcenter collaboration with Teamcenter Share.
Installation URL  Enter the URL used to access your installation of Active Workspace.

App Display Name Enter a name to identify the configuration in the list of configurations.

4. Inthe panel, click Add to add the new configuration. In the configuration table, select your new
configuration row and click Download Key (>.

Download and save the Key file in a secure location. This file contains the Client ID and Client
Secret needed for installation.

5. Use either Deployment Center or Teamcenter Environment Manager (TEM) to install the
Teamcenter Share collaboration application and microservice. For detailed documentation about
installing microservices, see Microservices and the microservice framework (Windows or Linux) in
the Teamcenter documentation.

During installation, make a note of the IP address of the machines that host the following
components:

* the Active Workspace Gateway.
* the microservice node(s) running the Teamcenter Share collaboration microservice.

These IP addresses are needed when creating firewall rules.
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a. Add the Teamcenter Share Collaboration applications using either Teamcenter installation
tool.

Deployment Center ¢ Teamcenter Share Collaboration Active Workspace

* Teamcenter Share Collaboration

TEM On the business logic server:
* Teamcenter Share Collaboration Active Workspace Client
* Teamcenter Share Collaboration
* Teamcenter Share Collaboration Active Workspace
On the microservice node:

* Teamcenter Share Microservice

b.  Proceed to the Active Workspace Gateway component. Enter the Teamcenter Share URL,
the Client ID, and the Client Secret values. Do not include quotation marks surrounding the
Client ID and Client Secret values.

The Teamcenter Share URL is https://share.sws.siemens.com/. The Client ID and the Client
Secret values are contained in the Key downloaded from the Xcelerator Admin Console.

Make note of the IP address of the host machine.

c.  Proceed to the Microservice Node component. Configure at least one instance of the
Teamcenter Share collaboration microservice.

Make note of the IP address of the host machine.
Create an allowlist to enable outgoing access through your network firewall to Teamcenter Share.

To ensure secure communications and to protect data integrity, all Teamcenter Share collaboration
communication is encrypted. To enable Teamcenter to authenticate and push and pull files with
Teamcenter Share running in the cloud, you must allow an outbound network connection through
your internet firewall to specific internet URLs. This connection is on port 443, which is the secure
port requiring HTTPS.

For security, Teamcenter Share does not initiate communication with your internal network.
Communication is only established via outgoing requests from the following:

* the Active Workspace Gateway

* microservice node(s) running the Teamcenter Share collaboration microservice
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to the following URLs:
htt ps://samaut h. us- east-1. sws. si enmens. com
https://coll ab. us-east-1. sws. si enens. com
htt ps://dss. us-east-1. sws. si enens. conl

To enable outgoing requests to Teamcenter Share, create firewall rules to allow traffic to the above
URLs on port 443. The allowlist rules for interned firewalls typically must specify the following:

Source of the outgoing request (IP address of the Active Workspace Gateway host or the
Teamcenter Share collaboration microservice node host)

* Destination for the request (URL of the Teamcenter Share service)

Port (443)

Protocol (TCP)

Example logical representation of a firewall rule:
"Allow <192.168.1.1> to access <https://dss.us-east-1.sws.siemens.com> on port 443"
Allowlist approaches for containerized deployments

A container cluster managed by Docker Swarm or Kubernetes may have many worker nodes. Typically,
not every node runs the containerized Active Workspace Gateway or the Teamcenter Share Collaboration
microservice; the exact node where a component runs is determined by the container manager and
varies over time.

A firewall allowlist rule requires the source address for the node where a component runs. The approach
for defining firewall rules depends on the network topology around the container cluster. There are two
basic cases:

* If there are no other network components between the container cluster and the firewall, then traffic
to the firewall appears to come directly from the container cluster worker nodes. In this case, the
source for the traffic in the firewall rule is the IP address of the worker node itself. To ensure that
the Active Workspace Gateway and Teamcenter Share collaboration microservice can communicate
through the firewall regardless of where they run in the container cluster, add allowlist rules that
include all nodes in the container cluster.

* If the topology leverages a NAT or a commercial egress component, traffic from the container cluster
flows to the NAT or egress component and then out via the firewall. Treat the egress component as
the source address in the firewall rule.
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3. Share data from the Teamcenter web
client to Teamcenter Share

You can share CAD files such as NX and Solid Edge part files and non-CAD files such as Microsoft

Office documents and PDFs from the Teamcenter web client to Teamcenter Share. Subsequently, you
can log on to Teamcenter Share and invite suppliers to collaborate with you to work on those files.
Suppliers receive an email notification with a link to log on to Teamcenter Share. You can grant suppliers
full-access, markup-and-download, or markup-only permissions for the shared files.

To share files:

1. In the Teamcenter web client, locate the object that contains the data you want to share with your
suppliers or partners.

2. Click the Attachments tab.

3. Inthe Files section, select the dataset to share.

Overview Changes  Finishes  Partner Contracts  Classification Made From  Where Used | Attachments | History  Parameters  Relations >

B =T VRS R

Cost%205Sheet HDD_0528_A HDD_0528_A
MS ExcelX CAE Abaqus ! JPEG
|é; Owner: q@ Qwner: o Owner:
Date Modified: 25-Aug-2021 10:42 Date Modified: 31-Aug-2021 16:00 . Date Modified: 25-Aug-202109:15
r, HDD_0528 A ’L’p 540 Functional Requirements
UGMASTER MS WordX
Owner: @ Owner:

Date Modified: 25-Aug-2021 10:39 Date Modified: 31-Aug-2021 13:46

() Addto

You can only share individual datasets.
4. Click Share <2 = Send to Teamcenter Share [..

5. The system launches a new browser tab where you must sign in to Teamcenter Share using your
Webkey email and password.

6. On the Send to Teamcenter Share panel, specify the Teamcenter Project you want to send the
data to by doing the one of the following:

» Select an existing project from the Teamcenter Project list.
OR

* Create a new project.
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a. Click Create Project (located above the Teamcenter Project drop-down list).
b.  Assign a name and enter a description.
c.  Click Create.
7.  Click Send.
When the export is complete, you receive a notification message with the file and the project name.
View all Teamcenter projects where a file was shared
You can also view all Teamcenter projects where a file was shared.

In the Table view, you can view the Teamcenter Projects column that displays all projects as links
that will open the file in a new browser tab.

Alternatively, you can right-click the file in the List view and choose Open in Teamcenter Share.
The system redirects you to the most recent project where the file was shared by opening itina

new browser tab.
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4. Replace data in the Teamcenter web
client with data imported from Teamcenter
Share

After suppliers upload updated versions of their files back to Teamcenter Share, you can replace the
existing files with the updated ones in the Teamcenter web client.

1. Navigate to the object that contains the data that you want to update.
2. Click the Attachments tab.

3. Inthe Files section, select the dataset to replace.

4. Click Edit .~ > Replace File .~ to display the Replace panel.

5. In the Replace panel, click Select File and then Select from Teamcenter Share. [} to view all
projects in Teamcenter Share.

6. Inthe new browser tab, sign in to Teamcenter Share using your Webkey email and password.

7. Choose the project that contains the updated data.

Tip:

You can also search for a Teamcenter Share project using the Filter box.

8. Choose the updated file.
9. Click Replace.

For CAD files, such as NX and Solid Edge, the files are imported in the background. You receive a
notification once the process is complete.
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5. Add new files to the Teamcenter web
client by importing them from Teamcenter
Share

You can import additional files from Teamcenter Share to the Teamcenter web client.

1. In the Teamcenter web client, navigate to the object where you want to add any additional files
from Teamcenter Share provided by your supplier or partner.

2.  Click the Attachments tab.
3. Click Add to @D to display the Add panel in the Files section.

4. Inthe Add panel, click Select File and then Select from Teamcenter Share to view the projects in
Teamcenter Share.

5. Choose the Teamcenter Share project that contains the file you want to add.

Tip:

You can also search for a Teamcenter Share project using the Filter box.

6. Select the file.
7. Click Add.

For CAD files, such as NX and Solid Edge, the files are imported in the background. You receive a
notification once the process is complete.
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