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1. Getting started with security
administration

Secure your Teamcenter implementation

Managing how users access your company data is an important factor in information

security. Users may be employees within your company, or they may be external users .
such as suppliers and contractors.

Protection

To secure your Teamcenter implementation, consider these areas of security:

* Authentication determines how a user’s identity is verified at logon. This includes
Security Services.

* Authorization specifies the functionality available to a user.

* Audit generates checks and reports to help maintain security settings (Audit
Manager, Organization, and Workflow Designer applications).

» Asset protection indicates the protections that are in place to protect data assets
(Access Manager and ADA License applications).
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_ 1. Getting started with security administration

Asset protection Authentication
Architecture Infrastructure Single sign-on {SSL)
« Four tier » Forward/reverse proxy Choose authentication:
= [ulti-site = Firewalls (zone based) + Basic authentication
= Security Services
« LDAP, Active directory
= Multifactor authentication
Datacenter resources
Application logic
Teamcenter
resources
Audit Authorization
Audit Manager Application logs Access Manager Authorized data
= Workflows « Workflows ACLs  access
« CICO « Program security  » ITAR

« Organization
= |F object events

* Project security . |P
= Groups/avants

Monrule tree

« Style sheets (read only)

+ Business Modeler IDE conditions

+ Business Modeler IDE GRM restriclions
= Prefarences

As a Teamcenter administrator, you define and implement security controls for each of these areas
using third-party tools or Teamcenter applications. You should be familiar with the Teamcenter data
model, the organizational structure of the enterprise, and the business rules that are used to govern the

enterprise’s processes.

Privileges you need to administer security tasks

You must have administrative privileges to perform most security-related tasks. In addition, some tasks
require you to have administrative privileges related to the type of security being implemented. For
example, you must have project administrator or project team administrator privileges to perform

project-related security tasks.
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When does security planning and implementation take place? _

Securing Teamcenter: Process overview

When does security planning and implementation take place?

You should include security in your overall Teamcenter deployment planning activities before you install
Teamcenter. The decisions you make as part of this planning should take your security needs into
account. In terms of your business processes, the breakdown of particular roles may align to the
following process.

Business
process Description Role
Planning The planning business process provides requires work Data model
done prior to installation to plan the deployment and administrator
determine how the authentication setting is configured for
the Teamcenter installation.
Configure The configure security settings business process includes Application
security settings the following: administrator

* Configure authorization settings using Access Manager,
creating the organization with the Organization
application, and then continuing by adding access rules
and specific workflows.

* Configure audit settings using Audit Manager and
monitor events and logs to verify security.

» Configure asset protection settings.
Process flows for planning, implementing, and maintaining Teamcenter
security

As part of Teamcenter deployment, your data model administrator addresses and configures
authentication settings. Typically, your application administrator:

* Sets up the rules, organizational structure, and access controls that configure authorization settings.
» Configures settings to put audit processes in place to help maintain and monitor security controls.

* Configures settings to protect data assets.
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_ 1. Getting started with security administration
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Business process for authorization

The typical process for configuring authorization settings begins with defining access rules. You can
base your rules on a global or object-by-object approach.
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Business process for audit _

Configure authorization settings

Application administrator

. Define Add access control
Define rules for Create additional for specific
data access organization access rules workflows
- o
. |
_ Configure display to
Maintain user reinforce security model
information and usability

Business process for audit

The typical process to follow when configuring audit settings begins with identifying what events
you want to monitor and the logs you want to generate. You can view audit logs using Teamcenter
applications, such as My Teamcenter, ADA License, Structure Manager, Multi-Structure Manager,
Manufacturing Process Planner, Schedule Manager, Workflow Viewer, and Organization.

Configure audit settings

Application administrator

: Monitor events Define alerts to
Define audit and logs to reinforce

areas verify security security model

Configure purge
and archive
schedules

A

Levels of Teamcenter security

Consider three levels of Teamcenter security. Each security level has advantages and disadvantages, as
shown in the following table.

Security

level Description Advantage  Disadvantage Example

Low The out-of-the-box level Simple to Limited security ~ An environment
of security in Teamcenter. design and of user identity used for
This security level is best implement. and data. development
suited for a development and testing with
and test environment with a small level of

intranet usage. It
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Security
level

Medium

High

Description

a small level of intranet
usage.

Relevant documentation:
Organization Management
Using Groups, Roles, and
Users.

This level of security
leverages special security
features and/or modules
along with industry
standard secure protocols.
In this scenario,
Teamcenter is deployed
with a multi-tiered
infrastructure.

Relevant documentation:
Security Services
Configuration, third-party
directory service
documentation, and

web application server
documentation.

This level of security

uses Teamcenter’'s complex
features. For example,

at this level, you
implement authorized data
access features of ITAR

and intellectual property
because Teamcenter users
may access international
data that may be highly
sensitive or proprietary.

Relevant documentation:
Security Services
Configuration, Audit Logs
Management, and Security
Administration.

1. Getting started with security administration

Advantage

Provides a
reasonable
level of
protection
for identity
and data
and is
suited for
global
usage.

Supports
corporate
and
regulatory
compliance
requiremen
ts for the
protection
of identity
and data.

Disadvantage

Requires
security
expertise across
all areas of
deployment.
Therefore,
Teamcenter
requires higher
cost for design,
deployment,
and
administration.

Requires
security
expertise across
all deployment
aspects. Design,
deployment,
and
administration
at this level is
more
expensive.

Example

involves internal
users only. There
are no external
suppliers or
partners.

A business
confined to a
single country or
a few countries.
This requires
groups and
projects, as well
as a firewall, a
proxy server, and
involves multi-
site
implementation
for external
access.

An international
company that
accesses data
stored
worldwide. This
requires
authorized data
access (ITAR and
IP).
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2. Understanding Teamcenter security
administration

What you need to know for Teamcenter security administration

Teamcenter security administration requires an understanding of the object model hierarchy and the
concepts of authentication and authorization. Authorization is based on rules arranged hierarchically in
the Access Manager rule tree and on object-based protection that grants exceptions to the rules.

Teamcenter object model hierarchy

The following is a simplified illustration of the major concepts of the Teamcenter object model hierarchy.
It is important to understand the object model, as some of the security implementations described in
this guide propagate information down the hierarchy structure.

Database DCiata

Wolume

Co=t, material,
ERF atiributes

34 1 B Capdd
Item Rewision

i

tem Master ______ —| Form: #sm Rsv Masisr File=
Relation

Spacification - _____ _| Dataset: UG Master | - cap_model. pri
Relation |

F

SE0U ISR PELLEY

| Ej cap_drawing.prt

Ej cap_image.jt
———| Dataset: Taxt | e Tt descibing  cap_spec.ixt
the cap design

BOMWiew _____ —| BOMView Revision l—-— Product Structure Editor
Rewision Relation

Dataset: UG Part

1
[}
i
Manufacturing - __}-- —| Dataset: Dinsct Mods! Datasst
[}
|
1

T

|
i

Ralation

| Engineering Change |

Fnrrn:EEDGheakM|

Note:

Master forms inherit their permissions from their parent item or item revision. You can use the
TC_MASTERFORM_DELEGATE environment variable to change the default behavior.
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_ 2. Understanding Teamcenter security administration

What is authentication?

Authentication refers to gaining access to a Teamcenter application or product solution. Authentication
to load applications, such as Structure Manager, in your Teamcenter session is provided by the Siemens
Digital Industries Software Common Licensing Server daemon.

In addition to application authentication within Teamcenter, Security Services allows users to move
from one Teamcenter product solution, such as Teamcenter Enterprise, to another solution, such as
Teamcenter lifecycle visualization, without encountering multiple authentication challenges. Security
Services includes the following features:

* Single sign-on to Teamcenter products for the rich client.

* Common authentication through LDAP v3-compliant directory servers, such as Microsoft Active
Directory and the Sun iPlanet Directory Server, which can be customized to work with other
authentication services.

* Interoperation with commercial single sign-on products.

Lightweight directory access protocol (LDAP) referrals, which allow users to be distributed across
multiple LDAP servers.

Security Services is installed and configured separately from Teamcenter 2412.

Authentication can be implemented for performing Do tasks, Perform signoff tasks, Condition tasks, and
Route tasks using the require-authentication handler.

Understanding authorization

What is authorization?

Authorization refers to the implementation of rules that control access to specific data stored in the
Teamcenter database. Authorization to interact with data is controlled by a combination of global rules
(rules-based protection) and object access control lists (ACLs) applied to specific objects that allow for
exceptions to the global rules (object-based protection).

Using rules and ACLs in combination with information about the user, such as their group and project
membership, nationality, and clearance level, enables you to design and implement sophisticated
security models to protect your data.

Rules-based protection
Rules provide security for your Teamcenter data by:

* Controlling access to data on a global basis.

2-2



Object access control lists _

* Determining whether a user has permission to view or perform an action on an object.
* Filtering data according to the attributes of the data.

* Granting privileges to the data according to the users' IDs and their session context (the group and
role they used to log on).

Note:

Rules do not control the creation of objects. They only determine what operations can be
performed on existing objects.

Rules are defined by a combination of:

* A condition.

* Avalue for the condition.

* An access control list (ACL) that grants privileges to accessors.

The condition and value identify the set of objects to which the rule applies; the ACL defines the
privileges granted to users (accessors).

£ Accessor

i
Apply action ACL valid i
actions i
Evaluate rules |
“, Object ¥ T Ruetree
ACL object
permissions

User actions against objects cause the rule tree to be evaluated to dynamically build an access control
list for the object. The ACL controls permissions for the object and determines who (accessors) can do
what (actions) to the object.

Object access control lists

Object-based protection uses access control lists (ACLs) to create exceptions to rules-based protection on
an object-by-object basis.

Object ACLs are most useful when you need to:
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_ 2. Understanding Teamcenter security administration

* Grant wider access to a specific object.

* Limit access to a specific object.

£ Accessor

Cwerride ACL
ohject permissions

“, Object

Teamcenter uses ACLs to determine access to an object only by users and groups. For example, the
object ACLs (User-Agarkar and Group-system) are valid.

m ACL Control List
rAccess Control List of 000023-pro
8 o 20080 = %@ € |Z]Z) 6 |@ 339, ==L D] e 8 |

User lagarkar (.. [¥* OBJECT |
Group system v OBJECT
[Warld v v X |v Import/E...
Owning Us... v Translation
Group dba v Translation
‘World X Translation
Owning Us... v Markup |...
Owning Gr... v Markup |...
‘World X Markup |...
Owning Us... v Batch Pri...
Owning Gr... v Batch Pri...

| World X Ratch Pri...| ¥

In contrast, the object ACL (Project Team-ProjectA) is invalid, as object ACLs are not used to determine
access to an object by Project Team.

rAccess Control List of 000023-pro

L@ | 8 Je[Z]x]=]x[o@]s][a]2]m] 6] &)=< [ Esl]s]%m %)z z]s8e2 ] e] 8 |
bojectTeam Projecth ¥ OBJECT |~
World v v X Import/Ex...
Owning User Translation
Group dba Translation
World Translation
Owning User Markup It...
Owning Gr... Markup It...
World Markup It...
Owning User Batch Prin...
Owning Gr... Batch Prin...
Waorld Batch Prin...
Owning User PDF Contr...
Owning Gr... PDF Contr...

4

ERE

ERR

ERR]

K&[4

Users with proper permissions can override the ACL for an object to grant or deny permissions for certain
users but only when the rule tree allows.
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Access control lists _

For example, the rule tree does not allow object-based access rules to override the rules-based
protection when:

* An object has an assigned status.

* The object access rule is granted in a workflow.

Note:

Object ACLs do not control the creation of objects. They only determine what operations can be
performed on existing objects.

* Each object ACL contains a list of accessors and the privileges granted, denied, or not set for
each accessor.

* Each individual pairing of an accessor with their privileges is considered a single access control
entry (ACE).

Access control lists

Access control lists (ACLs) contain a list of accessors and the privileges granted, denied, or not set for
each accessor. Accessors are collections of users who share certain common traits, such as membership
in the group that owns the object or membership in the project team. Just as rules have a precedence
weighting in the rule tree, accessor precedence weighting is considered when the ACL is evaluated.

Each pairing of an accessor with corresponding privileges in the list is referred to as an access control
entry (ACE). An ACL can be comprised of one or many ACEs.

ACLs are associated with conditions in the rule tree as part of a rules-based security model, and they can
be used in more than one rule.

In addition, object ACLs grant exceptions to rules-based protection and are created by users with change
privileges.

Access control lists display the current protections for an object.

Note:
* If an ACL is modified by a user, other users who are logged on at the same time are not affected
by the updated ACL until they log off and log on again.

* ACLs do not control the creation of objects. They only determine what operations can be
performed on existing objects.
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_ 2. Understanding Teamcenter security administration

(D oo 2 X % Y D) S@
System Administrator v@ Vw v& V‘F
World Vp x x X X }( W )( }( x

Access Manager rule tree

Rules are organized in the Access Manager rule tree and are evaluated based on their placement within
the tree structure. The default rule tree included in your Teamcenter installation assumes that users are
granted privileges unless explicitly denied.

The rule tree acts as a filter that an object passes through when a user attempts to access the object.
When conditions that apply to the selected object are met, the privileges defined in the ACL are applied.

* The rules are evaluated from the top to the bottom of the tree.
* Rules at the top take precedence over rules at the bottom of the tree.
* Subbranches always take precedence over parent branches in the tree.

The rule tree appears to the left of the Access Manager window.

""" o Has B}rpassl[true] -» Bypass

’;f""..x Has Class{ POM_ohject ) -» Systern Objects

- 'u Has Class{ WorkspaceObject )

+-- '.. -+ Has Class( SavedSearch )

""" '.n In Job( true)

""" '..\ In Current Programi false ) -» Mot Current Program

""" '..\ In Inactive Program( true ] -> Inactive Program

""" '..\ Is Program Member( false ) -»= Mot Program Member
""" '..\ In Invisible Program( true ] -» Invisible Program

""" '..\ Has Status( TCM Released ) -= TCM Released Rule

""" '..\ Has Status( ) -» Yault

""" 'u Has Object ACL( true )

""" '..\ Has Class{ POM_application_object } -= Import/Export
+""..~ In Project( ] -= Projects

-3 '..\ Owning Group Has Security( Internal ) -» Internal Data
""" '..\ Owning Group Has Security( External ) -» External Data
""" '..\ Has Class( POM_chject ) -» Translation

""" '.. -+ Has Class{ FndDAuditlog ) -» Auditlog Access

+-1.) Has Class( POM_application_chject ) -= Working

For a list of default rule conditions, see Access Management Using Rules and ACLs.
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How rules work

How rules are defined

Rules are defined by a combination of a condition, a value for that condition, and an access control list
(ACL) that grants privileges to accessors.

* The condition and value identify the set of objects to which the rule applies.
* The ACL defines the privileges that are granted to users (accessors) specified in the ACL.

IF condition = value is TRUE, THEN apply ACL to object.

Example ACL
(0 Qoo 2 X &% | ~ | 0 | B
Accessor User Read Write Delete Change Promote Demote Copy
World W X X X ){ x W
Rule syntax

The following syntax applies to rules:
Condition {Value} —> ACL
The parts of the rule can be thought of as an IF clause and a THEN clause.
* The condition and value supply the IF part of the rule and examine the object with Boolean logic.
* The access control list (ACL) supplies the THEN part of the rule by describing the access permission.
For example:
Has Type {UGMASTER} —> UG Model

In this example, Has Type is the condition, UGMASTER is the value, and UG Model is the name of the
ACL.

Rule evaluation assumptions

When a user attempts to access data, the rule tree is evaluated to determine the privileges to be granted
or denied. The following assumptions apply to the evaluation:
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Rules higher in the rule tree are more global in nature and apply to all object types.

Lower-level rules refine access to more specific objects such as UGMASTER datasets. For example:

Has Class(POM_application_object)
Has Class(Dataset)

Has Type(UGMASTER)

Precedence determines the privileges granted. Rule precedence is from top to bottom in the tree,
with the highest rule having greatest precedence and the lowest rule having least precedence.

Accessor precedence in the ACL and rule precedence within the tree are both considered when
granting access privileges. Accessors have a predefined precedence in the system.

Note:

The way Access Manager evaluates Master forms does not follow the normal rules. Master forms
inherit access privileges from the parent item or item revision, so if you change access privileges
to an item or item revision, you affect the privileges on the Master form. You can use the
TC_MASTERFORM_DELEGATE environment variable to change the default behavior.

Evaluating the rule tree for the effective ACL

The rule tree evaluation results in an effective ACL. The effective ACL represents the cumulative
compilation of all the named ACLs that apply to the object the user is trying to access.

The rule tree is evaluated as follows:

Trim rules that do not apply to the object because their conditions are false.

Note:

The rules are not removed from the tree, but they are ignored during evaluation.

Evaluate rules in order of precedence, from top to bottom.
Evaluate the subbranch of a rule before evaluating the parent rule.

Evaluate subbranch rules in order of precedence, from top to bottom, in the event that there are
multiple subbranch rules.

The effective ACL is determined by compiling the ACLs in the order that the tree is traversed.
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Example rule tree evaluation by order of precedence

This example rule tree shows the order of precedence in the left column, assuming all conditions are
met.

* The first two rows are the first two rules evaluated because they are highest in the tree and have no
subbranch.

* The third row only gets evaluated after all its subbranches are evaluated.

Condition {Value} —> Named ACL
Condition {Value} —> Named ACL
- Condition {Value} —> Named ACL
- Condition {Value} —> Named ACL
Condition {Value} —> Named ACL
Condition {Value} —> Named ACL
- Condition {Value} —> Named ACL
Condition {Value} —> Named ACL
Condition {Value} —> Named ACL
Condition {Value} —> Named ACL
14 - Condition {Value} —> Named ACL
10 Condition {Value} —> Named ACL
13 - Condition {Value} —> Named ACL
11 Condition {Value} —> Named ACL
12 Condition {Value} —> Named ACL

o1

OO0 NPWORLDNEPE

Example of compiling an effective ACL

When the user attempts to access a UGMASTER dataset, the rule tree is trimmed to reflect only those
rules that apply to the object.
Has Class(POM_object)
Has Class(POM_application_object) —> Working
Has Class(Dataset)

Has Type(UGMASTER) —> UGMASTER

Based on the trimmed rule tree, the effective ACL is compiled by evaluating the tree (from bottom to
top) as follows:

1. Find the topmost leaf node in the tree, in this case, Has Type(UGMASTER) -> UGMASTER. Add the
UGMASTER ACL to the effective ACL.
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2. Find the next node, Has Class(Dataset). This node has no associated ACL, so it does not contribute
to the effective ACL.

3. Find the next node, Has Class(POM_application_object) -> Working. Add the Working ACL to the
effective ACL.

4.  Find the next node, Has Class(POM_object). This node has no associated ACL, so it does not
contribute to the effective ACL.

The rule tree evaluation results in the following effective ACL.

(D 8 72 X % w | 9
ACL
Accessor User Read Write Delete Change Promote Demote Copy
Role in Owning Group Designer Qf v@: UGMASTER
World x x x UGMASTER
Owning User Qf Qf Qf Working
Group Administrator V@J vp Working
Owning Group VJ Working
System Administrator v@ V@J Working
World V;ﬂ x x x x x vﬁﬂ Working

The effective ACL is evaluated when a user attempts to access a UGMASTER dataset. The lines that

do not apply to the user are ignored. For example, if you are a designer in the owning group of the
UGMASTER dataset, but you are not the owning user, system administrator, or group administrator, the
following entries in the ACL are applied when you try to access a UGMASTER dataset.

(D 8 o 7 X % ~w 0 I

Accessor User Read Write Delete Change Promote Demote Copy

Role in Owning Group Designer Qf Qf

World x x x
Herte v X X X
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After the effective ACL is trimmed to include only the entries that apply to the user attempting to access
the dataset, the privileges in the remaining ACL entries are evaluated. This is done by working down

each privilege column until you encounter a granted & or denied 3 symbol.

In this example, the privilege evaluation grants the accessor read, write, and copy privileges and denies
the accessor delete, change, promote, and demote privileges.

Simple rule tree evaluation example

This simplified view of the default rule tree is used in the following example:

“F Has Class(POM_object)

.\ Has Bypass(true) —> Bypass

. Has Status( ) —> Vault

. Has Class(POM_application_object) —> Import/Export

A user, Jim Smith, attempts to open the MyDataset text dataset with released status. To perform this
action, Jim Smith needs read privileges on the dataset.

The following ACLs are considered when the sample rule tree is evaluated:

1. The Has Bypass(true) —> Bypass rule is evaluated. This high-level rule grants system
administration privileges to users.

Result: Jim does not have bypass set, nor is he a system administrator; therefore, this rule
condition is false and the Bypass ACL is not applied. The evaluation moves down the tree to
the next branch.

2. The Has Status() —> Vault rule is evaluated. This rule evaluates whether the object has an attached
status type. If yes, the Vault ACL is applied.

Result: The MyDataset dataset is in released status; therefore, the rule condition is true and the
Vault ACL is applied.

Vault ACL

The Vault ACL grants all users read and copy privileges and denies all users write, delete, change,
promote, and demote privileges. The World accessor represents all users.

(D L o 2 X | % | Y 0N | &
Accessor User Read Write Delete Change Promote Demote Copy @ CICO

World ¢ X X X X X « X
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3. The Has Class(POM_application_object_) —> Import/Export rule is evaluated. This rule evaluates
whether the object is of the POM_application_object class. If yes, the Import/Export ACL is
applied to the object.

Result: All workspace objects, including datasets, are subclasses of the POM_application_object
class; therefore, the rule condition is true and the Import/Export ACL is applied.

Import/Export ACL

The Import/Export ACL grants all users (world) export, import and transfer in privileges and denies
all users transfer out privileges. In addition, this ACL grants remote site users import privileges and
denies remote site users transfer in privileges. The Import/Export ACL neither explicitly grants or
denies read privileges.

Accessor User Read Export Import Transfer out Transfer in
World v | % Y
Remote Site vﬁ? X

Complex rule tree example

This view of the default rule tree is used in the example that follows:

T+ Has Class(POM_object)
. Has Bypass(true) —> Bypass
L InJob(true)
.. Has Status() —> Vault
. Has Object ACL(true)

. Has Class(POM_application_object) —> Working

o Has Class(ltem) —> ltems
2 Has Class(Item Revision) —> Item Revs
o Has Class(Dataset)

1B Has Type(UGMASTER) —> UGMASTER
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A user, Jim Smith (jsmith), a designer in the engineering group, attempts to modify the MyPart
UGMASTER dataset with working status. To perform this action, Jim Smith needs write privileges on
the dataset.

The following ACLs are considered when the sample rule tree is evaluated:

1. The Has Bypass(true) —> Bypass rule is evaluated. This high-level rule grants system
administration privileges to users.

Result: Jim does not have bypass set, nor is he a system administrator; therefore, this rule
condition is false and the Bypass ACL is not applied. The evaluation moves down the tree to
the next branch.

2. TheIn Job(true) rule is evaluated. This rule evaluates whether the object is in a workflow.

Result: No ACL is defined, therefore, the condition being true has no effect. The evaluation moves
down the tree to the next branch.

3. The Has Status() —> Vault rule is evaluated. This rule evaluates whether the object has an attached
status type. If yes, the Vault ACL is applied.

Result: The MyPart dataset is in working status; therefore, the rule condition is false and the Vault
ACL is not applied.

4.  The Has Object ACL(true) rule is evaluated. This rule evaluates whether an ACL exists for the
object.

Result: No object ACL is defined by a user; therefore, the condition is false and has no effect. The
evaluation moves down the tree to the next branch.

5. The Has Class(ltem) —> Items rule is evaluated. This rule evaluates whether the object is of class
item. If yes, the Items ACL is applied.

Result: The MyPart is of class dataset not item; therefore, the rule condition is false and the Items
ACL is not applied.

6. The Has Class(ltem Revision) —> Item Revs rule is evaluated. This rule evaluates whether the
object is of class item revision. If yes, the Items ACL is applied.

Result: The MyPart dataset is of class dataset not item revision; therefore, the rule condition is
false and the Item Revs ACL is not applied.

7. The Has Type(UGMASTER) —> UGMASTER rule is evaluated. This rule evaluates whether the object
is of class UGMASTER. If yes, the Items ACL is applied.

Result: The MyPart dataset is of class UGMASTER; therefore, the rule condition is true and the
UGMASTER ACL is applied.
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UGMASTER ACL

The UGMASTER ACL explicitly grants write access to users who fill the Designer role in the owning
group and explicitly denies write access to all other users in the owning group.

D 8 |7 X % > 9|

Accessor User Read Write Delete Change Promote Demote Copy
Role in Designer

Owning W

Group

Owning

Group x

The Has Class(Dataset) rule is evaluated. This rule evaluates whether the object is of class dataset.

Result: The MyPart dataset is of class dataset; therefore, the rule condition is true. No ACL is
defined, therefore the condition being true has no effect.

The Has Class(POM_application_object) -> Working rule is evaluated. This rule evaluates
whether the object is of the POM_application_object class. If yes, the Working ACL is applied
to the object.

Result: All workspace objects, including datasets, are subclasses of the POM_application_object
class; therefore, the rule condition is true and the Working ACL is applied.

Working ACL
The Working ACL explicitly grants write, delete, and change privileges to owning users and
write privileges to the owning group. It also grants delete and change privileges to the group

administrator and the system administrator. All other users are granted read and copy privileges
and explicitly denied write, delete, change, promote, and demote privileges.

=1 = Ty
D 8 = 2/x|[%]| 0B
Accessor User Read Write Delete Change Promote Demote Copy

Owning User ﬁf ﬁf Qf
Group Administrator ‘@@ Qf

Owning Group @:
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D 8 o 72 X % |~ 0

Accessor User Read Write Delete Change Promote Demote Copy
System Administrator Vz vﬁﬂ
World
o ¢ X X X X X U4

Result: After all the rules are evaluated, the following is the result. Note that the Working ACL grants
the owning group write permission, but the UGMASTER ACL already removed that privilege. The figure
also shows the applied named ACL.

E 8 o 2 X % |~ »n B &

Accessor User Read Write Delete Change Promote Demote Copy Named ACL

World Import
[Export

Remote Site Import/
Export

Role in Owning Designer UGMASTER

Group

Owning Group UGMASTER

Owning User

v@ Working

4 4 X <
4

User tsproxy Working
(tsproxy) W

Group Working

Administrator véj Qf

Owning Group Working

4

System Working
Administrator Qf

World VW X x x X x Qf Working

4

Best practices for rules
* Understand your organization's business rules.

A thorough understanding of your organization's business rules enables you to model access rules
that support your business processes and are transparent to users. When modeled correctly, Access
Manager rules grant users the privileges required to perform the tasks associated with their jobs while
denying them access to data that is released or out of the scope of their functional role.
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* Document the business rules and the rule tree developed to meet them.

Every rule in the rule tree and the named ACLs associated with the rules are included for a

purpose. For maintenance purposes, Siemens Digital Industries Software strongly recommends that
you document the purpose of the rules, how they are populated, and why they have been populated.
Future versions of Teamcenter add new rules and accessors. Merging new rules and accessors is a
manual process, which is simplified if you have thoroughly documented the Access Manager rule tree.

Export the rule tree before and after making changes.

When new rules do not work as expected, you must be able to restore an earlier, working version of
the rule tree. A backup copy is essential to restoring rules back to their original state.

Update your rule tree after changing attributes of organizational and administrative objects.

When you change attributes on organizational objects (for example, User, Group, and Site), and
administrative objects (Type and Business Rule), determine if any rules that use these objects are
affected by the attribute change and update your rules appropriately.

For example, if you modify a user ID, this may affect one or more rules that use this organizational
object.

Add new rules for working data in the Working data branch of the tree.

The proper location to add new rules for working data is under the Working data branch in the rule
tree. This helps you customize your rule tree and identify working data.

Has Class(POM_application_object) —> Working
Whenever possible, leave privileges unset.

Leaving privileges unset in ACLs allows rules to accomplish focused objectives, and it also allows
objects and accessors to filter through rules that do not apply to them.

Populate access control lists (ACLs) sparingly.

Explicitly grant privileges, and only deny privileges when you must block users from access that would
otherwise be implicitly granted.

Use the Has Attribute condition to create custom rules based on any attribute of an object of a
given class.

For example:

WorkspaceObject:object name=*x
PublicationRecord:security=suppliers
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The class and attribute names are not case sensitive. The attribute type can be string, double,
integer, logical, or reference.

This rule supports custom attributes.

When using ip_classification or gov_classification attributes, use the Has IP Classification rule or
the Has Government Classification rule, instead of the Has Attribute rule.

For example, use the Has IP Classification rule:
Has 1P Classification ( secret ) -> Secret ACL
Instead of using the Has Attribute rule:

Has Attribute ( WorkspaceObject:ip_classification=secret ) -> Secret
ACL

Use the Has Property condition to create custom rules based on the value of compound
properties.

For example:

Item:my_custom_prop=my_custom_prop_value
In this example, Item is the type name and my_custom_prop is the compound property.
Set security precedence.

You can embed type-level security rules under project-level security rules to give the type-level
security rules higher precedence than the project-level security rules. For example, the project
administrator can add a subbranch under the Has Class (Form) rule entry to control access to certain
form types that contain sensitive data. The rule for the form type is written as follows:

Has Class(Form)
Has Type(Finance) —> finance_acl

If your site requires that project-level security rules take precedence over type-level security rules, you
must embed project-level security rules under the type-level security rules. However, Siemens Digital
Industries Software does not recommend this practice.

Define relevant ACL names.

ACL names are displayed in the rule tree and in dialog boxes throughout the Teamcenter interface.
You can significantly enhance overall usability by defining these names carefully. For example, when
creating an ACL for working data, name it according to the data type (for example, item, item revision,
or UGMASTER) rather than a role name or some other description.
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Note:

ACLs can be referenced in more than one rule.

* Use discretion in applying the Bypass ACL.

The Bypass ACL grants all privileges to system administrators who have selected the user Bypass
setting. Use discretion in applying this ACL.

Changing an Item's ID.

Not even Bypass status will allow you to change an Item's ID if it is being referenced by another object,
like a release status, for example. If you have a need to change an Item's ID, you must remove all
references to and from other objects, make your change, and then re-reference everything. For this
reason, it is recommended not to make changing Item IDs a part of your business process. If there is a
release status attached, then use one of the following methods to remove the reference.

* The release_man utility with the -unrelease argument.
e Create a workflow which uses the EPM-set-status action handler with the -action=delete
argument.

Do not create GRM relations

Do not create Generic Relationship Management (GRM) relationships between Teamcenter business
objects, such as BOM View, and Access Manager objects, such as AM Tree, Named ACL, and

AM_ACE. Creating such relationships can result in unpredictable behavior with Access Manager during
run time.

Cautions for using rule trees

» Do not modify access control lists (ACLs) referenced by rules on the System Objects branch.

Adding new rules, deleting rules, or in any way modifying existing rules on the Systems Objects
branch of the rule tree may result in unpredictable behavior or loss of data. Modifying the Systems
Objects branch of the rule tree is not supported unless specifically advised to do so by Siemens Digital
Industries Software.

Do not modify the upper area of the rule tree.

Deleting or changing the order of the branches in this area of the rule tree may result in unpredictable
behavior or loss of data.

Do not use a text editor to modify rule tree files.

Rule tree files are simple ASCII files and conform to a particular format. You can read rule tree files
using any text editor; however, modifying them with a text editor can easily corrupt the file.
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* Do not use the infodba account to change object ACLs.

It is assumed that objects owned by infodba are seed parts or other special-case objects.

What is project-level security?

Project-level security refers to a security scheme based on a combination of projects and access rules
in Teamcenter. Projects are entities that correlate groups of users, potentially at different physical sites,
with the data associated with a given project or subset of a project.

In many industries, it is typical for a site to own a lead program in the product development
environment. Other sites may share a project within the program or add projects to the program. Users
must have access privileges to the data that they own as well as to data assigned to the project that they
work on that is owned by other sites.

When suppliers are brought into the product development environment, the program owner, in addition
to providing access to data owned by the supplier and data assigned to the projects the supplier works
on, must also control access to data among the suppliers. For example, Supplier A must not have access
to data owned by Supplier B, and conversely Supplier B must not have access to data owned by Supplier
A.

What is group-level security?

Groups represent collective bodies of users (group members) who share data. Group members are
assigned functional roles within a group. Users can be assigned multiple roles within a group and they
can also be members of multiple groups. Groups and roles within groups are often used as the basis for
granting access privileges to data in Teamcenter.

Groups can be arranged in a hierarchy, which provides a powerful way of defining access rules for
high-level groups that are implicitly inherited by lower-level groups in the hierarchy. However, you can
explicitly define access for a lower-level group that is subject to implicitly inherited access rules, and the
explicitly defined access rules override the inherited rules for that group.

Group-level security can also be combined with project-level security to control data access privileges
for internal users as well as for external users, such as suppliers.

What is authorized data access?

Authorized data access (ADA) is a generic term that applies to the configuration of Teamcenter security
for intellectual property (IP) data and for data that is deemed military in nature and is, therefore,
subject to International Traffic in Arms Regulations (ITAR) policies.

ADA controls access to classified data using user clearance and authorizing documents (licenses) that
grant limited-time access to specific users or groups of users.
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About effectivity and access control

Access Manager allows you to control user access to create and edit effectivity. Effectivity is the point
at which an object becomes effective or valid and can be tracked by date or unit number. It is used

in structure-based applications to indicate ranges of dates or unit numbers for which the revision is
effective.

You can specify a closed-ended or open-ended effectivity and make the effectivity specific to an item.

Date effectivity allows you to specify a valid range of dates for a particular item revision. Unit effectivity
allows you to specify a valid range of unit numbers for a particular item revision. It is always specified in
the context of an end item to which the units apply. You can specify a discrete, noncontinuous range, if
appropriate. To know how you can use rules to determine who can create and edit effectivity, see Access
to effectivity.

Multi-Site Collaboration considerations

Overview of Multi-Site Collaboration considerations

Multi-Site Collaboration security mechanisms only apply Access Manager at the site level. The remote
site’s privileges are checked against the owning site’s Access Manager rule tree, but access to individual
objects at the owning site are not validated against the individual remote user’s privileges. An individual
remote user’s privileges are currently enforced by preferences set at the site protection level. This is an
inadequate security mechanism.

Enhanced Multi-Site Collaboration security improves security of multi-site operations by allowing access
to remote operations based on a user ID. This extends the current multi-site security mechanism,

which applies Access Manager rules only at the site level. The administrator can set the preference,
TC_check_remote_user_priv_from_sites, to turn on enhanced security for a remote user. This provides
the ability to control the user’s privileges to perform remote operations while maintaining site-level
control.

This security mechanism is optional and is disabled by default. It can be enabled and configured using
the preference TC_check_remote_user_priv_from_sites. The security checks are implemented in the
IDSM server, allowing the enhanced security feature to apply to client sites that do not implement the
feature.

If enhanced security is turned on for a remote site, the following IDSM preferences for that remote site
are ignored and the AM rule tree is used instead:

* IDSM_permitted_users_from_site_site-name
* IDSM_permitted_transfer_users_from_site_site-name

* IDSM_permitted_checkout_users_from_site_site-name
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Remote checkout privilege access

The Remote Checkout privilege allows a user to check out objects that are not normally modifiable,
such as a released item revision. The intended purpose is to allow additional attachments or other
incremental changes that do not require write access to the object itself. If you import and check out an
object that is not modifiable, the local object permissions show that you have write access even though
it is unmodifiable at the owning site. Any changes to the local object cause the checkin to fail at the
owning site.

The primary access check for a remote checkout operation is the Write privilege at the owning site.

The Remote Checkout privilege can be used to allow the remote checkout of objects in which Write
access is denied. Released objects are the most common example where this is useful. Remote checkout
is allowed if the Write or Remote Checkout privilege is granted at the owning site. A side effect of this
special behavior is remote checkout is permitted when the Remote Checkout privilege is denied if the
Write privilege is granted.

An example usage scenario is you have released an item revision at the owning site and you want

to be able to run an analysis or tessellation on the replica side, attach the output to the replica, and

send the output back to the owning site. Because released objects are write-protected, you cannot
remote checkout the revision to do this. The solution is to enable this operation by granting the Remote
Checkout privilege to the revision at the owning site. Additionally, you need a way to get write access to
the replica revision at the replica site, such as by using the bypass rule.
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3. Controlling access to working data

About controlling access to working data

Determining who should have privileges to access working data, and which privileges they should be
granted, is an essential component of any Teamcenter security implementation. Privileges are assigned
based on your company's business practices and are commonly implemented by determining who has
responsibility for the data. For example, when determining who should have write access, you can grant
it to users in the following categories:

* Owning users

Granting write access to the owning user indicates that they are ultimately responsible for the content
and handling of the data.

* Owning groups

Granting write access to the owning group enables a teamwork approach to creating and maintaining
data.

* Project members

Granting write access based on the projects to which data is assigned enables a teamwork approach
to creating and maintaining data and allows the data to be easily assigned to projects, upon which
access is then defined. It also provides a mechanism to control access for suppliers.

e Authorized users for classified data

Granting read access based on authorized data access concepts enables you to protect intellectual
property (IP) and data subject to International Traffic in Arms Regulations (ITAR) policies using
combinations of user authorization, object classification, and authorizing documents (IP and ITAR
licenses).

Note:

Although multiple users can be granted write privileges to data, the data can only be modified by
one user at any given time. This behavior is ensured by implicit and explicit checkout.

About configuring access to working data

Overview to configuring access to working data

Access to working data is configured by adding rules to the Has Class(POM_application_object) ->
Working branch of the Access Manager rule tree. The Working ACL, which is delivered as part of your
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Teamcenter installation, configures access to working data of all object types, as shown in the following
table.

(D 837 X% YR8 QUL =MEe B >k
oo ¢ VA, v
cronn” 4 v

~ministrator v ¢ v ¢ v
world VY v

The Working ACL specifies the privileges for the following accessors:

e World

Grants all users (World) read and copy privileges to all data and denies write, delete, and other
privileges to all other users. This is very important, because it prevents those privileges from being
granted by rules elsewhere in the rule tree.

* Owning User

Grants write and delete privileges to all data that the user creates. In addition, the ACL grants change
privilege, which allows the owning user to create object ACLs for data they own. This is a significant
privilege and is often granted only to managers rather than to general users or groups of users.

* Owning Group
Grants write privileges to any user who is in the group that owns the data.
* System Administrator

Grants delete and change privileges to administrators.

Access to effectivity
You can use Access Manager to control who can create and edit effectivity by creating the rules shown.

The release status rule controls write access to the release status and who can attach effectivity to it.
This also determines who can initially create effectivity objects. Similarly, the effectivity rule controls who
can edit an existing effectivity object.
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Note:

You must ensure that the accessors who are granted write permissions in the release status rule
are also specified in the effectivity rule. If the accessors are not specified in the effectivity rule, they
cannot create effectivity objects.

For an example of controlling who can set effectivity, see Controlling access to effectivity example.

T Has Class(POM_application_object) —> Working

‘F Has Class(ReleaseStatus) —> CreateEffectivityUsers

CreateEffectivityUsers ACL

Vo 8 o2 X% YWD 8@
World Qf x
Role Designer Qf VW

Effectivity objects can be write-protected by selecting Apply Access Manager effectivity protection
(Effectivity Protection) in the Create or Edit Effectivity dialog box. If the flag is set to true, users
cannot modify effectivity details. This behavior can be customized through the effectivity_protection
attribute of the Effectivity class.

T Has Class(POM_object)
‘k Has Class(Effectivity) —> EditEffectivityUsers

Has Attribute (Effectivity:effectivity _protection=0) —> ModifyProtectedEffs

Has Attribute (Effectivity:effectivity _protection=1) —> RemoveProtection
ModifyProtectedEffs and RemoveProtection are the two ACLs that set effectivity protection:
* ModifyProtectedEffs

List of accessor groups who are given write access to modify effectivity details when the Effectivity
Protection flag is set to false.

*« RemoveProtection

List of accessors who are given write access to modify effectivity details when the Effectivity
Protection flag is set to true.
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EditEffectivityUsers ACL

(D 8 2 XBW»ODS @
Role Designer VWW
Group Project ij ij

Administration

World Qi x
Guidelines for applying the delete and change privileges

The following guidelines should be considered when applying the delete and change privileges:

¢ Delete

Delete privilege is generally limited to the owning user. However, you can also grant delete privileges
to group administrators and system administrators for the purpose of maintaining the database.

Tip:
You can establish a folder in which users can place data that they want deleted, and an
administrator can be assigned responsibility for deleting the data.

* Change
Caution must be used when granting change privileges. Change privilege allows accessors to define
object ACLs that take precedence over rules in the Access Manager rule tree. Therefore, you can

subvert the access rules by creating an object ACL granting write privileges to the World accessor. For
this reason, the Has Object ACL condition is placed lower in the rule tree than the In Job and Has

Status conditions.

If change privileges are granted to the owning user, restrictions on change privileges can be applied
for specific data types lower in the tree.

Example of defining access controls on object class, type, and name

You can add rules to the Has Class(POM_application_object) —> Working branch to define access
privileges at a more granular level, such as by object class and object type.

Rule tree configuration

The following rule tree configuration provides access controls based on object class, type, and name.
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. Has Class(ltem) —> Items
“F Has Class(ltemRevision) —> Item Revisions
F Has Class(Dataset)
. Has Type(UGMASTER) —> UG Master
. Has Type(UGPART) —> UG Non Master
. Has Name(*dwg) —> UG Drawing
T+ Has Name(*cam*) —> UG CAM
. Has Class(PSBOMViewRevision)
F Has View Type(Design) —> Design BOM
. Has View Type(Manufacture) —> Manufacturing BOM
. Has Class(Form)
. Has Type(ltemRevisionMaster) —> Master Data
. Has Type(MM Basic) —> MPR Data
. Has Class(Folder)
k. Has Description(*Library*) —> Library Structure

. Has Description(Library Node) —> Library Node

Roles used in working data rule tree example
The following roles are used in the working data rule tree example:
* Designer

Designers can edit UGMASTER and UGPART datasets and BOM view revisions of type design. They
can also create new item revisions.

* Draftsmen
Draftsmen can only edit UGPART datasets which contain drawing files.

* Production Engineers
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_ 3. Controlling access to working data

Production engineers can only edit UGPART datasets, which are CAM data with the string cam in the
dataset name. They can also edit BOM view revisions of the view type Manufacture.

* Manager
Managers can create new item revisions, and they have change privileges to item revisions.
* Librarian

Librarians can write to folders that have the name Library. All other users only have write access to
folders with the name Library Node.

Access control lists (ACLs)
The ACLs used in the working data rule tree example control privileges to working data.
Items ACL

o g [~

Role In Owning Group ' Manager

X % w80

Role In Owning Group  Designer

Role Marketing

LLLS
4

World X

Item Revisions ACL

(0 8 o 21X % ™ D)8 @

Role In Owning Manager
Group W
World h 4

UG Master ACL
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D 8 o

2 X % Y D8 Q@
Owning User ¢

v

X

Role In Owning Group Designer

World

UG Non-Master ACL

(0 8 o

Owning User

X % D 8 e &

Role in Owning Group | Designer
Role in Owning Group | Draftsman
Role in Owning Group  Production engineer

World

X 44445

Design BOM ACL

D S oo

Owning User

X % w i 8 @ 3

Role in Owning Group  Designer
Role in Owning Group | Configurator

World

X4 44S

Manufacturing BOM ACL

(0 8 d

2 X % Y D)8 @ @A
Owning User ¢

4

X

Role in Owning Group Production Engineer

World
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_ 3. Controlling access to working data

MRP Data ACL

@ 8 oo

LS

Role in Owning Group Production Engineer

World x
Master Data ACL

m 8 oo

Owning User

Role in Owning Group Designer
Role in Owning Group Production engineer
World

Library Structure ACL

® 8 |2 x|a
" 4

Role Librarian

World

Library Node ACL

@ a e 57 X | @
Role Librarian w

World ¢

Control access to revision rules

b4 [«
L

7 X
v
v
v
X
w | )
| )

“w

bl

il

Ny
) 1)
N | K)

8 9

Use Access Manager to control user access to revision rules. You can limit read access to control the

users who can see and use a revision rule. You can use this technique to reduce the number of

inapplicable revision rules that are presented to ordinary users, or to restrict rules to certain groups of
users. You can use write access to control the users who can modify a revision rule.
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You can apply an access rule globally to all rules using a class revision rule or other attribute, (for
example, OwningGroup) if you created the revision rules appropriately. You can add object ACLs to
specific revision rules for exception cases. A typical default access rule and rule tree ACL follow:

Access rule:

HasClass (RevisionRule) -> Private Rev Rule ACL
OwningGroup (dba) -> Public Rev Rule

Private revision rule ACL:

This ACL prevents Teamcenter displaying privately created revision rules to all users. Only the
owning user and system administrator have access to the private rule. You can define an entry for
Owning User that gives access to all users in the owning group. Alternatively, you could add it as
an object ACL to the specific rule.

Owning User: Read, Write, Delete, Copy, Change
System Administrator: Read, Write, Delete, Change
World: No Read, No Write, No Delete, No Copy, No Change

Public revision rule ACL:

This ACL ensures that public revision rules are visible to all users. It also only allows users with

a configuration role or members of a system administration group to modify public rules. You
should control these permissions carefully, as unintended modification of revision rules can have
significant consequences.

Role = Configurator: Write
System Administrator: Write, Delete, Change
World: Read, No Write, No Delete, No Copy, No Change

Example of controlling access to effectivity

This example shows how to configure the Access Manager rule tree to control who can create, modify,
or delete effectivity on a release status object. It also explains how the Access Manager effectivity
protection is configured and used. Effectivity protection provides a method of preventing modifications
to an existing effectivity.

In the example, Company X would like to allow people in the role of engineering planner or supervisor/
charge person to be able to create, modify, or delete the effectivity of in-work and pending release status
objects. If the release status object is anything other than in-work or pending, no effectivity can be
created against that object. Once the effectivity is created, Company X would like to lock it so it cannot
be changed, or it can only be changed by a select group of users.

Add the following rules (those in bold) at the bottom of the rule tree:
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_ 3. Controlling access to working data

Has Class(POM_object)

Has Class (ReleaseStatus) —> WorldNoWrite
Has Attribute (ReleaseStatus:name=In-Work) —> CreateEffectivityUsers
Has Attribute (ReleaseStatus:name=Pending) —> CreateEffectivityUsers
Has Class (Effectivity) -> WorldNoWrite
Has Attribute (Effectivity:effectivity_protection=1) -> RemoveEffProtect

Has Attribute (Effectivity:effectivity_protection=0) —> Modify Effectivity Users

The ACLs used in the controlling effectivity example control who can set effectivity.
WorldNoWrite ACL

Denies write privilege to the world. It is applied to the Has Class (ReleaseStatus) and Has Class
(Effectivity) branches to prevent anyone from writing to release status or effectivity objects.

" 8 =2 X% D)8 Q@
World %

CreateEffectivityUsers ACL

Grants write privilege to the roles of engineering planner and supervisor/charge person. The ACL allows
users with any of these roles to create new effectivities.

(D 8 2 X% D8

Role Engineering
Planner qj
Role Supervisor/ Qf

Charge Person

AddEffectivityProtection ACL

Grants write privilege to the roles of DBA, engineering planner, and supervisor/charge person.
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The ACL allows users with any of these roles to modify any existing effectivity, as long as that effectivity
does not have effectivity protection set. It also allows them to set effectivity protection.

(0 8 2 X% YR8
Role DBA @;

Role Engineering

Planner véj
Group Supervisor/ Charge

Person W
RemoveEffProtect ACL

Grants write privilege to the roles of DBA and EffectivityProtectionRemover.

The ACL allows users with any of these roles to remove effectivity protection so the effectivity can be
edited.

(D 8 o 2 X % W D) 8@
Role DBA v5;.

Role EffectivityProtection v@l
Remover

Note:

* Any accessor in the CreateEffectivityUsers ACL that needs to create effectivities must also be
in the AddEffectivityProtection ACL. This is because to create effectivity you must have write
privilege to the release status and effectivity object.

* The Access Manager's role in the Owning Group accessor does not apply to nonworkspace
objects, so you must use the role accessor. This means any engineering planner or supervisor/
charge person can create and edit effectivity on any pending or in-work release status object.

Using sponsored authentication

Sponsored authentication overview

Sponsored authentication allows an application that is integrated with Teamcenter to log onto
Teamcenter using sponsored mode. This functionality uses two different user types:

* Sponsoring user
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_ 3. Controlling access to working data

Allows integration applications to access Teamcenter and perform a task. Audit log information
includes information about this user. This user belongs to the Sponsor group.

* Sponsored user

Creates and accesses data. This user has a license and a user ID. Audit log information contains
information about actions performed by this user.

Example of sponsored authentication

A typical example of sponsored authentication is when the sponsored user logs onto Teamcenter using
the credentials of the sponsoring user. All data creation and data access is performed by the sponsored
user. During the Teamcenter session, the audit log is populated with information about the sponsoring
user and the actions performed by the sponsored user. When the sponsoring user logs off the session,
the session is cleared for the sponsored user.

Before using the sponsored authentication functionality, you must:

* Define a new group, Sponsor, with its access rules and privileges (Is Sponsored Mode and Current
Group Is). Any member of the Sponsor group can sponsor end users (sponsored users). By default, all
Teamcenter users are nonsponsorable.

* Use the TC_POM_SPONSORED_USER environment variable to identify the user ID of the sponsored
user. To set this environment variable to set Joe Gordon as a sponsorable user, enter:

TC_POM_SPONSORED_USER=gordonj

Note:

After you set this environment variable for sponsored users, you can run Integration Toolkit
(ITK) command line utilities using the sponsoring user ID for the -u option:

utility name -u=sponsoring_user_id -p=password -g=group

The Integration Toolkit Function Reference is located in the Teamcenter documentation.

* To set a user as sponsorable, run the make_user utility. For example, to make Joe Gordon of the
Engineering group a sponsorable user, enter:

make_user -u=gordonj -p=gordonj -g=engineering -sponsorable=1 -update
Security logs track events

Actions performed by both the sponsored user and sponsoring user are logged in the Security Logs on
the Audit Logs tab in Audit Manager.
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Security logs track events _

Logged Date Event Type Mame  Object Type  Object Mame  Logn User ID  Logen Group Mame  Role Name
= Security Logs
I.oggnl I}’lﬂ' Ewent Type Name Primary Object Il Object Type  Object Marme  UserID  Sponsoring Leer D Geaup Mame llj
25-Mlar- 2005 14:35 FriddBemowe_User_From_P u 'I'C}'mj(ct Hx mrd . .inloﬂﬂ . glﬂ OF
4 m J »

Secandary Audnt Lags: Sebect primary audit record ta display logs.
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4. Controlling access to in-process data

About controlling access to in-process data

Access privileges to data that is in process (data that is the target in a workflow process) are controlled
using the In Job rule condition. Unlike other rule conditions, you do not associate an access control

list (ACL) directly with the In Job condition. If the condition is evaluated as being true, the system
applies the ACL associated with the current task in the workflow process. The system uses the EPM-set-
rule-based-protection handler to determine the appropriate ACL to be applied.

Note:

If you associate ACLs directly with the In Job condition, they are ignored when the rule tree is
evaluated. Only ACLs associated with the workflow process are used to grant access.

The EPM-set-rule-based-protection handler passes information to Access Manager to determine which
named ACL to use while the associated task handler is current or started. For example, if this handler

is placed on the Start action of a Review task, when the task starts, the named ACL specified in the
handler's argument is the ACL used by Access Manager to determine access rights for the target objects
of the workflow process. The ACL is applied to the task and all subsequent tasks in the workflow process
unless it is changed by another instance of the EPM-set-rule-based-protection handler or the process
completes.

If the EPM-set-rule-based-protection handler is not defined, the system uses the workflow ACL. The
current workflow ACL stays in effect until the same workflow sets another ACL later in the process or the
process completes.

Workflow ACLs are created in the Workflow Designer application within the context of a specific task and
are considered an attribute of the task.

Workflow accessors and privileges

In addition to the In Job rule condition, the following accessors and privileges are used to control access
to in-process data:

Workflow accessors
» Approver (RIG)

Users who are members of a sign-off team in a workflow process with a specific role in a specific group
(RIG).
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Note:

This accessor is used only in workflow ACLs and must match the signoff role-in-group
requirements for the release level associated with the workflow ACL.

* Approver (Role)

Users in a specific role who are members of a sign-off team in a workflow process.

Note:

This accessor is used only in a workflow ACL.

Approver (Group)

Users in a specific group who are members of a sign-off team in a workflow process.

Note:

This accessor is used only in a workflow ACL.

Approver

Users who are members of a sign-off team in a workflow process regardless of their role and group.

Note:

This accessor is used only in a workflow ACL.

¢ Task Owner

User who is granted privileges for the task's target data.

* Task Owning Group

Group that is granted privileges for the task's target data.
Responsible Party

Users responsible for performing a particular task. This ensures that only the user assigned as the
responsible party is given privileges to the task's target data.

Workflow privileges

* Promote
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Specifies whether the accessor is authorized to move a task forward in a workflow process.
* Demote

Specifies whether the accessor is authorized to move a task backward in a workflow process.

Workflow ACL example

The ApprovalACL ACL grants privileges to sign-off team members using the World accessor (all users)
and the Approver(RIG) accessor.

(0 8 oo 2 X % O DS @A

Approver(RIG) Engineering Manager in Qf
high_performance

World ¢ X X X X X & X

The World accessor is explicitly granted read and copy privileges and is explicitly denied write, delete,
change, promote, demote, and change ownership privileges.

The Approver(RIG) (Engineering Manager in the high_performance group) is explicitly granted
promote privileges.

In addition, the privileges set for the World accessor (with the exception of the promote privilege) are
implicitly inherited by the Approver(RIG) accessor.

Parallel task and parallel process ACL conflict resolution

When multiple workflows set named ACLs concurrently, the logical OR applies to the competing
workflow ACLs. To determine privileges allowed to a user of an object in process, the system uses a
simplified processing scheme.

All ACLs associated with the object in the workflow process are taken into account.
* When one ACL grants a privilege, access is granted.
* When no ACL grants a privilege, but one or more ACLs denies it, access is denied.

* When no ACL grants or denies the privilege, access is neither granted nor denied.

Workflow access examples

The following examples illustrate possible scenarios in which two tasks compete to apply privileges to
the same target object.
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Scenario 1

The user is a member of Group B.

The Task 1 named ACL grants The Task 2 named ACL
read privileges to Group A. grants read and write
privileges to Group B.

Scenario 2

The user is a member of Group B.

The Task 1 named ACL grants The Task 2 named ACL
read privileges to Group B. grants read and write
privileges to Group B.

Scenario 3

The user is an approver on Task 2.

The Task 1 named ACL grants The Task 2 named

read privileges to the Approver ACL grants read and

accessor. write privileges to the
Approver accessor.

Scenario 4
The user is an approver on Task 1 and Task 2.

The Task 1 named ACL grants The Task 2 named

read privileges to the Approver ACL grants read and

accessor. write privileges to the
Approver accessor.

Scenario 5
The user is the responsible party on Task 2.

The Task 1 named ACL grants The Task 2 named
read privileges to the Approver ACL grants read and

accessor. write privileges to
the Responsible Party
accessor.

Scenario 6

Result: The user is granted read and write
privileges.

Result: The user is granted read and write
privileges.

Result: The user is granted read and write
privileges.

Result: The user is granted read and write
privileges.

Result: The user is granted read and write
privileges.

The user is the responsible party on Task 1 and an approver on Task 2.

The Task 1 named ACL The Task 2 named
grants read privileges to the ACL grants read and
Responsible Party accessor. write privileges to the

Approver accessor.

Scenario 7

Result: The user is granted read and write
privileges.
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The user is the responsible party on both tasks.

The Task 1 named ACL The Task 2 named Result: The user is granted read and write
grants read privileges to the ACL grants read and privileges.
Responsible Party accessor. write privileges to
the Responsible Party
accessor.
Scenario 8

The user is a member of the task_owner_group group on Task 1 and is a member of the
approver_group group on Task 2.

The Task 1 named ACL The Task 2 named Result: The user is granted read and write
grants read privileges to the ACL grants read and privileges.
task_owner_group group. write privileges to

the approver_group

group.
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5. Controlling access to scheduling data

Schedule Manager enables you to plan and track activities in Teamcenter. You can configure Access
Manager rules to control which users have the privileges required to access scheduling objects in the
database.

The Access Manager rule tree provides default rules for scheduling objects.

.. Has Class(POM_object)

.\ Has Class(POM_application_object) —> Working

" Has Class(ltem)

. Has Type(Schedule) —> Scheduling Objects

.\ Has Class(Form)
.. Has Type(ScheduleTaskRevision Execution) —> Scheduling Execution Objects
. Has Type(ScheduleTaskRevision Scheduling) —> Scheduling Objects

.. Has Type(SchMgtCostForm) —> Scheduling Objects

The following access control lists (ACLs) are used in the default rules to control access to scheduling
objects:

* Scheduling Objects
* Scheduling Fixed Cost
* Scheduling Execution Objects

The Scheduling Objects ACL controls access to most scheduling objects and is configured as follows.
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D &

Owning User

Role Resource Graph Viewers
System Administrator

Public Schedule

World

X 4 4 4 <% 3

X X

The Scheduling Fixed Cost ACL controls access to costing forms in a schedule and is configured as
follows.

(0 8 e 2 X % W) D)8 @ @
World X x x

The Scheduling Bill Rate ACL controls access to the billing rates. Only users with the CostDBA role can
change the overall user rates and define rate modifiers, unless you change the ACL.

(D 8 o 2 X % w0 I 8 Q@ H
Role CostDBA ¢ @ @
Group dba ¢ w w
World ¢ x x

The Scheduling Execution Objects ACL controls access to execution objects. Execution objects contain
data associated with tasks, such as the actual start date, actual end date, work complete, and percent
complete.

D o

Owning User

v
Role Resource Graph Viewers

System Administrator

44 4% ¢
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Public Schedule *f
World x x x
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6. Configuring external group security

If you have multiple contractors/suppliers, also referred to as external groups, you want to ensure that
one contractor/supplier cannot see another. When defining external groups, set the group security to
External. For example, members of external groups, such as a supplier, can only have access to data in
their group.

Note:

If you create subgroups under the external group, you must set security to External for each
subgroup.

== Organization

== Oraanization | | & BxtGroup1
+ I BIW Planner

= & Enaineering Name:
) _— . t 1
+Ip Project Administration BdSrovp

= & Simulation Administratiof Description: |Contractor 1 with external security,
B Sponsor

+ B Validation Administration]
# &5 dba

=& system -
# & ExtGroup| SECUrIWIEnernaI

DBA Privilege: | |

Default Volume: [& 7
Default Local Volume: (% 7

Owning Site:

£

[w)

To enforce this security, you can configure Access Manager rules to hide external groups, group
members, and users from each other by using the following conditions:

¢ |s User External

If the user being evaluated is external, you can create an ACL condition that would deny read access.
This would deny read access other external users.

A Access Manager =2

T Has Class{ POM obiect )
. Current Group Is{ Sponsor ) -> Sponsors

) Has Bypass( true ) -> Bypass Condition: ||s User External v

=H42 Is Current Group External( true )
=% Is GrouoMember External( true ) -> isGMExtemal Value: |trye v
. % Is Member Grp Same As Curr Grp( true ) -» isGMGrpSame

-1 Has Class( Groun ) Named ACL

=2 Has Class( User ) o
=12 Is Current Group External( true ) ACL Name: isUserExternal ¥ mgx e

5% s User External( rue.) - isUserExternal I s B I
2 Is User In Current Group( true ) -> isUserSame £ | &8 |"“" Ld |X| | ‘l n?‘--llﬁ'llul --'l
- > Has Class{ POM apolication obiect ) |Groups with Security _ |External | X
# 1 Has Class( POM obiect ) -> System Obiects |Groups with Security_|internal ¥ | | I | | | |
=\ Has Class( WorkspaceObiect ) r - '
=% Has Class( SavedSearch )

* Is User In Current Group

If the user being evaluated is a member of the current group, you can create an ACL condition that
would give read access to the world.
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% Access Manager 3

it Has Class POM obiect ) -
- Current Group Is{ SDONSor } - = SDONSOTS =
* Has Bypass( true ) -> Bypass Condition: v
] Current Group External( true ) _IS Uset InCuTent Group
Is GrouoMember Externall true ) - > isGMExternal Value: trye v
14 Is Member Grp Same As Curr Grp( true ) -> isGMGrpSame —
- Has Class{ Groun ) Named ACL
= s Class( User ) I e
Current Group External{ true ) ACL Name:|isliserSame ¥ |_| |?
s User, Exiernalr e ) o> lsU:erEmmal "
ClsU (= ? 8 I-'IJI*'\’*I ‘-Ilﬂl ILB‘IIUIIJIE Iulv’ |~
Waorld

* Is Current Group External

Use this condition to determine if the current logged in user's group has External security

4 Access Manager =

T Has Class( POM obiect )

- Current Groun Is{ Sponsor ) - Sponsors
Has Bypass( true ) -> Bypass

| Condition: w
\ 15 Curent Group External( true | | |Is Current Group External
W IgGroquember External( true ) -» isGMExternal | Value: | rrye v
= Is Member Grp Same As Curr Grp( true ) - > isGMGrpSame
+ Has Class( Group ) | | Named ACL
Has Class{ User ) T
=% Is Current Group Externall true ) ACL Name:| isCurrentGroupExternal hd |_| x| %
Is User Externall true | -> isUserExternal
"\ Is User In Current Group( true } -> isUserSame |

,‘ Has Class{ POM apoplication obiject )
: = Has Class{ POM obiect ) -> System Obiects
=1} Has Classf WorkspaceObiect )

I 53 R S

* Is Group External

Use this condition to determine if the group being evaluated has External security.

% Access Manager =i

E Has Class( POM obiect )

‘ Current Group Is{ Sponsor ) -> Sponsors =
Has Bypass( true ) -> Bypass

Condition; -
s Current Groun Externai( true | I5 Group Extemna)
Uk Is GrouoMember Externall true | - > isGMExtemal Value: [rye v
% Is Member Grp Same As Curr Gro( true ) -> isGMGrpSame e
Has Class( Group )

Named AC| .|’_
Is Current Group External( true )

 Externall true ) -> isGrounExternali ACL Name: ,ISGYOUDEITelnal ¥ |_| |?i o
s Group Same As Current Group( true ) -> isGroupSame .
= Has Class( User ) | & " 8 |L"||-’ *”“’- "‘" :l b" B
-3 Is Current Growp External( true ) » X

" Is User External( true | -> isUserExternal g,gﬂgﬁ mgn 2223{:}: E“t‘frrr'.]:.' ‘ | ;

o — & Is User In Current Group( true } - > isUserSame o
=i Has Class( POM apolication obiject )
%% Has Class( POM obiect ) -> System Obiects

* Is Group Same As Current Group

When the external group being evaluated is the same as the current logged in user's group, only then
read access is allowed.

“ Access Manager =2

e Has Class( POM obiect ) i";_‘-.
- w Current Group Is{ Soonsor ) -» Sponsors |
% Has Bvpass( true ) -> Bvpass | Condition:
Current Group External( true )

Is Group Same As Current Group v

Value: |trye v
"3 1s Member Grp Same As Curr GrD( true ) -> isGMGrpSame
=1 Has Class{ Group ) Named ACL
A I5 Current Group External( true ) . - —
) Is Group Extemal(true ) -» isGroupbxternal .| | ACL Name:|isGroupSame v E e
15 Groun Same. As Current Group( true ) -> isGrounSame - - y
' Has Class{User ) S s R R R ST R 2
=% Is Current Group Externall true ) 'World | | | | [ |
2 Is User External( true ) -> isUserExternal B o : - D .
-4 Is User In Current Groun( true ) -> isUserSame

* Is Group Member External
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If the group member being evaluated has external security, then you can create an ACL condition to
deny other external group members access.

‘b Access Manager &

E Has Class( POM obiect )
+ Current Group Is{ Sponsor ) - Sponsors
Has Bypass( true )} -> Bypass

BTG Member Externall fus]
"% Is Member Grp Same As Curr Grp( true ) -> isGMGrpSame
29 Has Class{ Group )
|. Is Current Group Externall true )
» Is Groun Extemal( true } -> isGroupExternal

1 Is Group Same As Current Groun( true ) - > isGroupSame
DRV Has Class( User )

B Ig Current Group External( true )
‘e |s User External( true ) -> isUserExtemal

- = Is User In Current Groun( true | -> isUserSame
[#1 Has Classl POM apolication obiect)

* Is Member Group Same As Current Group

:CG"diri""i Is GroupMember External v
Value: {rye w
Named ACL
ACL Mame: isGMExtemal v | e
[ o

Groups with Security _[External | | |
Groups with Security _|Internal \f

[ 8 |- I"I""'I‘I"IIDIP'IIUIJII“'

If the group of the group member is the same as the current logged in user's group, then you can
create an ACL condition to allow read access.

A Access Manager I

'J‘ Has Class{ POM obiect )
- Current Groun Is{ Sponsor ) -» SDONsors
. Has Bypass{ true ) -> Bypass
=LA !s Current Group External( true )
= s GroupMember Externall true | <> sGMExtemal

- {ls. Member Grp Same. As Cum Grol true ) <= isGMGroSame:!
as Class( Groun )

s Current Group External( true )
Is Group Extermal( true ) -> isGroupExternal

1 Is Group Same As Current Group( true ) -> isGroupSame
as Class{ User )

5 Current Group External( true )

‘e Is User External( true | -> isUserExternal

= 15 User In Current Grouof true § -= isUserSame

o

Condition: |s Member Grp Same As Curr Grp v

Value: trye

v

Named ACL

ACL Name; isGMGrpSame v |_||X—iﬁ!:
L2 [ 8 [=xB>ekejedms]E
Waorld M= T
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7. Configuring security for remote export
and remote checkout

You can gain access to the target data of tasks in your remote inboxes by using the Remote Checkout
option or by using the Remote Export option.

The Remote Checkout option provides access to modifiable replicas of the target data associated with
the tasks assigned to you. It gives you write access to the replica object and also prevents other users at
other sites from modifying the object before you can complete your changes. A reservation is created on
the master copy at the owning site. This reservation not only prevents other users from checking out the
master copy but also prevents them from transferring site ownership by effectively placing a lock on the
master copy.

The Remote Export option allows you to read-only replicas of data or to transfer site ownership of the
data required to perform your tasks.

The Remote Checkout and Remote Export options require that certain Access Manager (AM) rules be
configured for both the user performing the operation and for the target remote sites.

AM rules related to Multi-Site Collaboration activities are specified in the Import/Export ACL, which is
configured as follows.

World Qf qf b4 qf
Remote Site Qf x

The export and transfer out privileges apply to local users at a local site using the Remote Checkout and
Remote Export options. The import and transfer in privileges apply to the remote site that is the target
of the operation.

For remote workflow operations, you can create AM rules using the In Job condition and the Import/
Export ACL.

The Import/Export ACL grants the following privileges:

* All users have export privileges, which means that anyone can export an object without transferring
ownership.

» All remote sites can receive the objects being sent by the operation (import privilege).

» Transfer of ownership is not allowed to any remote site. The transfer in privilege is denied.

7-1



_ 7. Configuring security for remote export and remote checkout

7-2 Security Administration, Teamcenter 2412
© 2025 Siemens



8. Configuring group-level security

About configuring group-level security

Groups represent collective bodies of users (group members) who share data. Group members are
assigned functional roles within a group. Users can be assigned multiple roles within a group and they
can also be members of multiple groups. Groups and users roles within groups can be used as the basis
for granting access to data in Teamcenter.

Groups can be arranged in a hierarchy, which provides a powerful way of defining access rules for
high-level groups that are then implicitly inherited by groups that are lower in the hierarchy. However, if
access is explicitly defined for a lower level group that is also subject to implicitly inherited access rules,
the explicitly defined access rules override the implicitly inherited rules for that group.

Note:

Group inheritance does not apply to the Owning Group accessor type.

To better understand the examples, you should first understand the rule conditions, access control lists
(ACLs), and accessors that comprise the Access Manager rules, as well as the groups and their specified
security levels that are used in the examples.

Rule condition Description

Owning Group Has Security Evaluates whether the owning group of the object has a
security string. This condition is true only if the security
value of the owning group is equal to the value of this
condition.

Owning Group Evaluates whether the object is owned by the group
specified in the group-name argument of the condition.

Wildcard characters can be used with the Owning Group
condition to allow you to define rules applying to a

group and all its subgroups. For example, assume that the
Design group has two subgroups: Analysis.Design and
Development.Design. By defining a value for the Owning
Group condition using a wildcard, you can define a general
rule to control privileges to all data owned by the Design
group and its subgroups.

Note:

Subgroup names, when displayed out of the context
of the tree structure, are formatted with the lowest
group in the hierarchy listed first and the highest
group listed last. For example, the subgroup name
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Rule condition

ACL

internal_group_acl

Accessor

Owning Group

Groups with Security

Groups

Design
Development
Manufacturing
Supplier 1
Supplier 2

Description

Analysis.Design indicates that the Design group is a
parent of the Analysis subgroup.

For example:

" Owning Group(“*Design) —> design_group_acl

Description

Grants read and modify privileges to the group that owns
the data, grants read privileges to other internal groups, and
denies privileges to external groups.

Description

Group that owns the object. Usually, it is the group of the
user creating the object. Additional privileges (for example,
write) may be granted to the owning group, because it is
common for users to share data with other members of their

group.

Users who have the given security value, either Internal or
External. This value is used to distinguish between groups
in the parent company (internal) and suppliers (external).

Security level
Internal
Internal
Internal
External

External

Example of configuring security to prevent suppliers from viewing

internal data

In this example, access to data owned by internal groups is granted to users in internal groups, but

access is denied to external suppliers.

Use the following rule that specifies privileges for all data owned by users who are members of internal

groups:
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Example of configuring security for data owned by a supplier (external data) _

.. Owning Group Has Security(Internal) —> internal_group_acl

The internal_group_acl ACL controls read access and also allows the owning user to modify access
privileges (define object ACLs for exceptions to the rule-based security).

Owning Group vﬁﬂ vﬁﬂ

Groups with Security Internal v@ﬂ

Groups with Security External x

Example of configuring security for data owned by a supplier
(external data)

In this example, read access to data owned by a specific external supplier is granted to users in internal
groups, and access is denied to external groups other than the owning group. The external owning
group, supplier, has read and write access to their data.

Use the following rule that defines privileges for all data owned by users who are members of external
groups:

1.2 Owning Group Has Security(“External”) —> external_group_acl

The external_group_acl ACL controls read and write privileges for the owning group and grants read
privileges to internal groups. External groups are denied read privileges.

D 8 7
Owning Group vﬁﬂ

Groups with Security Internal

X 4 4 @

Groups with Security External

Example of configuring supplier security using hierarchical groups

The security implemented in Example of configuring security to prevent suppliers from viewing internal
data and Example of configuring security for data owned by a supplier (external data) can also be
implemented by using the Owning Group condition to define a security rule granting all internal users
read privileges to data owned by internal groups. To do this, you must first create a hierarchical group
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_ 8. Configuring group-level security

structure (using the Organization application) with one root group containing all internal groups and
another root group containing all external groups.

Z= (rganization

-5 Enginesring

g5 ExternalGroups
@ Supplier1

@ Supplier2

-8 InternalGroups

- f5 Design

- i Development

- f5 Manufacturing

Based on this hierarchical group structure, you can grant all internal groups read privileges to company-

owned data and deny supplier groups read privileges to company-owned data by writing the following
rule:

.. Owning Group(“*InternalGroups”) —> group_read_acl

F

X a oo | 2 X % W) I 8 Q
Owning Group VW VW

Group InternalGroups v@u
Group ExternalGroups x

You can set the Owning Group condition to define a security rule that grants all external users read

privileges to data owned by external groups. Again, this method requires the appropriate hierarchical
group structure.

.. Owning Group(“*ExternalGroups”) —-> suppliers_acl

F

(0 8 o 2 X % v D& @
Owning Group Qf Qf

Group InternalGroups vp

Group ExternalGroups x
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security)

Example of configuring security for special project data using
hierarchical groups (fully restrictive external group security)

In this example, ABC Part Company wants to implement a strict security rule to protect some of the data
owned by one of their suppliers. To do this, they extended the hierarchical group structure.

Z2 Organization

F-f5 Engineeting

El-f5 ExternalGroups

-5 suppliers

. E-5 Supplier]

. E-g5 Supplierz

5 & suppliersExclusive
F-f5 supplierl
F-f5 supplierz

.

Note:

Subgroup names, when displayed out of the context of the tree structure, are formatted with
the lowest group in the hierarchy listed first and the highest group listed last. For example, the
subgroup name Analysis.Design indicates that the Design group is a parent of the Analysis

subgroup.

Based on this hierarchical group structure, the following rule can be defined to prevent access to supplier
data by users who do not belong to the specific supplier group:

.. Owning Group(“*.SuppliersExclusive.*") —> suppliers_exclusive_acl

Note:

To make the restricted security of this rule work effectively, the supplier group must only transfer
existing data and create new data when they are logged on as a member of one of the subgroups

of the SuppliersExclusive group.

The suppliers_exclusive_acl ACL has the following definition.

w S o 2 X % Y DS @ @
Owning Group W 9"
Group InternalGroups x

Group ExternalGroup X
s
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Tip:

The security implemented in this example can also be achieved by using the In Project condition
and adding the data to be protected to a special project.

8-6 Security Administration, Teamcenter 2412
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9. Configuring security for project and
program data

About configuring security for project and program data

Project-level security refers to a security scheme based on a combination of projects and access rules
in Teamcenter. Projects are entities that correlate groups of users, potentially at different physical sites,
with the data associated with a given project or subset of a project.

Program-level security refers to a security scheme based on a combination of projects that are
configured to use program security and the corresponding program access rules in Teamcenter.

What are projects and programs?

Projects and programs organize data and are the basis for granting data access to project and program
team members. The following concepts apply to projects and programs:

* Only privileged team members or regular team members who are explicitly granted
ASSIGN_TO_PROJECT or REMOVE_FROM_PROJECT privileges can assign data to and remove data
from projects and programs.

The TC_project_validate_conditions preference controls which team roles and access privileges are
required to add and delete projects.

* Project and program names must be unique within your site. Projects and programs cannot have the
same name as any group at the site.

» Data can be assigned to or removed from projects and programs manually or automatically when the
data item is created, and items can be assigned to more than one project or program.

* Propagation rules define the associated data that is implicitly assigned to a project or program when a
primary item is assigned to the project or program.

* Allitems in a complete product structure can be assigned to a project or program using the
update_project_bom utility.

* Ownership of data can be assigned to a project or program by configuring the autoAssignToProject
extension in the Business Modeler IDE.

* Creation and maintenance of data can be restricted to within the context of a program.
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_ 9. Configuring security for project and program data

Note:

When the program security attribute on a project is set to true, the project is considered to be a
program and is subject to program-level access rules.

Programs offer all the basic features of projects, but in addition you can:
* Control access to program data at a higher level than typically applied to project data.

* Share data between programs by assigning the data to multiple programs.

What are groups?

Groups organize users and play an important role in access control for projects and programs. The
following concepts apply to groups:

» Access to data is generally determined based on the owning group.

* Groups can be categorized as being Internal or External. This allows you to differentiate between
internal users and suppliers when granting data access. It also allows you to protect supplier data
from being accessed by unauthorized internal users or by other suppliers.

* Groups can be structured in a hierarchy that allows access controls to be inherited by subgroups,
because members of subgroups are implicitly members of the parent group on which the access
controls are implemented.

Note:

Groups are defined and maintained using the Organization application.

Assigning security classification on a workspace object

You can use the Business Modeler IDE to create a custom form (for example, ADA Form) containing
security classification properties that can be used in a workflow to set classification on an object. The
workflow administrator creates a workflow that copies the classification value from the custom form to
the target object.
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Overview of applying project and program security (Access Manager) rules _

& Test ADA Form 555
B ADA Form -
Gov Classification: |secret ||
IP Classification: super-secret ||

Value

© secret

o top-secret

[ Save and Check-In l[ Save ][ Cancel Check-Cut l[ Close ]

The workflow designer configures the task template to:
* Display the custom form using the EPM-display-form handler.
* Create and relate the custom form to the EPM task using the EPM-create-form handler.

* Copy the classification value from the custom form to the target object using the EPM-set-property
handler.

Applying project and program security (Access Manager)

Overview of applying project and program security (Access Manager) rules

Project administrators with DBA privileges can extend the default security rules, which grant read access
to project or program data to members of the project or program team, on a project-by-project or
program-by-program basis.

Note:

Project administrators with DBA privileges only have access to the % .In Project() —-> Projects
branch of the rule tree.

Using the Project branch in the rule tree, you can:
* Grant or deny access to a particular group of users by applying the Owning Group condition.

» Grant or deny access to groups of users based on the group's categorization as internal (OEM) or
external (supplier) by applying the Owning Group Has Security condition.
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_ 9. Configuring security for project and program data

Grant access to data assigned to projects by applying the In Project condition.

Note:

This rule is applied by default to any object assigned to an active project.

Grant or deny access to users based on their membership in a project by applying the Is Project
Member condition.

Grant or deny access to users based on their membership in a program by applying the Is Program
Member condition.

Deny users access to data if the owning program is not the active program in the user's session by
applying the In Current Program condition.

Deny users access to data if the owning program is inactive by applying the In Inactive Program
condition.

Deny users access to data if the owning program is invisible by applying the In Invisible Program
condition.

Grant or deny access to program data by applying the Is Owned By Program condition.

Preferences related to project and program security

The preferences in the following table affect the way that security rules are evaluated for data in projects
and programs.

Preference Description

AM_PROJECT_MODE Determines whether the system evaluates roles in all active
projects or whether only the role in the user's current project
is evaluated.

TC_project_validate_ Determines how the Assign to project and Remove from

conditions project access privileges are validated in conjunction with

privileged membership validation.

Default security rules for project and programs administration

Access rules for projects and programs

The Access Manager rule tree delivered as part of the standard Teamcenter installation includes the

f

ollowing rules related to programs and projects:

 Is Project Member(true) —> Project Objects
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In Current Program rule _

* In Project() —> Projects

* Is Program Member(true) -> Not Program Member
* In Current Program(false) —> Not Current Program
* In Inactive Program(true) —> Inactive Program

* In Invisible Program(true) —> Invisible Program

Is Owned By Program() —> Projects

In Current Program rule

The "} In Current Program(false) -> Not Current Program rule denies write, delete, change, and
export privileges to users if the owning program of the data is not the active program for the user's

session.

The Not Current Program ACL denies the privileges to the data in a program, as follows.

(D L e 2 X % 8
Read

World x x x x

The World accessor denies write, delete, change and export privileges to users if the owning program of
the data is not the active program for the user's session.

In Inactive Program rule

The % In Inactive Program (true) —> Inactive Program rule denies write, delete, change and export
privileges to users if the owning program of the data is in the inactive state.

The Inactive Program ACL denies write, delete, change and export privileges to the data in the program,
as follows.

(D 2 oo | F2 X % G
Read

World x x x x

9-5



_ 9. Configuring security for project and program data

The World accessor denies write, delete, change and export privileges to users if the owning program of
the data is in the inactive state.

Is Program Member rule

The . Is Program Member(false) —> Not Program Member rule denies read access to users if the user
is not a member of the owning program or shared program.

The Not Program Member ACL denies read access to the data in the program, as follows.

(D 8 o 2 X % ™ DS @

Read

World 3(

The World accessor denies read access to users if the user is not the member of the owning program or
the shared programs.

Note:

This rule evaluates to true when the object is owned by a program and the session user is
member of the object owning program. Program is basically a project with “program level security”
turned on. When the autoAssignToProject extension is configured and a program is set in the
session, then any object created in that session is owned by that session program. This makes the
Is Program Member condition apply to the object. It evaluates to true if a given session user is a
member of the program.

In Invisible Program rule

The % Is Invisible Program (true) —> Invisible Program rule denies read access to users if the owning
program of the data is in the invisible state.

The Invisible Program ACL denies read access to the data in the program, as follows.

(D 8 |« 2 X % Y D)8 @

Read

World ><

The World accessor denies read access to program data if the program is in the invisible state.
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In Project rule

The . In Project() —> Projects rule grants access to data assigned to projects. This default rule is
applied to any object that is assigned to an active project.

The Projects ACL grants read privileges to the data in a project, as follows.

(D 8 o 2 X % Y D8 @I

Read
Project Teams Qf

The Project Teams accessor gives all team members read privileges to the data in a project. For
example, if the Design, Validation, and Documentation groups are selected as a project team, the
Project Teams accessor grants privileges to all members of each group; therefore it is not necessary to
use the Group accessor to grant privileges to each group individually.

The project administrator can create or modify project security rules to meet the requirements of a
specific project by creating a new named ACL for the project or by adding rules under the In Project
condition in the rule tree. Project administrators can modify rules using Project.

Note:

Only an administrator with privileges to use Access Manager can change the placement of the
In Project rule in the AM rule tree. They can also modify the order of the child nodes of the In
Project branch of the rule tree.

Is Project Member rule

The .\ Is Project Member(true) —-> Project Objects rule specifies whether the user's membership in the
project is evaluated. This condition is true only when the user is a current member of the project.

Note:

The Is Project Member(true) —> Project Objects rule can only be modified by an administrator
using the Access Manager application. It cannot be modified from the Project application.

The Project Objects ACL grants project administrators and project team administrators privileges to
modify projects in which they are members. These privileges apply to the project metadata, not to the
data assigned to projects.

The ACL is defined as follows.
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Accessor Type Accessor ID Read Write Delete ' Change Change
Ownership

Owning User vﬁﬂ vgﬂ vﬁﬂ vgﬂ vﬁﬂ

Regular project
member

Administrator project
member

Team Admin project
member

Privileged project
member

World

X 4 4 4 <

Note:

You can modify the Project Objects ACL to meet the project access requirements at your site.

Is Owned by Program rule

The .. Is Owned By Program() —> Projects rule grants or denies access to data based on program or
project ownership.

The Projects ACL grants read access to the data in the program, as follows.

D 8 o« 2 X % o DS Q@A

Read
Project Teams v@

The Is Owned By Program rule can be configured to Enable the exchange of Aerospace and Defense
program data between databases. Exchanging program data requires that the user initiating the import
or export is a member of the program to which the objects being exchanged are assigned.

Project-level security based on groups

Project-level security is more flexible than group-level security, because data can be added to and
removed from projects without requiring the data properties to be changed or the ownership of the data
to be transferred from one group to another. However, projects can be used in conjunction with groups
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Introduction to granting user-based access to project data _

when developing a security solution. Access controls based on projects and groups can be applied in a
Multi-Site Collaboration environment.

Typically, three Access Manager rule conditions are applied to grouped data when configuring project-
level security:

* Owning Group(group-name)

Defines security on data based on group ownership and hierarchical group behavior, which dictates
that subgroups inherit the access controls defined for parent groups.

* Owning Group Has Security(group-name)

Defines security on data based on ownership by groups with a specified security categorization, either
Internal or External.

* In Project(project-id)

Defines security on the data owned by multiple groups with different security categories.

Granting user-based access to project data

Introduction to granting user-based access to project data

To better understand the examples, you should first understand the rule conditions, access control lists
(ACLs), and accessors that comprise the Access Manager rules used in the examples.

Note:

Rule conditions and accessors are supplied as part of your Teamcenter installation. The ACLs
described in this section must be created manually; however, the Projects ACL, which is associated
with the In Project rule condition, is delivered as part of your Teamcenter installation. This ACL
grants read access to project teams.

Rule condition Description

In Project Specifies a project to which the object must be assigned.
The condition is evaluated as being true when the active
project to which the object is assigned matches the project
specified for this rule condition. If you use an empty string
as the value for this condition, the condition is deemed true
if the object is assigned to any active project.

In Current Project Specifies the project ID against which the object is
evaluated. The condition is evaluated as being true when
the object is in the current active project of the logged-on
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Rule condition Description

user, and the project ID of the current project matches the
value for this condition.

ACL Description

project_acl Grants read privileges to the Project Teams accessor.

current_project_acl Grants write and delete privileges to the Project Teams
accessor.

world_read_revoked_acl Denies read access to project data to any user who is not a

project team member.

combo_project_acl Grants read privileges to the Project Teams accessor and
grants write and delete privileges to the Current Project
Teams accessor.

Accessor Description

Current Project Teams Users who are members of current project teams. Applicable
only when the object is in the current project of the team
members and the current project is active.

Project Teams Team members in any active project to which the object is
assigned.
World All users regardless of group, role, or project membership.

Configuring user-based access to project data

The ABC Part Company wants to secure their design data to grant members of project teams access to
the data assigned to a new project. Users who are members of any project should have read access

to the new project data. However, write and delete access must be restricted to users who are actively
working on the new project. There are two options for accomplishing this security objective: option

1 implements three rules based on the In Project() condition with corresponding ACLs. Option 2
implements one rule based on the In Project() condition and a single ACL that grants privileges.

Option 1
. In Project() —> project_acl
. In Project() —> current_project_acl

. In Project() —> world_read_revoked_acl




Configuring user-based access to project data _

The " In Project() —> project_acl rule is placed higher in the rule tree than the In Project() —>
current_project_acl rule; therefore, it is evaluated first, as shown in the flowchart.

Note:

The In Project condition can specify a project. However, in this example the value is null;
therefore, the object is evaluated for membership in any project.

If the conditions for the In Project() —> project_acl rule are met, the .} In Project() ->
current_project_acl rule is evaluated. The current_project_acl ACL defines privileges for a single
accessor, Current Project Teams.

If the user accessing the data is not a project team member, the . In Project() ->
world_read_revoked_acl rule is evaluated. The world_read_revoked_acl denies read access to any
user who is not a project team member.

Is object Agply the
assigned to project_acl
ACL

project?

. . Apply the
Deny access Is object assigned current_project_acl
to project? acL

Is object assigned
to user's current
active project?

Grant write
and delete
access

Deny access

Apply the
world_read_
revoked_ acl

ACL

h

Deny read
access
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Option 2
% In Project() —-> combo_project_acl

The "\ In Project() -> combo_project_acl rule is evaluated, as shown in the flowchart,

Note:

The In Project condition can specify a project. However, in this example the value is null;
therefore, the object is evaluated for membership in any project.

The combo_project_acl ACL is then evaluated if the object is assigned to a project. The
combo_project_acl ACL defines privileges for two accessors, Current Project Teams and Project
Teams.

Is object Apply l.he
assigned to a combo_project_acl
ACL

project?

Current Project
Teams accessor
Is object assigned Grant write
Deny access to user’s current, and delete
active project? access
Project Teams
dCCess0r
Is object
assigned
iect i i rant r
ta praject in which G&?cce:sad
user is team
member?

Deny read
access
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Overview to granting role-based access to projects

Granting role-based access to projects

Overview to granting role-based access to projects

To better understand the examples, you should first understand the rule conditions, access control lists
(ACLs), and accessors that comprise the Access Manager rules used in the examples.

Rule condition

In Project

ACL

role_based_acl

Accessor

Role in Projects of Object

Role in Project

Description

Specifies a project to which the object must be assigned. The
condition is evaluated as being true when the active project to
which the object is assigned matches the project specified for this
rule condition. If you use an empty string as the value for this
condition, the condition is deemed true if the object is assigned to
any active project.

Description

Grants privileges to users based on their role in specific projects.

Description

Users who have a specific role in one of the projects of

the object. This accessor is affected by the values set in the
AM_PROJECT_MODE preference. If this preference is not set, only
the current active project of the logged on user is evaluated. If the
preference is set to true, all of the logged on user's active projects
are evaluated.

It is effective only when the user is logged on with the specified role
in the current project, and the current project is one of the projects

assigned to the defined object.

Project members with a specific role in a specific project. This is
affected by the values set in the AM_PROJECT_MODE preference.

Configuring role-based access to project data

The ABC Part Company is developing two new products and has created two projects, Proj6000

and Proj7000, to organize the work in Teamcenter, and they plan to implement security based on

membership in those projects. Rather than granting user-based access, they plan to implement access
controls based on the roles to which users are assigned.

Users who fill the role of Designer (in the Product Design group) or Checker (in the Validation group)
must have access to the data associated with both projects. Designers require read and write access to
the data, while checkers require only read access.
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_ 9. Configuring security for project and program data

Initially, two users are assigned to the project: Lois Parker, who is a designer, and John Smith, who is a
checker.

There are two options for implementing this security: In Project() —> project_role_acl and In Project()
-> project_objects_acl rules.

Tip:

In this example, Option 1 can result in an ACL with a large number of entries. Defining access in
terms of a specific role within a specific project can be cumbersome because many combinations
of roles and projects must be considered. Option 2, defining access in terms of a specific role in
one of the projects to which an object is assigned, results in a more manageable ACL, because the
number of roles is generally smaller than the number of projects to which an object is assigned.

Option 1

. In Project() —> project_role_acl

Accessor Role

(0 8 oo 2 X % Y D)8 Q@
Role in Project Checker in Proj6000 Vﬁﬂ

Role in Project Designer in Proj6000 Qf

Role in Project Checker in Proj7000 VW

Role in Project Designer in Proj7000 Qf

Based on the Project() condition and project_role_acl ACL, the rule is evaluated as shown in the
flowchart.

Note:

The In Project condition can specify a specific project. However, in this example the value is null so
the object is evaluated for membership in any project.

If the object is assigned to a project, the project_role_acl ACL is applied. The project_role_acl ACL
defines privileges for a single accessor, Role in Project. However, the Role in Project accessor is
used in multiple ACEs to reflect both roles in both projects.
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Is the object Yes Apply the
assigned to a project_role_acl
ACL

project?

Does user fill
checker role in
Proj60007?

Yes Grant read
access

Deny access

Does user fill
designer role in
Proj60007?

Yes Grant write
dACCess

Does user fill
checker role in
Praj70007

Yes | Grant read
| access

Does user fill
designer role in
Proj70007

Ves Grant read
» access

Option 2

. In Project() —> project_objects_acl

Accessor Role
(D 8 2 X % Y Qo oen
Role in Projects of Object | Checker ’f
Role in Projects of Object  Designer 'f
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_ 9. Configuring security for project and program data

Based on the Project() condition and project_objects_acl ACL, the rule is evaluated, as shown in the
flowchart.

Note:

The In Project condition can specify a specific project. However, in this example the value is null so
the object is evaluated for membership in any project.

If the object is assigned to a project, the project_objects_acl ACL is applied. The project_objects_acl
ACL defines privileges for a single accessor, Role in Projects of Object. However, the Role in Projects of
Object accessor is used in two ACEs to reflect both roles.

Is the object Apply the
assigned to project_objects_acl
project? ACL

Does user fill
Deny access Checker role in any Grant read
of object's assigned access
projects?
Does user fill
Designer role in any Grant write

of object's assigned access

projects?

Deny access

Configuring security when a user is a privileged member of
multiple projects

Frank Jones, a designer at ABC Part Company, is a privileged member of two projects, Project A and
Project B. According to the default project security rules, Frank, as a privileged team member, is allowed
to assign and remove objects from both projects.




Configuring security when a user is a privileged member of multiple projects _

Project A contains sensitive data that must only be viewed by members of the project. If Frank assigns
an object in Project A to Project B, the members of Project B can view the sensitive data. To prevent
objects in Project A from being assigned to Project B, the project administrator applies rules and ACLs
that include the Assign to project and Remove from project accessor privileges.

The TC_project_validate_conditions preference controls how the Assign to project and Remove from
project accessor privileges are evaluated in conjunction with privileged membership validation and can
be configured to control access as follows:

* The user is required to be a privileged project member.

* The user is required to be either a privileged project member or have Assign to project and/or
Remove from project privileges.

* The user is not required to be a privileged project member but must have Assign to project and/or
Remove from project privileges.

* The user is required to be a privileged project member and have Assign to project and/or Remove
from project privileges.

Assign to project and Remove from project are object privileges that are assigned to a user on a
per-object basis.

The In Project() —> Projects rule restricts the privileges to assign and remove projects to the owning
user.

. In Project() —> Projects

Accessor

(D gmyxv‘%@.wn:ﬁvutlﬁ»@ili--ﬁ"ﬁﬂ*
el

Owning User @P “f
World X X

Based on the Project() condition and Projects ACL, the rule is evaluated, as shown in the flowchart.

Note:

The In Project condition can specify a specific project. However, in this example the value is null so
the object is evaluated for membership in any project.
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If the object is assigned to a project, the Projects ACL is applied. The Projects ACL defines privileges for a
three accessors, Project Teams, Owning User, and World.

Is abject Apply the
assigned to Projects
ACL

project?

Project
ACCass0r

Is user a
member of any of
object's assigned
projects?

Grant read
Access

Deny access

Owning User
acCassor

Grant access
Yas to assign object
to project or
remove object

Is user the
object's owner?

Deny access

Configuring security to protect competitive data when multiple
suppliers are members of a common project

To prevent a supplier group from accessing the data of another supplier when both suppliers work on
the same project, you can define the following rules.

. In Project (“project-ID") —> default_project_acl

.. Owning Group Has Security (“"External”) —> supplier_exclusive_acl

The default_project_acl grants read privileges to all members of the specified project. The
supplier_exclusive_acl ACL has the following definition.




Placement of rules in the Access Manager rule tree _

2 X % w0 D8 @
'

(D 8
Owning Group

Groups with Security Internal

X 4 4 @

Groups with Security External

The supplier_exclusive_acl ACL grants read privileges to the data of the supplier group with an Internal
security designation and denies read privileges to groups with an External security designation.

Implementation considerations for project-level security

Placement of rules in the Access Manager rule tree

The In Project() access rule is typically placed above the Owning Group() rule or Owning Group Has
Security() rule in the Access Manager rule tree. This places a higher level of precedence on access based
on the project than on access based data ownership.

Set security precedence

You can embed type-level security rules under project-level security rules to give the type-level security
rules higher precedence than the project-level security rules. For example, the project administrator can
add a subbranch under the Has Class (Form) rule entry to control access to certain form types that
contain sensitive data. The rule for the form type is written as follows.

.\ Has Class(Form)

"\ Has Type(Finance) —> finance_acl

If your site requires that project-level security rules take precedence over type-level security rules, you
must embed project-level security rules under the type-level security rules. However, Siemens Digital
Industries Software does not recommend this practice.

Program security examples

About the program-level security examples

The examples in this section are based on the following rules, which are presented in the hierarchical
order in which they appear in the rule tree:

2 In Current Program(false) —> Not Current Program
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2 Is Program Member(false) —> Not Program Member
L In Project() —-> Projects

Example 1 — Grant read access to only team members of object’s assigned
projects

The following assumptions apply to this example:
* Item 1 is being accessed by jsmith, who:

* Owns Item 1.

* Isa member of Program 1 and Program 2.
* Item 1 is owned by Program 1 and is not shared with any other projects.
* jsmith's current program in the Teamcenter session is Program 1.
The .\ In Current Program(false) => Not Current Program rule is placed higher in the rule tree than
the Is Program Member(false) —> Not Program Member rule; therefore, it is evaluated first, as shown
in the flowchart.
Because jsmith's current program is the owning program of Item 1, the . Is Program Member(false)
-> Not Program Member rule is evaluated. The Not Program Member ACL denies read access to any

user who is not a member of the project.

Because jsmith is a member of the owning program, the . In Project() —> Projects rule is evaluated.
The Projects ACL grants read access to members of any project to which the object is assigned.
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owning program of
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Example 2 — Grant read access to all team members _

Next rule

Is jsmith a
member of owning
program or program
with which item is
shared?

Next rule
in trea

Is jsmith a
member of any of
abject's active
projects?

Yes

Apply Projects
ACL

Grant read access
to members of
object's assigned
projects

Apply Not Program

Apply Not Current

Program ACL Member ACL
Deny write, delete, Deny
change, and export read access

privileges

Example 2 — Grant read access to all team members
The following assumptions apply to this example:
* Item 1 is being accessed by jsmith, who:
e Owns Item 1.
* |s a member of Program 1 and Program 2.
* jsmith's current program in the Teamcenter session is Program 2.
* Item 1 is owned by Program 1 and is not shared with any other programs.

The % In Current Program(false) —> Not Current Program rule is placed higher in the rule tree than
the Is Program Member(false) —> Not Program Member rule; therefore, it is evaluated first, as shown
in the flowchart. jsmith's current program is not the owning program of Item 1; therefore, jsmith is
denied write, delete, change, and export privileges.

The . Is Program Member(false) —> Not Program Member rule is evaluated next. Because jsmith is
a member, read access to Item 1 is granted and the next rule in the tree .} In Project() —> Projects is
evaluated.

Because Item 1 is assigned to a project/program, the Projects ACL is applied. The Projects ACL grants
read access to the Project Teams accessor. The Project Teams accessor gives all team members read
privileges to the data in a project. For example, if the Design, Validation, and Documentation groups are
selected as a project team, the Project Teams accessor grants privileges to all members of each group;
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therefore it is not necessary to use the Group accessor to grant privileges to each group individually. If
not, read access is denied.

Next rule Next rule
in tree intrea

Is jsmith a
member of owning
program ar program
with which itermn is
shared?

Is Item 1
assigned to project/
program?

Is jsmith's
current program the
owning program of
[term 17

Apply Projects ACL

Grant read access to
all team members.

Apply Not Current Apply Not Program
Program ACL Member ACL
Deny write, delete, Deny read access
change, and export

privileges

Example 3 — Grant read access to item to all team members to all data in
project

The following assumptions apply to this example:
* Item 1 is being accessed by bcarter, who:
* Does not own Iltem 1.
* Is a member of Program 1.
* bcarter's current program in the Teamcenter session is Program 1.
* Item 1 is owned by Program 1 and is not shared with any other programs.
The % In Current Program(false) => Not Current Program rule is placed higher in the rule tree than
the Is Program Member(false) —> Not Program Member rule; therefore, it is evaluated first, as shown

in the flowchart.

bcarter's current program is the owning program of Item 1; therefore, the .\ Is Program Member(false)
-> Not Program Member rule is evaluated.

bcarter is a member of the owning program; therefore, the % In Project() —> Projects rule is evaluated
and bcarter is granted read access to Item 1.
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Is bcarter
a member
of owning program or
program with which
item is shared?

Is bcarter's
current program the
owning program of
ltem 17

Apply Not Program
Member ACL

Apply Not Current
Program ACL

Deny write, delete, Deny read access
change, and export

privileges

Example 4 — Grant access to single item
The following assumptions apply to this example:
* Item 2 is being accessed by mtodd, who:

* Does not own Item 2.

* Isa member of Program 1.

Example 4 — Grant access to single item _

Next rule
in tree

Is ltem 1 Appl
assigned to project/ ngggm
program? AIJCL

Grant read access to
all team members to
all data in project

* mtodd's current program in the Teamcenter session is Program 1.

* Item 2 is owned by Program 1 and is shared with Program 2.

The .} In Current Program(false) => Not Current Program rule is placed higher in the rule tree than
the Is Program Member(false) -> Not Program Member rule; therefore, it is evaluated first, as shown
in the flowchart below. mtodd's current program is not the owning program of ltem 2; therefore, mtodd

is denied write, delete, change, and export privileges.

The . Is Program Member(false) —> Not Program Member rule is then evaluated. mtodd is a member
of the owning program or a program with which the item is shared; therefore, the . In Project() —>
Projects rule is evaluated and the Projects ACL is applied. mtodd is granted read access to Item 2.
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Is mtodd's a member of Is mtodd a Apply
current program the OWNinNg program or member of any active Projects
owning program of program with which project for object? ACL
[tern 27 item is shared?

Next rule

Is mtodd

Apply Not Current
Program ACL

Apply Not Program
Member ACL

Deny write, delete,

Deny read access

Next rule

Grant read access
to Iltem 2

change, and export
privileges

Example 5 — Deny read access
The following assumptions apply to this example:
* Item 2 is being accessed by tpenn, who:
* Does not own Item 2.
* Is a member of Program 3.
* tpenn's current program in the Teamcenter session is Program 3.
* Item 2 is owned by Program 1 and is shared with Program 2.

The .\ In Current Program(false) —> Not Current Program rule is placed higher in the rule tree than
the Is Program Member(false) —> Not Program Member rule; therefore, it is evaluated first, as shown
in the flowchart. tpenn's current program is not the owning program of Item 2; therefore, tpenn is
denied write, delete, change, and export privileges.

The .\ Is Program Member(false) —> Not Program Member rule is evaluated next. tpenn is a member
of the owning program or a program with which the item is shared; therefore, evaluate the next rule in
the tree. tpenn is denied read privileges.
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Next rule
in tree

Next rule
in tree

Is tpenn
a member of
owning pragram or
program with which
item is shared?

Is tpenn a
member of
Program 1, which
owns ltem 2, or
Program 2, whicl

Is tpenn's
current program the
owning program of
[tem 27

Deny read access
Apply Not Current Apply Not Program
Program ACL Member ACL
Deny write, delete, Deny read access
change, and axport
privileges

Implementation considerations for program-level security

You must consider the following points when implementing program-level security:

Auto assignment of objects to projects.

Program context.

Placement of rules in the Access Manager tree.

Interaction of program and project rules.

Importing and exporting project data in a Multi-Site Collaboration environment.

Using Security Logs to track events

You can use the Security Logs table in Audit Manager to see audit log events against a specific project.
You can also generate reports using this data and export the audit events to Microsoft Excel and

CSV (comma-separated values) format. For example, you can use the Security Logs table to track the
following events:

* Assign/remove users to a project or program.
* Assign/remove groups of users to a project or program.

* Assign/remove all users in a role to a project role.
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Select team administrators.

Set/unset project administrators.

Set/unset privileged users.

Set a default project.

As an administrator, you can check the audit log in the project's Audit Logs Summary tab to see the
date, time, user, project name, action performed, and who performed the action. You can also run a
saved query to search the audit log and view the information or generate a report that contains the
information.

20| | seaTen -|&-|=fa"l

Projl1-New Project 1
Desenption:

Praject Data [ Tesm |Library | Audit Logs

~ Seeurity Lags
Logged Date Event Type Hame  ObjectType  Objecthame Login UserID  Login Group Mame  Role Mame

Secondary Audit Logs: Select primary audit record to display logs.

1. Enable audit logging using the Business Modeler IDE.
2. To define audit logs, create an audit definition using the Business Modeler IDE.

3. You can access audit information in several ways. For example, you can go to the Summary of the
following Teamcenter applications, which shows audit logs in the Audit Logs tab.

* My Teamcenter

* ADA License

e Structure Manager

* Multi-Structure Manager

* Manufacturing Process Planner
* Schedule Manager

¢ Workflow Viewer
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* Organization

In addition to using the Summary view, you can:

* Run predefined audit reports or create new reports, using the Report Builder application.
* Create custom saved queries, using the Query Builder application.

* Run predefined audit queries, using the Teamcenter advanced search functionality.
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10. Configuring access based on geography

About geography access

Geography access allows you to configure both a geography entry and a custom confidentiality
agreement prior to users logging on to a Teamcenter session.

For example, in the following Teamcenter session, users must first select the country in which they are
currently located before the home page is displayed. If the user does not select a country, the only other
option is to logoff.

If you require your users to agree to a confidentiality agreement, for example, for authorized data access
(ADA) requirements, you can configure a custom confidentiality agreement statement to be displayed
following the selection of their current working location. The Continue button is unavailable until a
valid country is selected in the drop-down list.

(3 Teamcenter Lt
Enter Your Current Working Location™
| United States of America v |
Confidentiality Agreement
ACME Confidentiality Agreement -~

| Continue| | Sign Gut|

You can run a report, License Login Report, that displays the logon information. This report is displayed
in My Teamcenter by choosing Tools->Reports—>Report Builder Reports—License Login Report.

Configure geography access

1. Update the site geography.

You can assign geography to a site using the site_util utility.
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Note:

You can also assign site geography using the Organization application.

Configure the geography list using the Business Modeler IDE.

By default, Teamcenter attaches the Fnd0OCountryCodes list of values (LOV) on the
User.Geography attribute.

Note:

If you add a custom LOV to the User.Geography attribute, you must remove it before starting
an upgrade.

Update the user geography.

You can assign geography to a single user using the -Geography argument of the make_user
utility. To change the geography for all users at the same time, you can perform a batch mode
change using the -allUserDeclaredGeography argument and the two-character ISO 3166 country
code; for example, to set geography to Germany (DE) for all users, enter:

-allUserDeclaredGeography=DE

Note:

You can also assign user geography using the Organization application.

Configure preferences for logon entry of geography:
* LoginCountry_selection_enabled

Enables the Country Selection dialog box for users to select the country from which they are
logging in.
True Displays the Country Selection dialog box.

False Allows the logon process to continue and display the user's home page.

* ShowUserDeclaredGeography

Controls the visibility of the User Declared Geography dialog box on the User Settings dialog
Login panel.

True Displays the User Declared Geography field on the Login panel of the User
Settings dialog.

False Hides the User Declared Geography field on the Login panel of the User
Settings dialog.
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* LoginCountry_save_previous_selection

Allows/denies the ability to save the previous country selection in the Country Selection dialog
box. If users are logging on from the same site each time, you can configure it so the user does
not have to make the country selection each time.

Note:

This preference is ignored when LoginCountry_selection_enabled is set to False.

True Downloads the previously selected country and fills in the combination
box in the Country Selection dialog box with the value stored on the
User.Geography attribute.

The user selects Agree to accept the previously entered country.

False Causes the Country Selection dialog box to not save the previous geography
entry. This forces all users who log on to enter a new country when logging
on. The initial value in the selection box is blank and the Agree button is
unavailable until the user selects a country.

5. After the geography access is enabled for users, you can generate the License Login Report. This
report, which is also helpful for audit purposes, displays the following data:

e UserlID

* Month

* Year

* Geography

* Intellectual property (IP)

This report documenting logon information of users can be stored and used for future reference.

Configure a custom confidentiality agreement

Note:

By default, there is no confidentiality agreement configured.

You can configure a custom confidentiality agreement statement to be displayed following the user's
selection of their current working location. The Continue box is unavailable until a valid country is
selected in the dropdown list.
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[ Teamcenter -
Enter Your Current Working Location™
| United States of America v |
Confidentiality Agreement
ACME Confidentiality Agreement -~
A

| Continue| | Sign Gut|

1. Create a custom textserver directory, for example, customLocales. Add the subdirectory structure
for your language locales, for example, en_US.

Tip:
Create this directory in a location other than TC_ROOT or TC_DATA to prevent its loss during
migrating or patching. A typical custom structure might be:

c:
|---customLocales
|--en_US
|---de_DE
[---fr_FR
|---no_translation

2. Populate your custom textserver directory.

a. Browse to your custom directory location, for example, C:\ customLocales\en_US and create
a blank XML file using a naming convention, for example, custom-name_text_locale.xml. In
this example, the file name is ACME_Confidentiality_Agreement_text_locale.xml.

b.  Browse to your custom directory location, for example, C:\ customLocales\no_translation
and create a blank XML file using a naming convention, for example, custom-name_text.xml.
In this example, the file name is ACME_Confidentiality_Agreement_text.xml.

10-4



Configure a custom confidentiality agreement _

Example:

With a confidentiality agreement for each locale, the directory structure now resembles
the following:

c:\

|---customLocales

--en_US
ACME_Confidentiality_Agreement_text_locale.xml

-
\
|
|---de_DE

| ACME_Confidentiality_Agreement_text_locale.xml
|

|-—-fr_FR

| ACME_Confidentiality_Agreement_text_locale.xml
|

\

--no_translation
ACME_Confidentiality_Agreement_text.xml

3.  Modify your new custom-name_text_locale.xml file by configuring it with the following values for
the custom textserver location.

<?xml version="1.0" encoding="Language_Encoding"™ standalone="yes"?>
<textsrv Filename="'custom-name_ text locale.xml'>
<key i1d=""LoginCountry_confidentiality_statement'>Confidentiality
Agreement

Statement</key>
</textsrv>

Note:

The double quotation marks (") need to remain. They do not encapsulate the Confidentiality
Agreement Statement.

a. SetLanguage_Encoding to the language encoding, such as us-ascii.

Retrieve this information by navigating to TC_ROOT\lang\textserver\language-locale and
opening the versionlocal_locale.xml file. The encoding is listed on the first line of this XML
file.

b. Set textsrv filename to the custom-name_text_locale.xml.
c. Set Confidentiality Agreement Statement to the confidentiality agreement you want to use.
Your ACME_Confidentiality_Agreement_text_locale file should now resemble the following:
<?xml version="1.0" encoding="'us-ascii" standalone="'yes"?>

<textsrv filename=""ACME_Confidentiality Atreement_text locale">
<key 1d=""LoginCountry_confidentiality_ statement'>ACME
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Confidentiality
Agreement</key>
</textsrv>

Create a non-translatable resource file, custom-name_text.xml file (for example,
ACME_Confidentiality_ Agreement_text.xml), in the no_translation directory.

Edit the ACME_Confidentiality_ Agreement_text.xml file and add the following lines:

<textsrv filename=""ACME_Confidentiality Agreement_ text.xml"
xmIns:xi="http://www.w3.0rg/2001/XInclude">

<xi:include href="ACME_Confidentiality Agreement_text locale.xml"
parse="xml"/>

Modify the TC_DATA\tc_profilevars.bat file by adding the following environment variable, where
C:\customLocales is the custom textserver directory you created.

set TC_USER_MSG_DIR=C:\customLocales
Save and close this file.
Set the following site preferences:
* LoginCountry_selection_enabled=true
* LoginCountry_save_previous_selection=true

Close the rich client, stop Teamcenter Services, clear the server cache, and restart Teamcenter
services.

Verify the Confidentiality Agreement by logging on to the rich client.

Tip:

Following are tips for creating a confidentiality statement:

* Your confidentiality text file has different contents in each language directory. For example:

* English (en_US) file:

<?xml version="1.0" encoding="us-ascii' standalone="yes"?>
<textsrv Tilename="ACME_Confidentiality Agreement_text_ locale.xml">
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<key i1d="LoginCountry_confidentiality_statement">ACME Confidentiality
Agreement in English</key>
</textsrv>

* German (de_DE) file:

<?xml version="1.0" encoding="1S0-8859-1" standalone="'yes"?>

<textsrv fTilename="ACME_Confidentiality_ Agreement_text_ locale.xml'>

<key id="LoginCountry_confidentiality_statement">ACME Confidentiality
Agreement in German</key>

</textsrv>

* French (fr_FR) file:

<?xml version="1.0" encoding="1S0-8859-1" standalone="'yes"?>

<textsrv filename="ACME_Confidentiality_ Agreement_text_locale.xml"'>

<key id="LoginCountry_confidentiality_statement'>ACME Confidentiality
Agreement in French</key>

</textsrv>

* Make certain your environment variable is set correctly:

set TC _USER_MSG DIR=C:\customLocales
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11. Managing user consent

About GDPR

The General Data Protection Regulation (GDPR) is a set of rules designed to give citizens more control
over their personal information. It mandates that business are compliant in how they handle personal
information in connection with products and services.

Following is a sample consent statement.

(35 Teamcenter -

User's Consent Statement

‘What is GDPR GDPR ?
I hereby grant permission to organization to use my personal information that
company may process in connection with all of organization's products and

services, if relevant, includes:

Personal and contact details: such as tifle, full name_ contact details and contact
details history

Your date of birth, gender and/or age
Your nationality: if needed for the product or service

Details of beneficiaries: such as joint policy holders. named drivers, beneficiaries
of our products or services

Family members (if relevant to the product or service)

Records of your contact with us: such as via the phone number of our breakdown
service and. if you get in touch with us online using our online services or via our

Steps to create and configure a user consent GDPR statement

To create and configure a user consent GDPR statement to display as a prelogon page for both the rich
client and Active Workspace, you must:

1. Create a GDPR directory and create your htm/html file with your GDPR consent statement. You will
need a consent statement for each of your supported non-English locales.

2. Using the rich client, configure the consent statement dataset and attach the English locale consent
statement by uploading it from your GDPR directory.

a. Search for the Consent Statement workspace object using query.

b.  Check out the ConsentStatement dataset and select Named References to display the
FndOConsentDataset reference statement.

c. Click Upload, browse to the location of the consent_statement.hml file, select a consent
statement file that you created in Step 1 and click Upload.
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d. Check in the ConsentStatement dataset.

e. Set the TCM Release status for the ConsentStatement revision and the ConsentStatement
dataset by selecting the consent statement revision: File - New - Workflow Process and
select TCM Release Process as the process template.

Repeat this step to create a separate dataset for each of your non-English locale statements and
upload the appropriate statement for each non-English locale.

3. Set the GDPR-related preferences for your required scenario.

Of the six scenarios, select the appropriate scenario. For example, if you require your users to
accept the consent notice every time they logon to the system, you must set all three GDPR-related
preferences to True.

Three preferences control the display of the GDPR consent page:
* TC_Org_AllowRevoke
e TC_Org_GDPRUserConsent

* TC_Org_ShowUserConsentOnEveryLogin

Note:

To display the GDPR consent statement post-logon window to display in Active Workspace,
you must set the AWC_PostLoginStages preference to GDPRConsent.

Consent notice Option to revoke consent
appears appears
Scenario 1 During first logon/ Yes
every logon
Scenario 2 Never No
Scenario 3 During first logon only Yes
Scenario 4 During first logon/ No
every logon
Scenario 5 During first logon only No
Scenario 6 Never No
Scenario
1 2 3 4 5 6

TC_Org_AllowRevoke True True True |False False False
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TC_Org_GDPRUserConsent True False True True True False
TC_Org_ShowUserConsentOnEveryLogin True True False True False False

The typical usage of the GDPR statement includes the following scenarios:

* If you configured your system to display the GDPR consent statement, the consent page, along
with the check box to accept the consent, displays when the user attempts to log on with either
the rich client or Active Workspace.

* The user is unable to logon until he or she accepts the consent.

* When you configure your system to display the GDPR consent statement for consent during first
logon, the user is not presented the consent statement again unless a new revision is created
and the TCM Released status is set for the new revision.

* If you configure the consent statement, the user can revoke the consent statement through the
rich client. However, once revoked, the user is logged out from Teamcenter and will not able to
log on again until the consent statement is accepted.

* Once the user accepts the consent statement (in either the rich client or Active Workspace), it
applies to all clients.

Following are examples of the consent statement for the rich client and Active Workspace and how
to revoke consent:

¢ Consent statement in the rich client:

Teamcenter -

2

User's Consent Statement

‘What is GDPR GDPR. 7
I hereby grant permission to organization to use my personal information that
company may process in connection with all of organization's products and

services, if relevant, includes:

Personal and contact details: such as title, full name, contact details and contact
details history

Your date of hirth, gender and/or age
Your nationality: if needed for the product or service

Details of beneficiaries: such as jont policy holders, named drivers, beneficiaries
of our products or services

Family members (if relevant to the product or service)

Records of your contact with us: such as via the phone number of our breakdown
service and, if vou get in touch with us online using our online services or via our

* Consent statement in the Active Workspace:
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Teamcenter

Consent Statement

The processing of my personal data is described in the

| hereby agree to the collection, processing and use of my personal data as described therein.

M| agree
)29

Continue:

Sign Out

¢ Revoke consent statement in the rich client:

a. Torevoke consent from within My Teamcenter, select Edit - User Setting - GDPR.

‘ b+ Sesslonl 8 Loglnl S Person Admmlstratwel GDPR ‘

Reveke GDPR Consent

ok |[ Apey ][ cancel

b. From the GDPR tab, select Revoke GDPR Consent.

[ % Session | 8 Login | 8 Person | Administrative| GOPR |

Revoke GDPR Consent

GDPR

Revaking your cansent will log you out of Teamcenter. Are you sure?

c. Select Yes to log out of Teamcenter.

4. Using Access Manager, set the FndOConsentRecord ACL to prevent a user from deleting consent
record objects.




Steps to create and configure a user consent GDPR statement _
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5. Using Query Builder, create a saved search, Fnd0OConsentRecord, to search for consent records.

a. Using advanced search, search for FndOConsentRecord.

b. Create a saved query to search for the Consent Status.




11. Managing user consent
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12. Configuring ADA License

Getting started with ADA License

What is ADA License?

ADA License provides support to enforce the International Traffic in Arms Regulations (ITAR) and
intellectual property (IP) policies using authorized data access (ADA) licenses. ADA licenses provide
discretionary (time-limited) grants or denials of access to users who do not have access to classified
data based on their clearance level. ITAR licenses are the authorizing documents in Teamcenter that
represent an effective Technical Assistance Agreement (TAA). The third license type, exclude license, is a
mechanism for denying users access to data for a specific period of time.

Restricted .
workspace [ L7 o n @

= A

License list
IP license ITAR license
Grants Grants
license to license to

Y

@ \;/
3 8/,
S5 |8\

/

|&'|
s
N
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ADA functionality provides the ability to:

Classify data per ITAR or IP policies.

Specify IP or government clearance levels for users.

Attach or detach ADA licenses to and from workspace objects.

Control access to classified data through Access Manager conditions and rules.

Create and maintain audit records for actions performed on ITAR or IP licenses.

ADA licenses can be managed by non-database administrators. In addition, you can define users whose
role is only to classify workspace objects.

Before you begin

Prerequisites To use ADA License to create, edit, or delete licenses, you must log on as a
user with an ADA administrator role (IP Admin or ITAR Admin). Otherwise,
you are limited to read-only access in the application. The required privilege is
controlled by the ADA_license_administration_privilege preference.

You must also configure the groups and roles to allow users write access to ADA
License. Use Authorization for this configuration.

Note:

Access to ITAR license-controlled workspace objects is controlled on an
object basis, and you may be unable to view specific objects if you do not
have the proper ITAR privileges.

Enable ADA License  ADA License, a security application that complements other Teamcenter
security features, is enabled by default when you install Teamcenter. To disable
ADA License, set the ADA_enabled preference to false.

Configure ADA Configure who can manage licenses and other configurations to ADA License.
License

Start ADA License Click ADA Licenseo),_ in the navigation pane.

Note:

You can log on to Teamcenter only once. If you try to log on to more than
one workstation at a time, you see an error message.
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ADA License interface

Orientation to the ADA License interface _

Orientation to the ADA License interface

Some menu commands and toolbar buttons are specific to ADA License.

_
h(-::"u
$ia
g
1 ADA Licenses tree
2 License options
3 ADA License Details
4 Available Users and Available
Groups
5 Selected Users and Selected
Groups

ADA License menus

Displays the available authorized data access (ADA) licenses
filtered by the License Type list selection.

Provides buttons for the actions that you can perform on a
license. If you are not authorized, these are disabled.

Displays information about the licenses selected in the
licenses tree and allows you to select and or enter license
properties.

Displays a list of available users in the system on one tab
and available groups on another. Allows you to select the
users or groups that can access objects with the license
attached.

Displays a list of users in the system on one tab and groups
on another that currently have access to objects with the
license.

ADA License provides commands through shortcut menus that you access with the right mouse button
after selecting an object. The shortcut menus are dynamic and provide the following commands when

appropriate for the selected object.
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Shortcut menu command Purpose

License—>Attach Allows you to attach licenses to the selected workspace
object.

License->Detach Allows you to detach licenses from the selected workspace
object.

Teamcenter also provides the rich client View->Audit->View Audit Logs command to allow you to view
the ADA License audit logs, if authorized.

ADA License buttons

Button Description

Create Creates a license.

Clear Clears the boxes in the ADA License Details pane.

Delete Deletes the selected license.

Modify Updates the ADA license with changes you have made in the ADA License Details
pane.

View Audit Log Displays the audit log that shows events logged for the selected license.

ADA License tabs

Tab Description

Users Displays available Teamcenter users you can select to allow access to
objects with the license attached and shows users who have been
previously selected.

Groups Displays available Teamcenter groups you can select to allow access to
objects with the license attached and shows groups that have been
previously selected.

Note:

Use the ADA_enable_subgroups preference to control the display
and selection of subgroups in the Groups pane. By default, this is
set to false.
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Authorized data access licensing workflow

ADA License controls sensitive data through the use of data classification, user clearance, and
authorizing documents. When users attempt to access classified data in Teamcenter, their clearance level
is evaluated against the classification of the object. Access is based on Access Manager rules, and if the
clearance level is equal to or greater than the classification on the object, access is granted. Limited-time
exceptions can be granted through an intellectual property license (IP_License) or International Traffic in
Arms Regulations license (ITAR_License) and be denied through exclude licenses (Exclude_License).

Standard
Festricted
Access Access
data and
s Manager rule granted
USer? =
validation
A

Clearance/
license
validation

Pass

Fail

No access

Types of Authorized Data Access (ADA) licenses
ADA License has three types of licenses that provide limited access or exclusion:
* IP_License (

Grants discretionary access to specific users or groups to workspace objects that have intellectual
property (IP) classification. It grants the access for a specified period of time.

* ITAR_License &

Grants discretionary access to specific users or groups to workspace objects with International Traffic
in Arms Regulations (ITAR) classifications for a specified period of time. Typically it is used to grant
access for a specific time period to citizens of other countries, United States (U.S.) citizens physically
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located outside the U.S., or organizations that are named in an effective Technical Assistance
Agreement (TAA) through an ITAR license.

ITAR licenses are used to control access to data that is deemed military in nature. For example,
technical information may be subject to ITAR policies and, if so, must be protected so that only citizens
of the U.S. have open access to the data. Viewing this classified data outside the U.S. is considered
equivalent to performing an ADA export of it, which requires that rights are granted by license.
Information marked as non-technical is, for the purposes of ITAR, available to all users.

The provisions for granting limited access to foreign nationals involve a Technical Assistance
Agreement (TAA). These agreements are written for a specific entity or country, cover different types
of information, and expire on different dates. Teamcenter-controlled information that is not technical
is made available to all authorized U.S. citizens and users from foreign countries.

Exclude_License

Denies specific users or groups access to the attached workspace objects for a period of time.

Workspace objects that are under license control cannot be viewed by users who do not have specific
user or group attribute values, such as:

Nationality
Geography
Training

IP or government clearance

Access based on these attributes is controlled through Access Manager (AM) rules, access control lists
(ACLs), and accessors. Licenses can also be locked and you can set dates on which they will expire.

Basic tasks using ADA License

Perform the following basic tasks to manage ADA licenses and classify workspace objects:

Administering security

Define the ADA licensing security strategy.
Define license categories, if needed, using the Business Modeler IDE.

Propagate ADA licenses using propagation rules in the Business Modeler IDE.
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Managing ADA licenses

Create and delete licenses to control access to objects.

Add In Accordance With (CFR) data to a license.

Expire licenses.

Lock and unlock licenses.

Change the users or groups allowed to access objects with attached licenses.
Managing ADA licenses on workspace objects

» Attach licenses to workspace objects.

» Detach licenses from workspace objects.

* View licenses attached to workspace objects.

Managing ADA license audit logs

* Configure the Audit Manager application that you want to use.

* View and export the license audit data.

About configuring ADA License

ADA License is a Teamcenter security application regarding authorized data access (ADA) that
complements other Teamcenter security features, such as Access Manager rules and access control

lists (ACLs). This application controls sensitive data through the use of data classification, user clearance,
and authorizing documents. When users or groups attempt to access classified data in Teamcenter, their
clearance level is evaluated against the classification of the object based on Access Manager rules. If

the user or group clearance level is equal to or greater than the classification on the object, access is
granted.

There are three types of licenses for authorized data access:
* [P license
Grants discretionary access to data for a specific user for a specific period of time.

You can configure the rule tree to check for a valid IP license associated with an object and user. If
found, other access checks are bypassed.
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* Exclude license
A mechanism for denying users access to data for a specific period of time.

You can configure the rule tree to check for a valid execution license associated with an object and
user. If found, other access checks are bypassed.

* |TAR (International Traffic in Arms) license

Grants discretionary access to specific users or groups to workspace objects with International Traffic
in Arms Regulations (ITAR) classifications for a specified period of time. Typically it is used to grant
access for a specific time period to citizens of other countries, United States (U.S.) citizens physically
located outside the U.S., or organizations that are named in an effective Technical Assistance
Agreement (TAA) through an ITAR license.

The ADA concepts described in the previous paragraphs assume that data is stored in and accessed from
within the Teamcenter environment. You can also configure logging and menu suppression (blocking) to
be applied when classified data is loaded in Teamcenter Integration for NX. Logging provides an audit
of actions performed on exporting data, and blocking suppresses NX menus to prevent geometric data
from being exported outside of the NX/Teamcenter environment.

Note:

In this context, export refers to performing an operation, such as creating a copy or printing data,
that moves the data outside of the Teamcenter environment.

As a user with an ADA administrator role (IP Admin or ITAR Admin), you use the ADA License
application to create and maintain licenses. Once created, access is either granted or denied to users and
groups by associating the license directly with the data object.

Configuring ADA access
Overview of configuring ADA access

You can configure the following:

* Access to authorized data (workspace objects).

Access to the ADA License application.

Access to view and apply licenses.

Subtypes or categories of ADA licenses.

Access to licenses based on citizenship.
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* Control of security propagation across multiple sites.

* Access to the ADA License audit log.

Controlling access to authorized data

Access Manager rules are used to control access to workspace objects with attached International Traffic
in Arms Regulations (ITAR), intellectual property (IP), and exclude licenses. You control access by:

» Configuring a user's access to authorized data using authorized data access (ADA) and ITAR
attributes, which allow or restrict access to data based on clearance levels and data classification.

» (Optional) Setting the ADA_enable_subgroups preference (false by default) to control access to
subgroups.

Controlling access to the ADA License application

Access to the ADA License application depends on your group or role and the privileges set.

Teamcenter provides roles to perform specific functions in managing ADA functionality. These roles are
used to assign users as part of groups, and also as accessors in writing Access Manager rules to grant
or revoke access to classified workspace objects and management of ADA licenses. The table below
provides details on the typical privileges associated with these roles.

Comparison of roles

Role Description

ITAR Admin Specifies government classification on workspace objects, manages ITAR licenses,
and attaches or deletes ITAR licenses to and from workspace objects.

IP Admin Specifies IP classification on workspace objects, manages IP or exclude licenses, and
attaches or deletes IP or exclude licenses to or from workspace objects.

ADA Site Admin Manages ITAR, IP, and exclude licenses.
ITAR Classifier  Specifies government classification on workspace objects.

IP Classifier Specifies IP classification on workspace objects.

You control access to activities performed on licenses in ADA License by:

» Configuring the group and role combination for users who can access the ADA License application
through the Authorization application.

* Setting the privilege for access in the ADA_license_administration_privilege preference
(ITAR_ADMIN privilege by default).
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* Assigning the appropriate privilege to users of ADA License functions, such as create, modify, or
delete, as defined by the ADA_license_administration_privilege preference using the Organization
application.

Note:

If you have access to ADA License through the privileges ITAR_ADMIN and IP_ADMIN, you can
also set International Traffic in Arms Regulations (ITAR) and government classifications.

To use the audit logging feature of ADA License, ensure the Audit Manager application is enabled
(TC_audit_manager preference is ON by default).

Recommended Access Manager rules

The following are examples of recommended rules and access control lists (ACLs) for users managing
ADA licenses.

P Has Classf POM_ohject )

-\ Has Bypass{ true ) - Bypass
= Has Class{ ADd_License J - OwningGrouponly
T User TTC Expired( true ) - NoITARAmMINACL
-7 Has Type( ITAR_License ) - > ManageLicenseacL
-7 Has Type( IP_License ) - ManageLicenseacL
-7\ Has Type( Exclude_License J -> ManageLicenseaCL
=14 Has Government Classification - ITARACL
.‘\ User Mationality] -5 3 -= LimitedAccessaCL
",‘.' User Geography( -5 1 -= LimitedAccessACL
----- . Has IP Classificationf ) - IPACL
----- . Has Mo IP Classification( ) -» MoIPACL
----- ") Has No Gowernment Classification] ) -» NoITARACL
[ - Has Class{ User ) - ADAAdMINACL
- Has Classf POM_object § - System Objects
-1 Has Class{ WorkspaceOhject )
[#-1 Has Class{ SavedSearch )
----- T In Jobf true )
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“Mamed ACL
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Cnaning Group
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= | 8 E@lDBB@@QQ@@@@BI“I@@@@@@@I

Rale in Owning Group @O Sike Admin
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Controlling access to view and apply ADA licenses
Two accessors restrict or grant access to license objects:
* User In License

Evaluates a license object to verify that the user currently logged on is listed on the license. If the user
is listed on the license either through the user or group value, User In License evaluates to true. If the
user is not listed on the license the evaluation returns false.

User In License is the opposite of User Not In License.
* User Not In License

Evaluates a license object to verify that the user currently logged on is not listed on the license. If the
user is not listed on the license either through the user or group value, this accessor type evaluate to
true. If this user is listed on the license the evaluation returns false.

User Not In License is the opposite of User In License.
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You can use these two accessor types to control the licenses that are visible to users in Teamcenter
applications, such as when searching for licenses, viewing licenses in the ADA License application,
attaching licenses to an object, or viewing licenses attached to an object.

By default, the Teamcenter Access Manager rule tree does not include either of these two accessor
types. Therefore, every user can view (read) the licenses that are attached to an object. This could be
undesirable if you do not want users to view licenses that they are not listed on. If you want to control
who can view the licenses or other similar use cases, use these accessors to obtain the desired behavior.

The following examples show rule tree configuration for each type of license in Teamcenter. The
configurations allow users listed on the license to view the specified type of licenses in Teamcenter,
whereas all other users are not able to see them:

Rule (Condition) Named ACL Accessor Type READ
_Has Type (ADA _License) ACL1 User in License Grant
World Deny

Rule (Condition) Named ACL Accessor Type READ
T_.Has Type (IP_Exclude) ACL1 User in License Grant
World Deny

Rule (Condition) Named ACL Accessor Type READ
T..Has Type (IP_License) ACL1 User in License Grant
World Deny

Rule (Condition) Named ACL Accessor Type READ
THas Type (ITAR_License) ACL1 User in License Grant
World Deny

If this Access Manager rule tree configuration is used, the user cannot view the license object in the
following areas:

 Search results (when searching for license objects using Teamcenter search).

* View of licenses that can be attached to a workspace object (when Teamcenter queries for the
licenses that can be attached to an object through the Attach License dialog box).
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* View of the license already attached to an object (for example, in the View, Edit Properties,
Summary, Details tabs).

» ADA License application. The ADA Licenses view shown assumes the user has access to ADA License
and the user can only view licenses that he or she is granted viewing access to through the rules in

the rule tree.

o, =0

For a license to appear in the Attach License dialog box, Teamcenter validates the following in addition
to checking read access:

* The license is not locked or expired.
* The user has the ITAR_ADMIN privilege to the license if it is an ITAR license.

* The user has the IP_ADMIN privilege to the license if it is an IP or exclude license.
Defining license categories

About defining license categories

ADA License provides three types of licenses (ITAR, IP, and exclude), but administrators can further
refine these license types into subtypes or categories. Administrators can then write rules that restrict

a user from objects based on the category of the license. For example, an administrator can create
categories for different suppliers, regional groups, or departments within a company. The administrator
can then restrict a group of users from accessing parts with the ITAR license of one type of category
while allowing them access to an ITAR license with another category.

By default, ADA License provides three categories of licenses. They are generically named Category

A through C, as shown in the ADA License Details page in ADA License. Administrators can use the
Business Modeler IDE to change the default license category names to something more meaningful, use
them as they are, or add more. Users of ADA License can then select license categories when creating
and modifying licenses.
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o, ADA Licenses

Options
Cregte | | Modify | | Deleke | | Clear

License ID: *

License Type: -
Categony: -
User Citizenships: Walue

Category &

Category B

Category C
Lock Date: Mo date set = |
License Expiny: Mo date set = |

Reason:

The workflow for defining and using categories is shown in the following figure:

12-14

Security Administration, Teamcenter 2412
© 2025 Siemens



About defining Access Manager rules to restrict access based on license categories _

@ Administrator defines security

Defines AM rules to
restrict access based on
calegories

Defines categories
using BMIDE

ITAR Administrator manages licenses

Creates ITAR license1
with Category 1

Aftaches license to J

Part 001
l A
a Users look for parts
License 2 License 1
Category 2 Category 1
‘ Group 1 ‘
i X v [
v »
Par0n2 Par0o1
r

See the following to learn more:
* Defining categories using the Business Modeler IDE.

* Defining Access Manager rules to restrict access based on license categories, including an
example.

* Creating licenses with categories.
About defining Access Manager rules to restrict access based on license categories

Access control by licenses can be configured based on the license type to vary access at a high level or
based on the license name to vary the access at a granular level. Categories offer a way to control access
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by licenses in between the high and granular levels. They provide a way to have different subtypes of
licenses under each type and configure access based on each category.

You can use Access Manager rule tree conditions to help you restrict access to workspace objects based
on license categories. The following restrict access based on category name:

Has ADA License Of Category

Has Exclude License Of Category

Has IP License Of Category

Has ITAR License Of Category

The next four let you restrict access to workspace objects based on whether the user in the current
session is listed on the license with the specified category:

User In Attach ADA Lic of Ctgry

User In Attach Excl Lic of Ctgry

User In Attach IP Lic of Ctgry

User In Attach ITAR Lic of Ctgry
Example of defining Access Manager rules to restrict access based on license categories

The following example demonstrates how ABC Company configures access privileges that vary for a
single item object based on the license category.

License category configuration in Business Modeler IDE

The administrator of ABC Company uses the Business Modeler IDE to set up the desired categories for
the licenses:

* Reviews the categories defined in the FndOADALicenseCategories list of values (LOV).
* Adds more categories, if needed.

In this case, administrator of ABC Company adds three categories for the ITAR licenses (Category1,
Category2, and Category3).

License application configuration in ADA License

The ITAR administrator creates the following licenses setting their categories as follows:
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* license1 with a category of Category1.
* license2 with a category of Category2.
The ITAR administrator attaches license1 to Part001 and license2 to Part002.

Rule configuration in Access Manager

The administrator then creates the following rules so only members of Group1 can view objects that
have an attached ITAR licenses with a Category1 category, and only members of Group2 can view
objects with attached ITAR licenses with a Category?2.

L User Is ITAR Licensed()

.. Has ITAR License Of Category (“Category1”)
. Group1 —> Read

L User Is ITAR Licensed()

.. Has ITAR License Of Category (“Category2”)

. Group2 —> Read

Rule tree evaluation

A user in Group1 is allowed to view Part001 because it has a license with a Category1 attached, but the
same user is not permitted to view Part002 because it has a license with a Category2 attached.

Group 1
¢ :
License 1 Part001
Category 1
User x - »
License 2 Part002
Category 2
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In a similar way, a user in Group2 is not allowed to view Part001 because it has a license with a
Category1 attached, but the same user in Group2 is allowed to view Part002 because it has a license
with category2 attached.

Group 1

License 1 Part001
Category 1
v 4

License 2 Part002
Category 2

Example of defining Access Manager rules to restrict access based on user and license
category

The following example demonstrates how ABC Company configures access privileges that vary for a
single item object based on the license category and the user in the current session. ABC Company
configures one set of privileges for users who are listed on a Category A IP license and configures
another set of privileges for users who are listed on a Category B IP license.

License category configuration in Business Modeler IDE

The administrator of ABC Company uses the Business Modeler IDE to set up the desired categories for
the licenses:

* Reviews the categories defined in the FndOADALicenseCategories list of values (LOV).
* Adds more categories, if needed.

In this case, ABC Company uses the two categories for the IP licenses (Category A and Category B)
that are already defined in the LOV.

License application configuration in ADA License

The ITAR administrator uses to ADA License to create two IP licenses setting their categories as follows:
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License type Name Category Users
IP License IPO0O1 Category A Userl

IP License IP002 @ Category B  User2

The ITAR administrator then attaches both of the licenses to a single workspace business object. For
example, attaches them to the item001.

Rule configuration in Access Manager
The administrator then uses the Access Manager to create the following rules to check for:

* If the useris IP Licensed, meaning that the user currently logged on is specified on any of the IP
licenses regardless of whether the license is connected to any workspace object.

* The IP license category (two rules check for this).
7.\ User Is IP Licensed()

7. User In Attach IP Lic of Ctgry (“Category A")->ACL_A

.\ User In Attach IP Lic Of Ctgry (“Category B”) -> ACL_B

Example rule tree evaluation
The following explains how the rules are evaluated.
* user1 logs on and tries to access Item001:

e User Is IP Licensed evaluates to true because user1 is listed on an IP license.
User 1 IP License

» User In Attach IP Lic Of Ctgry (“Category A") evaluates to true because user1 is on an IP license,
with category=Category A, and the license is attached to the Item001.
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.
G -

I[P License [tem001
User 1 Category A

* user2 logs on and tries to access Item001.

e User Is IP Licensed evaluates to true because user2 is listed on an IP license.

s B

User 2 IP License

* User In Attach IP Lic Of Ctgry (“Category A") evaluates to false because user2 is not listed on an
IP license with category=Category A.

a%X. B2

IP License [tem001
User 2 Category A

» User In Attach IP Lic Of Ctgry (“Category B”) evaluates to true because user2 is listed on an IP
license with category=Category B, and the license is attached to the Item001.

ayY.|m -

IP License [tem001

User 2 Category B

Setting user citizenship

You can apply one or more citizenships to a license when creating and modifying the license in the ADA
License application and when using the ada_util utility. This lets you support access control based on
user citizenships.
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For example, you can create a license with Great Britain and the United States as the allowed
citizenships. Then, a user accessing the object to which the license has been applied can have either a
United States or Great Britain citizenship or both.

Citizenships are two-letter country codes from I1SO 3166, for example, US (United States) and GB (Great
Britain).

Controlling license propagation

Controlling security propagation

ADA licenses can be propagated to a new object when the object is created using the Save As
command. License propagation is determined by relation propagation rules and the values specified
for the ADA_saveas_propagated_license_types preference.

The license propagation leverages the project propagation mechanism.

* Alicense attached to an item is propagated to the item revisions and associated datasets attached
through the listed relations.

* Licenses attached to an item revision are propagated to associated datasets.

* Save As actions propagate the licenses and classification data from the source workspace object to the
target.

Save As actions include the commands Save As, Check Out, Revise, and Baseline.

Propagation does not cascade through product structures.

Example:

When a user sets the government and IP classifications and attaches an ITAR license to 001-Axel,
the attributes are propagated from 001-Axel to its related item revisions and datasets:

MName Type Gov Classification |P Classification Licenses
= 5 001-Axel  Item | Secret Top Secret ITARO1 |
\Z 001 Master Form
= % 001/A;1-Axel Item Revision | Secret Top Secret ITARO1 |
A 001 Revision Master Form
B 001 Text | Secret Top Secret ITARO1 |

You can use access rules to grant or deny access based on any of these attributes.

* If object Has Government Classification = Secret
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* Allow Group1 to read
* |If object Has IP Classification = Top-Secret
* Allow Group?2 to read
* If User In License
* Allow user to read
You can also control license propagation across multiple sites.
Controlling the propagation of security data using propagation rules

A propagation rule copies property values from one object type to another object type using
relationships and property references when a certain operation occurs (for example, at checkin).

Using propagation rules, you can control the propagation of security data such as project assignments,
ADA licenses, and Classification properties (for example, ip_classification, gov_classification, and
itar_classification).

Note:

Propagation rules now replace the older preferences-configured propagation method.

Use the Propagation Rules editor in the Business Modeler IDE to create propagation rules.
Controlling license propagation across multiple sites

In a configuration that includes multiple sites, use the ADA_override_on_import preference to specify
whether or not a remote site mirrors the license-related properties of the master site for a workspace
object. For example, whether the Authorized Data Access (ADA) license attached to or detached from an
item revision is propagated to the remote site.

Configure audit log access
To view or query for audit log information, the following must be set:
* Turn on audit log access.

Set the TC_audit_manager preference to ON.

* Set the Audit Manager application by setting the TC_audit_manager_version preference to 3.
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Good ADA license practices
* Placement of ADA rules in the rule tree

Rules that identify users with International Traffic in Arms Regulations (ITAR) or intellectual property
(IP) clearance or licenses should be placed high in the rule tree. This ensures that they are the first rule
enforced, for example, before any workflow rules.

» Specify authorized data access rule precedence

When both ITAR and IP access rules are in force at a site, ITAR rules should be configured to take
precedence over IP rules.

» Specify classification and licenses at the correct object level

Specify the classification value or apply licenses to the correct workspace object to prevent
unintended propagation and the associated access restrictions.

* Associate users to correct groups/subgroups

Users should be made members of the most specific group possible to ensure the accuracy of key
attributes, such as the nationality of the organization.

For more best practices for managing authorized data access, see About configuring ADA License.
Configuring ADA License for IP

About configuring ADA License for IP

Limited-time exceptions to allow access to data that is under authorized data access (ADA) control

can be granted to specific users through an authorizing document (intellectual property (IP) license).
Conversely, access to classified data can be denied to specific users for a period of time through the use
of exclude licenses.

Note:

Securing data through an IP license only restricts it so it cannot be seen by users. If the data is
visible, nothing prevents a user from printing or saving a copy.

Applying Access Manager concepts to IP classified data

About applying Access Manager concepts to IP classified data

The following concepts are fundamental to understanding how to apply Access Manager concepts to
intellectual property (IP) data.
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Concept

IP clearance

IP classification

IP licenses

Exclude licenses

IP Admin
privileges

IP Classifier
privileges

Description

IP clearance applies to a specific user and specifies the level of access the user has
to sensitive (classified) information. The clearance value assigned to the user must
match a value defined in the IP_level_list_ordering preference.

IP classification applies to data and specifies the clearance level required for users
to access the data. The classification value assigned to an object must match a
value defined in the IP_level_list_ordering preference.

IP licenses grant discretionary access to data for a specific user or group for a
specific period of time. The rule tree can be configured to check for a valid IP
license associated with an object and user. If found, other access checks are

bypassed.

Exclude licenses are a mechanism for denying users access to data for a specific
period of time. The rule tree can be configured to check for a valid exclude license
associated with an object and user. If found, other access checks are bypassed.

IP Admin privileges must be explicitly granted and denied to prevent users from
gaining unauthorized access to IP data.

IP Classifier privilege lets users classify data without having all the privileges of the
IP Admin. It must be explicitly granted and denied to prevent users from gaining
unauthorized access to IP data.

Access Manager rules for restricting access to IP

Access Manager rules allow you to establish access controls on intellectual property (IP) data. The
following rule conditions and accessor types are used to configure IP data access rules.

Condition

User Has IP
Clearance

Value Description

Specific clearance  Checks whether the IP clearance level of the user being

values that can evaluated is equal to, greater than, or less than the value
be prefixed by specified in the condition. For example, >=secret.
the followin X
. g The operators can be used without a clearance value; the
operators: , . P .
user's clearance is compared to the IP classification attribute
. of the object based on the specified operator. For example,
u> " >=.
ll<ll
ugm Note:

= If the data is not IP classified, the User Has IP
Clearance condition is evaluated as being true,
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Condition Value Description

regardless of whether or not the user is assigned a
clearance level.

Has IP Specific IP Checks whether the IP classification of the workspace object
Classification classification being evaluated is equal to, greater than, or less than the
attribute values value specified in the condition.
that can be .
. The operators can be used without a clearance value; the IP
prefixed by L . C .
. classification attribute of the object is compared to the user's
the following o
i clearance level based on the specified operator.
operators:
u_n Note:
>
>=" If the object has no IP classification attribute value, this
< rule does not apply.
ll<=ll
Has No IP Checks whether the workspace object does not have a value
Classification specified in the IP classification attribute.
User Is IP true or false Checks whether the user being evaluated is listed on an IP
Licensed license attached to the workspace object.
If set to true verifies the existence of a valid (not expired) IP
license attached to the object being evaluated that names the
current user or their group as a licensee.
User Is Excluded true or false Checks whether the user being evaluated is listed on an
exclude license attached to the workspace object.
User In Attached Any or All Checks whether the user being evaluated is listed on any
IP License or all IP licenses attached to the workspace object being
evaluated.
* If set to Any, the user is on at least one IP license.
* If setto All, the useris on all IP licenses.
Has Named IP License ID Checks whether a specific IP license is attached to the
License workspace object being evaluated.
User In Named IP  License ID Checks whether the user being evaluated is listed on an IP
License license of the specified name. It does not check if the license
is attached to the workspace object being evaluated.
User In Attached Any or All Checks whether the user being evaluated is listed on any or
Exclude License all of the exclude licenses attached to the workspace objects.
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Condition

Has Named
Exclude License

User In Named
Exclude License

Accessor

User Excluded

Useris IP
Licensed

User IP
Unlicensed

User Under IP
Clearance

User Has IP
Clearance

User Over IP
Clearance

12. Configuring ADA License

Value Description

* If set to Any, the user is on at least one exclude license.

¢ If set to All, the user is on all exclude licenses.

License ID Checks whether a specific exclude license is attached to the
workspace object being evaluated. It does not check if a user

is on the license.

License ID Checks whether the user being evaluated is listed on an
exclude license of the specified name. It does not check if the

license is attached to the workspace object being evaluated.

Description

User or group that is listed in a valid exclude license attached to the workspace
object being evaluated.

User is cited in a current IP license associated with the selected object either
directly or by membership in a cited organization (group).

User is not cited in any current IP license associated with the selected workspace
object.

User's IP clearance is below the level required by the object. This accessor is
typically used to revoke access and is only applicable when the IP clearance on
the user and the IP classification on the object come from a common multilevel
scheme defined by the IP_level_list_ordering preference.

Checks whether the IP clearance level of the user being evaluated is equal to,
greater than, or less than the value specified in the condition.

User's IP clearance level is over the level required by the object. This accessor
is typically used to grant access and is only applicable when the IP clearance

level on the user and the IP classification on the object come from a common
multilevel scheme defined by the IP_level_list_ordering preference.

Approaches to classification and licensing

Classification and licensing can be implemented at different levels within the object model hierarchy.
This section describes three approaches to licensing and classification for controlling access to the
datasets that contain geometry data.

Classifying, licensing, and performing the rule check at the item level

Applying classification and licensing to the item object and performing the rule check at the item level
allows you to control access to the item and all related information beneath that item in the object
hierarchy, because licensing and classification attributes are inherited from parent items in the hierarchy.
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While this method achieves the goal of protecting the geometry data, it prevents unauthorized users
from viewing the metadata, such as items, item revisions, and BOM view revisions.

Classifying and licensing at the item level but performing the rule check at the dataset
level

Applying classification and licensing at the item level but performing the rule check at the dataset level is
a more flexible alternative. For example, assume that licensing and classification are applied at the item
level and the Access Manager rule is written to check the classification and licensing when the object
being access is a UGMASTER dataset.

This approach achieves the goal of preventing unauthorized access to the geometry data while allowing
you to apply classification and licensing at a high level in the hierarchy, which is more efficient than
applying classification and licensing to each dataset individually. However, this approach also allows
users without clearance to view the metadata associated with the geometry.

The following example shows how the rule tree might be configured to support classification and
licensing at the item level with rule checking performed at the dataset level:

.. Has Class(User) —> IPAdminACL
" Has Type(UGMaster)
7. Is Ex Licensed(True) —> NoAccessACL
" User s IP Licensed(True) —> Consumer ACL
" Has Class(POM_object) —> ProjRoleACL
. User Is IP Licensed(False) —> NoAccessACL
" User Has IP Clearance(>=) —> ProjRoleACL
.\ Has Type(UGPart)
7. Is Ex Licensed(True) —> NoAccessACL
.. User Is IP Licensed(True) —> Consumer ACL
7.\ Has Class(POM_object) —> ProjRoleACL
" User s IP Licensed(False) —> NoAccessACL

.. User Has IP Clearance(>=) —> ProjRoleACL
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Classifying, licensing, and performing rule checks at the dataset level

Classifying and licensing at the dataset level does not allow inheritance of classification and licensing
properties from parent items and item revisions; therefore, these attributes must be applied to each
individual dataset. While this is a valid approach to classification and licensing, Siemens Digital Industries
Software does not recommend this approach.

Scenarios — Restricting user access using rules and ADA licenses

To learn about restricting user access to data using rules and authorized data access (ADA) licenses
together, see the use cases in Scenario — Using rules to control access to data through ADA licenses. The
use cases use ITAR examples but there are corresponding rule conditions for managing access to data
using IP licenses, so the concepts shown for ITAR apply to IP as well.

Propagating ADA licenses

Authorized data access (ADA) licenses can be propagated to a new object when the object is created
using the Save As command. License propagation is determined by relation propagation rules and the
values specified for the preference.

In addition, you can propagate ADA licenses using propagation rules. These rules provide a codeless
configuration way to copy security data, such as ADA licenses, by using the Propagation Rules editor in
the Business Modeler IDE.

Scenario — Implementing ADA for IP based on roles and projects

About the Implementing ADA for IP based on roles and projects scenario

In this scenario, Access Manager rules, data classification, and intellectual property (IP) licensing are
used to control access to IP data based on roles and projects. In addition, use cases illustrate how the
rule tree is evaluated for different users with varying clearance levels, roles, project membership, and IP
licensing.

Roles and projects in the Implementing ADA for IP based on roles and projects scenario

The examples in this scenario assume that the ABC Part Company uses roles and projects to control
access to data. Roles represent functional areas to which users are assigned, and projects organize data
by work program.

ABC Part Company uses the following Teamcenter groups: Design, Engineering, and Test Engineering.
Work is divided into the following projects:
* Project1

A design project that contains some sensitive data.
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* Project2

An engineering project that does not contain sensitive data; however, some members of Project2
require access to specific sensitive files in Project1 and Project3.

* Project3

A test engineering project that does not contain sensitive data; however, some members of Project3
require access to specific sensitive files in Project1 and Project2.

The following table maps data requirements for these groups and projects.

Design group
Project1 All design data is assigned to
Project1, and all users in the
Design group are members of
Project1.

Access can be granted based on
project membership or by using IP
licenses.

Project2 A subset of design data is assigned
to Project2. Specific users in the
Design group are granted access

to specific data using IP licenses.

Project3 A subset of design data is assigned
to Project3. Specific users in the
Design group are granted access

to specific data using IP licenses.

Engineering group

A subset of engineering data is
assigned to Project1. Specific users
in the Engineering group are
granted access to specific data in
Project1 using IP licenses.

All engineering data is assigned

to Project2, and all users in the
Engineering group are members of
Project2.

Access can be granted based on
project membership or by using IP
licenses.

A subset of engineering data is
assigned to Project3. Specific users
in the Engineering group are
granted access to specific data using
IP licenses.

Test Engineering group

A subset of test data is assigned

to Project1. Specific users in the
Test Engineering group are granted
access to specific data in Project1
using IP licenses.

A subset of test data is assigned

to Project2. Specific users in the
Test Engineering groups are granted
access to specific data in Project2
using IP licenses.

All test data is assigned to Project3,
and all users in the Test Engineering
group are members of Project3.

Access can be granted based on
project membership or by using IP
licenses.

In addition to the group and project structure employed by ABC Part Company, the following
assumptions are made in the examples in this section:

* The value of the AM_PROJECT_MODE preference is false.

Note:

evaluated.

If this preference is not set, or if it is set to false, only the current active project of the logged on
user is evaluated. If the preference is set to true, all of the logged on user's active projects are

» Data is associated with one group and assigned to one project.
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* Sensitive data is assigned a classification value. No assumptions are made about at what level in the
data model hierarchy the data is classified or the IP license is attached.

Siemens Digital Industries Software recommends classifying and licensing at the item level.
» (Classified data is contained in .prt files associated with UGMASTER datasets.

* Teamcenter metadata associated with the classified data must be available to project members even
if they do not have clearance to access the geometry data or an IP license that grants them access.
Membership in the project is sufficient to allow access to the metadata.

» Users requiring access to classified data are assigned a clearance level that equals or exceeds the
classification value of the data that they need to access. Users must also be a member of at least
one of the projects with which the data is associated; otherwise, they must be granted access by IP
licensing.

Rule tree and ACLs in the Implementing ADA for IP based on roles and projects scenario

The Teamcenter administrator at ABC Part Company has created the IPAdminACL ACL, ConsumerACL
ACL, the NoAccessACL ACL, and the ProjRoleACL ACL as part of their security implementation.

The IPAdminACL ACL used in the rule tree is defined, as follows.

D a8 ¢

Role IP Admin v@
World x

The ConsumerACL ACL used in the rule tree is defined, as follows.

‘:T_J B oe ‘7 X ;'l :_ 3"’ ﬁl ﬁ‘ I..E_I E"_- fEl - g:ir\l/(ielrages
Role Consumer W X M R X X X XK X XX

The NoAccessACL ACL used in the rule tree is defined, as follows.

‘:T_j B oar ‘? X ;'l :_ SV ﬁb Fﬂ‘ I..E_I E"_ E - grti}:/‘ialzges

World Temp Part
Author x

The ProjRoleACL ACL used in the rule tree is defined, as follows.
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J_J g oar ‘? X :;"1'?}- :_ gv r&ib ﬁ‘ I..E‘_I i fﬁ . grtir\]/ielzges

Role in Team Author Qf Qf Qf qf qf qf Qf Qf

Projects of

Object

Role in Temp Part

Projects of Author W WW x W W x x Vw x X X X
Object

Using the IPAdminACL ACL, ConsumerACL ACL, NoAccessACL ACL, and the ProjRoleACL ACL, the ABC
Part Company has implemented the following rules in the Access Manager rule tree:
.\ Has Bypass(true) —> ByPassACL
.. Has Class(User) —> IPAdminACL
.\ Has Type(UGMaster)
4 User Is IP Licensed(True) —> ConsumerACL
.. Has Class(Pom_object) —> ProjRoleACL
L User Is IP Licensed(False) —> NoAccessACL
1. User Has IP Clearance(>=) —> ProjRoleACL
<subsequent-rules>

Evaluation of the rule tree in the Implementing ADA for IP based on roles and projects

scenario

When a user attempts to access data in Teamcenter, the rules in the tree are evaluated as follows:

1. If the user has By Pass set, the ByPassACL ACL determines access privileges to the object.

This is a high-level rule that grants system administrator privileges.
2. The Has Type(UGMaster) condition is evaluated.

If the data object type is UGMaster, the evaluation proceeds down the rule tree, as follows:

e The User Is IP Licensed(true) condition is evaluated to determine if the user is cited in a valid IP
license for the data object.

If so, the Has Class(POM_object) —> ProjRoleACL subbranch is evaluated. If the Has
Class(POM_object) —> ProjRoleACL rule applies, the ProjRoleACL is applied.
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If the Has Class(POM_object) —> ProjRoleACL rule does not apply, the ConsumerACL ACL from
the parent rule, User Is IP Licensed(True) —> ConsumerACL, is applied.

* If the User Is IP Licensed(True) —> ConsumerACL rule does not apply, the evaluation continues
to the User Is IP Licensed(False) —> NoAccessACL branch.

If the user, or their group, is not cited in a valid IP license, the User Has IP Clearance(>=) ->
ProjRoleACL subbranch is evaluated.

If the user's clearance is greater than or equal to the classification level of the object, the
ProjRoleACL ACL is applied. If the user's clearance level is less than the classification level of the
object, the NoAccessACL ACL from the parent rule, User Is IP Licensed(False) —> NoAccessACL,
is applied.

Use case 1 — Attempted access with privileges

In this use case, the rule tree is evaluated when Robert Smith attempts to access Part1 in the database.
Robert requires read, write, and import privileges to complete his task.

Robert Smith has the following clearance level, role, and project membership.

User Clearance level Role Project Current project

smithr 2 Team author in Project1 Project1 Project1

In addition, Part1 is a UGMaster dataset. The classification level of Part1 is 1, and there are no valid IP
licenses associated with Part1 that cite Robert Smith as an authorized user.

Given this information, the rule tree is evaluated as follows:
1. The Has Type(UGMaster) condition is evaluated, and the evaluation proceeds down the tree.
2. The UserIs IP Licensed(true) —> ConsumerACL rule is evaluated.

There is no valid IP license on Part1 citing Robert Smith as an authorized user; therefore, the
evaluation proceeds down the tree.

Note:

Because the User Is IP Licensed(true) —> ConsumerACL is evaluated as false, the Has
Class(Pom_object) —> ProjRoleACL subbranch is not evaluated.

3. The User s IP Licensed(False) —> NoAccessACL rule is evaluated.
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Robert Smith is not IP licensed; therefore, the User Has IP Clearance(>=) —> ProjRoleACL
subbranch is evaluated. The rule evaluates to true, because Robert Smith's clearance level is 2
and the classification level of Part1 is 1; therefore, the ProjRoleACL ACL is applied.

At this point, the rule tree evaluation has determined that the user has sufficient privileges to
perform the requested operation and no further rule tree processing is required.

Use case 2 — Unauthorized export

In this use case, the rule tree is evaluated when Jane Davis attempts an unauthorized export operation
on Part1.

Jane Davis has the following clearance level, role, and project membership.

User Clearance level Role Role in project Project Current project
davisj 1 Consumer Team Author in Project1 Project1
Project1

In addition, Part1 is a UGMaster dataset. The classification level of Part1 is 2, and Jane Davis is cited by
a valid IP licenses associated with Part1.

Given this information, the rule tree is evaluated as follows:
1. The Has Type(UGMaster) condition is evaluated, and the evaluation proceeds down the tree.
2. The User s IP Licensed(true) —> ConsumerACL rule is evaluated.

There is a valid IP license on Part1 citing Jane Davis as an authorized user; therefore, the Has
Class(Pom_object) —> ProjRoleACL subbranch is evaluated.

3. The Has Class(Pom_object) —> ProjRoleACL rule evaluates to true, and the ProjRoleACL ACL is
applied.

However, Jane Davis does not fill a role in Project2 to which Part1 is assigned; therefore, none of
the privileges of the ProjRoleACL ACL are applied and the evaluation proceeds down the rule tree.

4. The User s IP Licensed(False) —> NoAccessACL is evaluated.

Jane Davis is IP licensed; therefore, the NoAccessACL ACL is not applied and the subbranch is not
evaluated.

At this point, the rule tree evaluation has determined that the user does not have sufficient
privileges to perform the export operation and no further rule tree processing is required.
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Use case 3 — Attempted access without IP license

In this use case, the rule tree is evaluated when Doug Abbott, who has a role in the project, attempts to
access Part1 without appropriate clearance or a valid IP license.

Doug Abbott has the following clearance level, role, and project membership.

User Clearance level Role in project Project

abbottd 1 Temp Part Author in Project2 Project2

In addition, Part1 is a UGMaster dataset. The classification level of Part1 is 2, and it is assigned to
Project2. Doug Abbott is not cited by a valid IP licenses associated with Part1.

Given this information, the rule tree is evaluated as follows:
1. The Has Type(UGMaster) condition is evaluated, and the evaluation proceeds down the tree.
2. The User s IP Licensed(true) —> ConsumerACL rule is evaluated.

There is not a valid IP license on Part1 citing Doug Abbott as an authorized user; therefore, the
ConsumerACL ACL is not applied, and the Has Class(Pom_object) —> ProjRoleACL subbranch is
not evaluated.

3. The User s IP Licensed(false) —> NoAccessACL rule is evaluated.

This condition is true; therefore, the User Has IP Clearance(>=) —> ProjRoleACL subbranch is
evaluated.

Doug Abbott's clearance level is 1, and the classification of the part is 2; therefore, the
NoAccessACL ACL from the parent branch, User Is IP Licensed(false) —> NoAccessACL, is applied
and access is denied.

Scenario - Implementing ADA for IP based on groups

About the Implementing ADA for IP based on groups scenario

In this scenario, Access Manager rules, data classification, and intellectual property (IP) licensing are
used to control access to IP data based on groups. In addition, use cases illustrate how the rule tree is
evaluated for different users with varying clearance levels, roles, project membership, and IP licensing.

Groups used in the Implementing ADA for IP based on groups scenario

The examples in this section assume that the ABC Part Company uses groups, which organize users into
functional clusters, to control access to data. ABC Part Company uses the following Teamcenter groups:
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* Design

Owns both sensitive data and nonsensitive data. Only users who should be allowed access to the
sensitive data are granted membership in the Design group. Other users who require access are
granted limited-time access privileges through an IP license.

* Engineering

Owns both sensitive and nonsensitive data. Only users who should be allowed access to the sensitive
data are granted membership in the Engineering group. Other users who require access are granted
limited-time access privileges through an IP license.

* Test Engineering

Owns both sensitive data and nonsensitive data. Only users who should be allowed access to the
sensitive data are granted membership in the Test Engineering group. Other users who require
access are granted limited-time access privileges through an IP license.

Other assumptions:

 (Classification values are applied to sensitive data, and no assumption is made about where in the class
hierarchy the information is classified. However, Siemens Digital Industries Software recommends
classifying data at the item level of the object model hierarchy.

e (Classified data is contained in a UGMaster dataset.

* Teamcenter metadata associated with sensitive data must be available to users in the owning group,
even if they do not have the clearance required to access the classified data or an IP licensing granting
access to the data. Membership in the owning group must be sufficient to establish to right to view
metadata.

* Users who require access to classified data are either members of the owning group or are assigned an
IP clearance level greater than or equal to the classification of the data to which they require access.
Alternatively, users can be granted access using an IP license.

Rule tree and ACLs in the Implementing ADA for IP based on groups scenario

The Teamcenter administrator at ABC Part Company has created the IPAdminACL ACL, ConsumerACL
ACL, the GroupRoleACL ACL, and the NoAccessACL ACL as part of their security implementation.

The IPAdminACL ACL used in the rule tree is defined, as follows.
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y 8 ¢

Role IP Admin w
World b4
The ConsumerACL ACL used in the rule tree is defined, as follows.
. e Y Other
L,T] g erar y K G, 43 BV ﬁb @‘ [gil |_£| 'E] privileges
Role Consumer ¢ M X M X X X K R K XX
The NoAccessACL ACL used in the rule tree is defined, as follows.
. oL N Other
@ g o y ) 4 8 5] Q’ ﬁl @ :g_b—l il E privileges
World Temp Part
Author X

The GroupRoleACL ACL used in the rule tree is defined, as follows.
Other

LVT] g e (? X ;’ﬂ*e\ :l Bv ﬁb ﬁ' [gil |_£| E ’E privileges
Role in Team Author vf W w vf ¢ ¢ W W

Owning Group

Role in Temp Part W X ¢ ¢ X X ¥ X X XX

Owning Group Author

Using the IPAdminACL ACL, ConsumerACL ACL, NoAccessACL ACL, and the GroupRoleACL ACL, the
ABC Part Company has implemented the following rules in the Access Manager rule tree:
T Has Bypass(true) —> ByPassACL
.. Has Class(User) —> IPAdminACL
. Has Type(UGMaster)
.\ User Is IP Licensed(True) —> ConsumerACL
7.\ Has Class(Pom_object) —> GroupRoleACL

. User Is IP Licensed(False) —> NoAccessACL
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.\ User Has IP Clearance(>=) —> ProjRoleACL

<subsequent-rules>

Evaluation of the rule tree in the Implementing ADA for IP based on groups scenario
When a user attempts to access data in Teamcenter, the rules in the tree are evaluated as follows:
1. If the user has By Pass set, the ByPassACL named ACL determines access privileges to the object.
This is a high-level rule that grants system administrator privileges.
2. The Has Type(UGMaster) condition is evaluated.
If the data object type is UGMaster, the evaluation proceeds down the rule tree, as follows:

¢ The User Is IP Licensed(true) condition is evaluated to determine if the user is cited in a valid IP
license for the data object.

If so, the Has Class(POM_object) —> GroupRoleACL subbranch is evaluated and if valid, the
GroupRoleACL ACL is applied. If the subbranch is not valid, the ConsumerACL ACL from the
parent rule, User Is IP Licensed(true) —> ConsumerACL, is applied.

* |f the User Is IP Licensed(true) condition is not met, the User Is IP Licensed(false) condition is
evaluated, and the User Has IP Clearance(>=) —> GroupRoleACL subbranch is evaluated.

If the user's clearance is greater than or equal to the classification level of the object, the
GroupRoleACL ACL is applied. If the subbranch is not valid, the NoAccessACL ACL from the
parent branch, User Is IP Licensed(false) —> NoAccessACL, is applied.

Use case 1 — Attempted access with privileges

In this use case, the rule tree is evaluated when Robert Smith attempts to access Part1 in the database.
Robert requires read, write, and import privileges to complete his task.

Robert Smith has the following clearance level, role, and group membership.

User Clearance level Role in Group Group

smithr 2 Team Author Design

In addition, Part1 is a UGMaster dataset that is owned by the Design group. The classification level
of Part1 is 1, and there are no valid IP licenses associated with Part1 that cite Robert Smith as an
authorized user.

Given this information, the rule tree is evaluated as follows:
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1. The Has Type(UGMaster) condition is evaluated, and the evaluation proceeds down the tree.
2. The User s IP Licensed(true) —> ConsumerACL rule is evaluated.

There is no valid IP license on Part1 citing Robert Smith as an authorized user; therefore, the
evaluation proceeds down the tree.

Note:

The User Is IP Licensed(true) —> ConsumerACL rule is evaluated as false; therefore, the Has
Class(Pom_object) —> GroupRoleACL subbranch is not evaluated.

3. The User s IP Licensed(False) —> NoAccessACL rule is evaluated.

Robert Smith is not IP licensed; therefore, the User Has IP Clearance(>=) —> GroupRoleACL
subbranch is evaluated.

The rule evaluates to true, because Robert Smith's clearance level is 2 and the classification level of
Part1 is 1. The GroupRoleACL ACL grants Read, Write, and Import privileges to the user.

At this point, the rule tree evaluation has determined that the user has sufficient privileges to perform
the requested operation and no further rule tree processing is required.

Use case 2 — Unauthorized export

In this use case, the rule tree is evaluated when Jane Davis attempts an unauthorized export operation
on Part1.

Jane Davis has the following clearance level, role, and group membership.

Clearance level
User Role Role in group Group

davisj 1 Consumer Team Author in Design group Design

In addition, Part1 is a UGMaster dataset owned by the Engineering group. The classification level of
Part1 is 2, and Jane Dauvis is cited by a valid IP license associated with Part1.

Given this information, the rule tree is evaluated as follows:
1. The Has Type(UGMaster) condition is evaluated, and the evaluation proceeds down the tree.
2. The User s IP Licensed(true) —> ConsumerACL rule is evaluated.

There is a valid IP license on Part1 citing Jane Davis as an authorized user; therefore, the
HasClass(Pom_object) —> GroupRoleACL subbranch is evaluated.
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The HasClass(Pom_object) —> GroupRoleACL rule evaluates to true, and the GroupRoleACL ACL
is applied.

However, Jane Davis does not fill a role in the Engineering group by which Part1 is owned;
therefore, none of the privileges of the GroupRoleACL ACL are applied, and the evaluation
proceeds down the rule tree.

At this point, the rule tree evaluation has determined that the user does not have sufficient
privileges to perform the export operation and no further rule tree processing is required.

Use case 3 — Attempted access without valid license

In this use case, the rule tree is evaluated when Doug Abbott, who has a role in the owning group,
attempts to access Part1 without appropriate clearance or a valid IP license.

Doug Abbott has the following clearance level, role, and group membership.

User Clearance level Role in group Group

abbottd 1 Temp Part Author in Engineering group Engineering

In addition, Part1 is a UGMaster dataset. The classification level of Part1 is 2, and it is owned by the
Engineering group. Doug Abbott is not cited by a valid IP license associated with Part1.

Given this information, the rule tree is evaluated as follows:
1. The Has Type(UGMaster) condition is evaluated, and the evaluation proceeds down the tree.
2. The User s IP Licensed(true) —> ConsumerACL rule is evaluated.

There is not a valid IP license on Part1 citing Doug Abbott as an authorized user; therefore, the
ConsumerACL ACL is not applied and the Has Class(Pom_object) —> GroupRoleACL subbranch is
not evaluated.

The evaluation continues down the tree.
3. The User s IP Licensed(false) —> NoAccessACL rule is evaluated.

This condition is true; therefore, the User Has IP Clearance(>=) —> GroupRoleACL subbranch is
evaluated.

Doug Abbott's clearance level is 1 and the classification of the part is 2; therefore, the rule is not
valid.

The NoAccessACL ACL from the parent rule, User Is IP Licensed(false) -> NoAccessACL, is applied
and access is denied.
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Scenario - Implementing ADA for IP at the dataset level

Scenario — Implementing ADA for IP at the dataset level

The following use cases illustrate how Access Manager rules can be configured to control access to
classified intellectual property (IP) data. Both examples assume that the dataset is the object that is
classified and that the item or item revision and any corresponding BOM views are viewable by any user.

Use case 1 - Using levels of user clearance

In this example, the ABC Part Company is implementing rules to secure sensitive data. To do this, they
have established two levels of user clearance, secret and super secret, and one level of IP (data)
classification, secret. In addition, they have created an IP license, lic 1 that names Robert Smith as an
authorized user. They have applied these clearances and classifications as follows.

User Clearance level

Robert Smith (smithr) None

Jane Davis (davisj) secret

Peter Taylor (taylorp) super secret

Dataset ID Classification level License

ABCO0001 None None
ABC0002 secret None
ABC0003 secret license 1

Based on the clearance, classification, and licensing, ABC Part Company has implemented three access
control lists (ACLs): IPAdminACL ACL, IPACL ACL, and NolPACL ACL.

The IPAdminACL ACL used in the rule tree is defined, as follows.

D 8 ¢

Role IP Admin Qf
World x

The IPACL ACL is defined as follows.
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Use case 1 — Using levels of user clearance _

(D 8 o« 2 X % Q@ 3L &He R g

Owning User
User IP Licensed

User Under IP Clearance

X 4 4

User over clearance V@J
Role in Owning Group IP Admin v@
World x x

The NolPACL ACL is defined as follows.

b 8 [ 2 x| @ e dewg

Role in Owning Group IP Admin v@

World ‘f x

The IPACL ACL and the NolPACL ACL are used in the following rules:

7.\ Has Class (POM_object)

. Has Bypass (true) —> Bypass

.\ Has IP Classification() —> IPACL

.. Has No IP Classification() —> NolPACL

.. Has Class(User) -> IPAdminACL

7. Has Class(POM_object) —> System objects
In addition to the clearance levels, classification levels, ACLs, and rules, ABC Part Company can set
the TC_session_clearance preference to provide one of three levels of monitoring: unset, blocking,

or logging. The Unmanage privilege can be granted to allow users to circumvent the blocking, if
applicable.

The results of the security implementation described in this section are displayed in the following table.
The table lists results for each user, at each level of session clearance monitoring, for each dataset.
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Session
Clearance User

Clearance

User can
Dataset Classificati License Read Writ IP unmanag Unmana
on e Logged e ge

block smithr  none

block davisj secret

block taylorp  super
secret

ABCO00 secret lic 1 Y Y Y N N
3
ABCO00 secret lic1 Y Y Y N N
3
ABCO00 secret lic 1 Y Y Y Y Y
3

log smithr  none

log davisj secret

log taylorp  super
secret

ABCO00 secret lic 1 Y Y Y Y Y
3
ABCO00 secret lic 1 Y Y Y Y Y
3
ABCO00 secret lic1 Y Y Y Y Y
3
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Use case 2 — Using the super-secret role _

Session

User can
Clearance  User Clearance Dataset Classificati License Read Writ IP unmanag Unmana
on e Logged e ge

unset smithr ~ none ABCOO0 secret lic 1 Y Y N Y Y
3

unset davisj secret ABCO00  secret lic 1 Y Y N Y Y
3

unset taylorp  super ABCO00  secret lic 1 Y Y N Y Y
secret 3

Use case 2 - Using the super-secret role

In this example, the ABC Part Company is implementing rules to secure sensitive data using a variation
on the security scheme implemented in use case 1.

To do this, they have established one level of user clearance, secret, and they have created a new

role, super-secret. (The super-secret role provides functionality equivalent to the super secret user
clearance level in use case 1.)

Based on this clearance level and role, ABC Part Company has implemented the IPACL ACL, as follows.

(D el 2 X % QRHhdH ¢ R g

Owning User

User IP Licensed

User Under IP

X 4 4 3

Clearance x x x x x
Role in Owning super-
Group secret v

Security Administration, Teamcenter 2412
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1 8 s 2 X % Q@ HSEG&HE E L

Role in Owning IP Admin
Group “f
World % X

The difference between the definition of the IPACL ACL in this use case and the ACL in use case 1 is that
the User Over Clearance accessor is replaced with the Role in Owning Group(super-secret) accessor.

The benefit of use case 2 is that it leaves no possibility of a higher level of security being applied to the
data. It also enables you to limit the use of the super-secret role to a single group or project.

In both use cases, using Access Manager to assign unmanage privileges enables NX to read the blocking
property.

Implementation considerations
Access Manager considerations for IP
Placement of rules in the Access Manager rule tree

Access Manager implicitly grants access privileges to data unless privileges are explicitly revoked;
therefore, rules to identify users with IP clearance or license should be placed high in the rule tree.
For example, placing IP rules higher than the Has Object ACL condition prevents users from retaining
privileges to something that is later classified. If neither IP-related condition applies, the rule tree is
evaluated and data access privileges are determined by other factors, such as project membership or
object ownership, as the rule tree is evaluated.

Authorized data access rule precedence for ITAR and IP

When both ITAR and IP access rules are in force at a site, ITAR rules must take precedence over IP rules.
Therefore, you must place ITAR rules higher in the rule tree than IP rules.

NX security for classified data for ITAR and IP

When operating in Teamcenter Integration for NX mode, Teamcenter provides security metadata to NX.
This metadata is computed using the user and data properties and directs how NX behavior is modified
when processing secure data. Security metadata is constant in NX, even if the information changes in
Teamcenter. For example, if a user is granted access to data in NX based on a license, and the license
expires while the data is open in NX, the expiration is not recognized by NX until the user attempts

to save the data back to Teamcenter, at which point the operation fails because the user's license has
expired.

Authorized data access logging and blocking supports NX datasets as well as non-NX datasets that
can be translated into a part file, including JT, Solid Edge, and CATIA data.
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The following NX operations are affected when logging and blocking are implemented.

Operation

File->Save As

File->Print

File->Plot

File->Send to Package File
File->Export->Part
File>Export->Parasolid
File->Export->User Defined Feature
File->Export->CGM
File->Export->STL
File>Export—->Polygon File
File->Export->Author HTML
File->Export->Teamcenter Visualization
File->Export->VRML
File=>Export->PNG
File->Export=>JPEG
File->Export->GIF
File->Export->TIFF
File->Export->BMP
File->Export->XWD
File->Export->IGES
File->Export->STEP203
File->Export->STEP214
File->Export->DXF/DWG
File->Export->2D exchange
File->Export->Heal Geometry
File>Export->V4 Catia

NX security for classified data for ITAR and IP

Blocked and

logged

X X X X X X X X X X X X X X X X X X X X X X X X X Xx

Blocked
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Blocked and
Operation logged Blocked

File->Export-V5 Catia

File->Export drawings to Teamcenter
File=>Interoperate

File->Collaborate

Edit->Copy Display
View=Visualization2>High Quality Image
View=Visualization-Create Animation

Tools->NX Manager—->Export Assembly

X X X X X X X X X

Tools»NX Manager->Save Outside
Teamcenter

Tools=Part Families Create

Tools=Part Family Update
Assemblies-»Components—->Create New X
Assemblies->Components->Add Existing

Assemblies>Components-Substitute
Component

Assemblies>Components-Part Family
Update

Assemblies-»Components—->Create New
Parent

Assemblies-Cloning-Create Clone X
Assembly

Edit-2>Paste [Pasting of a component]
Dragging a drawing template onto a part

Multi-Site Collaboration considerations

Take care when sharing classified data with other Teamcenter sites.
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About the tasks for configuring and administering authorized data access for IP data _

Caution:

It is possible that when importing a mixture of classified and unclassified data, the user who
performs the import could view data to which they do not have clearance. Teamcenter tests for
privileges when importing data, but the system does not read the classification attribute until the
object has been reassembled and saved at the importing site.

In addition, to ensure that classification and license attributes are retained when classified data is
imported to a remote site, you should first verify that the clearance and classification values and AM rule
tree entries are synchronized between the sites.

The following points should also be considered when working with classified data in a Multi-Site
Collaboration environment:

* Licenses are defined independently at each site and must be matched when data is imported.

* Licenses are not automatically exported with data objects; however, references to the licenses are
exported with the data object.

* The TC_multi_site_ada_license_user_bypass preference can be set to allow licenses to be re-
attached to replicated objects upon import, even when the importing user does not have the
privileges required to attach such a license.

* If a license with the same ID as that referenced by the data object exists at the importing site, the
association is maintained.

* If a data object references a license ID that does not exist at the importing site, there are no IP
privileges on the object when it is imported.

* Classification values assigned to data are preserved when the data is imported.

* The ADA_override_on_import preference can be set to keep IP and government classification values
on a workspace object in sync between the master and replica sites.

Basic tasks for configuring and administering ADA for IP data

About the tasks for configuring and administering authorized data access for IP data

The following basic tasks must be performed when configuring and administering authorized data
access for intellectual property (IP) data:
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Enable ADA
Configure NX

.

Dﬁf:ﬂﬂ l.ﬁ Cl?ﬁ ralr‘lca Ianr:l ASEign learato
Classification levels | 4 |TAR Admin role

A
I -
A
A
#
A

Assign users to

Manage users T\ —- -
(Optional) l‘ \“ Assign clearance
Create IP licenses levels

Assign classification values
to objects

.

Associate licenses with
data objects

-

Enabling authorized data access

Authorized data access (ADA) features are enabled by default when you install Teamcenter. To disable
ADA, set the ADA_enabled preference to false.

Configuring logging and blocking in NX

The TC_session_clearance preference, in conjunction with NX runtime properties, enables you to
establish indirect access controls in NX using logging or menu suppression (blocking) to control
classified data that is loaded in a Teamcenter Integration for NX session.

Logging provides auditable evidence of the use of various NX commands on classified data. This is
implemented by NX internal mechanisms that are beyond the scope of this document. For more
information, see the NX Help Library.

Blocking suppresses NX menus that, if used on classified data, could result in exporting geometric data
outside the NX/Teamcenter managed environment. The blocking feature also provides menu action

logging.

While allowing data out of the managed environment creates a security vulnerability, you may at times
want to grant a user permission to use NX menus that involve exporting data out of the environment.
You can use the Unmanage privilege in Access Manager to grant users the ability to access these
restricted features.
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Configuring logging and blocking is optional.
Defining IP clearance and classification levels

Each site defines a list of intellectual property (IP) classification values and clearance levels that

are assigned to data objects and users for IP access evaluation. The list is maintained in the
IP_level_list_ordering preference. For example, you define a list of the secret, top-secret, and super-
secret access levels. The order in which the levels appear in IP_level_list_ordering defines their
restrictiveness. The first row is the lowest classification, and the last row is the highest. Access Manager
compares these values to determine user access rights to an object.

The IP classification values are propagated to related objects according to the propagation rules defined
in Teamcenter (when setting the value on an item, all revisions and their attached datasets gets the
same value). This only applies, however, when setting a value that is more restrictive than the current
value. If you set a less restrictive value on an object, the value is not propagated to the related objects.

For example, if you set a classification value of top-secret on the 001-Axel part, it is propagated to the
related objects because its classification is more restrictive than the IP classification of the related objects
(secret):

Mame Type Classification
= 5 001-Axel Item ‘top-secret
| [ 001 Master Form Y
= 5 00UA-Axel 1tam Revision secret D
& 001 Revision Master Form
& 001 Text secret

In the following example, however, if you set an IP classification value of secret on the 001-Axel part,
it is not propagated from 001-Axel to the related objects because it is less restrictive (at a lower level)
than the IP classification value set on the related objects (top-secret):

MName Type Classification
= & 001-Axel ltem secret
| [# 001 Master Form %
= 5 DDA -Axel jtem Revision 'top-secret D
| 001 Revision Master Form
2 001 Text secret

You can replace an IP classification value with another of equal value. For example, in the following
example, top-secret is replaced with super-secret because it is at the same level.

Note:

Classification values that are of equal value are separated by commas in the IP_level_list_ordering
preference.

12-49



_ 12. Configuring ADA License

MName Type Classification
= & 001-Axel ltem super-secret
| [ o001 Master Form ¥‘
= 5 00UA-A%el 1tem Revision top-secret D
.? oo Revision Master Form
[ 001 Taxt top-secret

Assigning IP Admin role and grant IP Admin privileges

The IP Admin privilege is required to specify IP classification on data objects. The privilege to administer
IP licenses is defined by the value specified for the ADA_license_administration_privilege preference
(ITAR_ADMIN by default). The same privilege is required to add and remove users from licenses and set
license expiration dates, typically by either being the owning user or being assigned to the IP Admin
role.

Applying licenses to or removing licenses from objects requires that the user have IP Admin privileges
on both the license and the object to which the license is being applied.

Users can be assigned to the IP Admin role by a Teamcenter administrator using the Organization
application.

Note:

License creation is not controlled by Access Manager rules.

Assigning users to classify data

Use the Organization application to assign users to the IP Classifier role to allow them to classify IP
information without granting all of the privileges of the IP_ADMIN. Users of these roles must be granted
the IP_Classifier privilege by the customer rule tree modifications.

Comparison of roles

The following table provides information at a high level about the actions that users with ITAR_ADMIN,
IP_ADMIN, ITAR_Classifier, and IP_Classifier privileges can perform (there are minor exceptions for
attaching or detaching licenses):

Action ITAR_ADMIN IP_ADMIN ITAR_Classifier IP_Classifier
Create ITAR, IP, or Yes, if preference Yes, if preference No No
exclude license ADA _license_ ADA _license_

administration_ administration_
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Action

Modify ITAR, IP, or
exclude license

Delete ITAR, IP, or
exclude license

Attach ITAR license to
a workspace object

Attach IP or exclude
license of workspace
object

Detach ITAR license
from workspace
object

Detach IP or
exclude license from
workspace object

Set or

modify government
classification on
workspace object

Set or modify
IP classification on
workspace object

Set or modify IP
clearance for a user

Recommended rules for intellectual property (IP) classification of workspace objects

ITAR_ADMIN

privilege is set to
ITAR_ADMIN

Yes, if preference
ADA license_
administration_
privilege is set to
ITAR_ADMIN

Yes, if preference
ADA_license_
administration_
privilege is set to
ITAR_ADMIN

Yes

No

Yes

No

Yes

No

No

Assigning users to classify data

IP_ADMIN

privilege is set to
IP_ADMIN

Yes, if preference
ADA license_
administration_
privilege is set to
IP_ADMIN

Yes, if preference
ADA_license_
administration_
privilege is set to
IP_ADMIN

No

Yes

No

Yes

No

Yes

Yes

ITAR_Classifier

No

No

No

No

No

No

Yes

No

No

IP_Classifier

No

No

No

No

No

No

No

Yes

No

The following are examples of recommended rules and access control lists (ACLs) for users performing IP
classification of workspace objects.
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'E_"_", Has Class( POM_object )

----- T\ Has Bypass{ true ) -> Bypass

I_:_I"|__."-. Has Class{ ADA_License ) - = CwningGroupOnky
"u__."-. User TTC Expired! true ) -= Mol TARADminACL
-7\ Has Type( ITAR_License ) - ManageLicenseaCL
-7 Has Type( IP_License ) - ManageLicenseACL
-7\ Has Type{ Exclude_License ) - > ManageLicenseacL
|:—:|"|__."-. Has Government Classification] ) -= ITARACL
"u__."-. User Mationality( -5 ) - LimitedAccessaiL
"u__."-. User Geography( -US ) - = LimitedAccessaiL
----- "L_.'_'-. Has IP Classification ) -= IPACL
----- "L_.'_'-. Has Mo IP Classificationf ) -= MolPACL
----- "L_.'_'-. Has Mo Government Classification ) -= Mol TARACL
----- T\ Has Class{ User } - = ADAADmInACL
EEI---"[__.'_'-. Has Class{ POM_object ) -= Swstem Objects
EEI---"[__.'_'-. Has Class{ WorkspaceObject )
[#-1 Has Class{ SavedSearch )
----- T4 In Jobi true )

~Marmed ACL
ACL Name: TPACL v | % (X[
7 [ s ]@@@B@@@QQ@@@@BE@@@@@@@
wning User
Idser Ig Licensed W
Idser Under IP Clearance X
Idser Creer IP Clearance 4
Fale in Cwning Group @0E Sike Admin v W
Rale in Cwning Group P Admin 'y
Fale in Cwning Group ITAR Admin o
‘World XX
~Mamed ACL
ACL Name: [NolPACL v | (X][R]
L5 |8 |JHUNNNdREELEE e ENEEE
Role in Cwning Group  B0A Sike Admin | W
Rale in Cwning Group [P Admin Y4
Raole in Cwning Group [TAR Admin |
world XX

Assigning clearance levels to users

Use the Organization application to assign IP clearance levels to users. The clearance value assigned to
the user must match a value defined in the IP_level_list_ordering preference.

Creating IP licenses

Users who have the same privilege as the value set for the ADA_license_administration_privilege
preference can create and maintain intellectual property (IP) licenses in the ADA License application.
Once created, privileges are either granted or denied to users by associating the license directly with the
data object.
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Assigning classification values to data objects
Overview of assigning classification values to data objects

Access to classified data is determined by an evaluation of the user's clearance level and the classification
level that is applied to the object. The IP Classification property specifies the classification level of an
individual object and can be viewed and modified in the same manner as other object properties. Valid
values for this property are derived from the IP_level_list_ordering preference. Users must have IP
Admin or IP Classifier privileges to classify objects in Teamcenter.

Note:

The Classification, Classified, and Classified in properties apply to the Teamcenter Classification
application, which is used to categorize objects for reuse. They do not apply to classification for the
purpose of authorizing data access.

Assign an IP classification value to an object

Tip:

You can also display and modify object properties in the Details pane by selecting the object and
choosing Details from the list in the upper-right corner of the Teamcenter window. This method

allows you to assign a classification value without performing the extra steps required to display

the Properties dialog box.

1. Inthe tree display in My Teamcenter, right-click the object to be classified.
2. From the shortcut menu, choose Edit Properties.

Teamcenter checks the object out of the database and opens it for edit.
3. Click the All tab to display all of the object properties.
4. Scroll to locate the IP Classification property.
5. Select the IP classification value from the drop-down list.

The drop-down list values are specified in the IP_level_list_ordering preference.
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6.

3, 030078-11
General Reservation  Project All
IMD5 Semi-Component:

True Falze
1P Clagsifucation: | v

IP Logged: Ve

secret
super-secret
top-secret

In Process:

Incremental Change Intent:

Check in the object.

Associating licenses with data objects

Introduction to associating licenses with data objects

IP licenses grant named users discretionary, limited-time access to classified data. Users (IP
administrators) who are assigned to the IP Admin role maintain them. They have IP Admin privileges to
both the object and the license. IP administrators also attach licenses to data objects.

Note:

* You must have IP Admin privileges on both the object and the license to attach or remove
licenses.

* You may want to set the ADA_enable_subgroups preference to specify whether or not
subgroup members of the top-level groups can be authorized access to workspace objects with
attached licenses when the top-level group is not authorized access.

Attach IP licenses to a data object

1.

In the My Teamcenter tree pane, right-click the object to which you want to attach the license.
From the shortcut menu, choose License—>Attach.

In the Assign an Object to Licenses dialog box, select the license that you want to attach to the
object.

Click OK.
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Configuring ADA for ITAR support

About configuring ADA for ITAR support

Teamcenter allows you to control access to data that is deemed military in nature. For example,
technical information may be subject to International Traffic in Arms Regulations (ITAR) policies and,

if so, must be protected so that only citizens of the United States have open access to the data. Viewing
this classified data outside the U.S. is considered equivalent to performing an ADA (authorized data
access) export of it, which requires that rights are granted by license. Teamcenter can grant access
rights for a specific time period to citizens of other countries, U.S. citizens physically located outside the
United States, or organizations that are named in an effective Technical Assistance Agreement (TAA).
Information marked as nontechnical is, for the purposes of ITAR, available to all users.

Note:

Do not confuse an ADA export with other Teamcenter export actions. For example, a Multi-Site
Collaboration export from a site within the United States to another U.S. site is not an ADA export.

If you implement ITAR controls at your site, an ITAR administrator can use Access Manager to control
each user's rights to read or modify the status of technical data or ADA export it, based on ITAR
markings, TAA licenses, and the user's citizenship. You can mark any object in the system (including
parts, design files, and documents) as government classified, thus enabling ITAR access control on it.
ITAR markings are internationally recognized codes including the USML (United States Munitions List)
and the ECCN (Export Control Classification Number). The mechanism of assigning codes to data is
determined by your company's business practices and is not controlled by Teamcenter.

You can define the following attributes for each user:

* A nationality, citizenship (one or more), and geography (physical location). Teamcenter uses these
attributes to determine if the user is a foreign (non-U.S.) national for ITAR purposes or a U.S. national
located outside the U.S. In either of these cases, if the user views classified material, it is considered
an ADA export and requires a license granting rights to export.

* Government clearance status and technology transfer certification (TTC) date to track the user's level
of clearance for viewing data marked as government classified. Teamcenter revokes the user's access
rights after the TTC date expires unless renewed. The administrator may manually cancel a TTC at any
time.

In the same way, Teamcenter tracks the geography of each site in the system and can consequently
determine if a site that requests data is domestic or foreign. It uses this information with the user
attributes to determine if the requesting user is a foreign national or a domestic national.

The ITAR administrator creates each TAA as a separate license that is assigned to a named group (a
corporation or other organization). Teamcenter tracks all groups that are issued with TAAs and their
expiry dates.
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For details of how to maintain groups, geography, and licenses, see Organization Management Using
Groups, Roles, and Users.

You can also configure logging and menu suppression (blocking) to be applied when classified data

is loaded in Teamcenter Integration for NX. Logging provides an audit of actions taken on exported
data, and blocking suppresses NX menus to prevent geometric data from being exported outside of the
NX/Teamcenter environment.

Applying Access Manager concepts to technical data subject to ITAR

Basic Access Manager concepts and terms related to ITAR

The following concepts are key to understanding how to apply Access Manager concepts to data subject

to ITAR.

Concept

Government
classification

Government
clearance

Nationality
and citizenship

Geography

Description

Government classification is an object attribute that can be used in conjunction
with the user's government clearance level to validate their access privileges.

This requires that the government clearance on the user and the government
classification on the object come from a common multilevel scheme defined by the
ITAR level_list_ordering preference.

The government classification attribute can also be used to describe the object.
Descriptive classification values are typically United States Munitions List (USML)
codes or Export Control Classification Number (ECCN) codes. When used in this way,
the value of the ITAR level_list_ordering preference is null.

Government clearance is a user attribute that specifies the level of clearance that
users have to classified data.

Note:

Valid classification and clearance values are derived from the values set for the
ITAR level_list_ordering preference.

Nationality and citizenship are attributes that specify the nationality and citizenship
of a user or organization (group) and enables access rules to determine whether the
user or organization is domestic or whether an ITAR license is required. Appropriate

values for this field are two-character ISO 3166 codes.

These attributes are evaluated when the Access Manager rule tree includes rules that
use the User Nationality, Group Nationality, User Citizenship, or User Citizenship
Or Nationality condition.

Geography is an attribute that specifics the geographic location of the user or site.
International Traffic in Arms Regulations specify that U.S. nationals located outside
the United States must be named in an effective Technical Assistance Agreement
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Concept Description

(TAA) to access classified data. Appropriate values for this field are two-character ISO
3166 codes.

This attribute is evaluated when the Access Manager rule tree includes rules that use
the User Geography or Site Geography condition.

Organization  An organization in the authorized data access context is a Teamcenter group that
models a legal corporation or company whose members can be granted access to
classified data. An organization has the following attributes that are derived from
ISO 6253 standards: Organization Name, Organization Legal Name, Organization
Alternate Name, Organization Address, Organization URL, Organization Status,
Organization ID, Organization Type, Nationality.

Note:

Organizations are Teamcenter groups and as such are subject to hierarchical
group behavior. Therefore, sub-groups inherit the properties of the parent
group. Siemens Digital Industries Software recommends that users be made
members of the most specific group possible to ensure the accuracy of key
attributes, such as the nationality of the organization.

Technical Authorizing document that allows the export of classified data to U.S. nationals
Assistance located outside the United States or to foreign nationals.
Agreement

Note:

In the context of authorized data access (ADA), allowing access to classified
data is considered to be an export. The use of export in this context is
unrelated to transferring data between Teamcenter sites.

Technology Date upon which the user's access to view data marked as government classified
Transfer expires.

Certification

Date

ITAR license Grants access for U.S. nationals outside the United States or foreign nationals named

by an effective Technical Assistance Agreement to access protected product data,
which in the United States could contain technical information that is restricted by

ITAR.
ITAR Admin ITAR Admin privileges must be explicitly granted and denied to prevent user from
privilege gaining unauthorized access to ITAR data.

ITAR Classifier The ITAR Classifier privilege lets users classify data without having all the privileges
privilege of the ITAR Admin. It must be explicitly granted and denied to prevent users from
gaining unauthorized access to ITAR data.
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Access Manager rules for protecting data subject to ITAR

Access Manager rules allow you to establish access controls on data that is subject to ITAR. The following
rule conditions and accessor types are used to configure ITAR data access rules.

Condition Value Description

User Citizenship  Two-character ISO 3166 Checks whether the user has specific citizenship.
codes identifying a country.

This condition accepts
negation using a minus (=)
prefix. For example, —us
indicates any user without
U.S. citizenship.

User Citizenship  Two-character ISO 3166 Checks whether the user has specific citizenship or
Or Nationality codes identifying a country.  nationality.

This condition accepts
negation using a minus (-)
prefix. For example, —us
indicates any user without
U.S. citizenship.

User Nationality = Two-character ISO 3166 Specifies the nationality of a user.
codes identifying a country.

This condition accepts
negation using a minus (-)
prefix. For example, —us
indicates any user not from

the U.S.
Group Two-character ISO 3166 Specifies the nationality of a group or organization.
Nationality codes.

This condition accepts
negation using a minus (-)
prefix. For example, —us
indicates any user belonging
to a group not from the U.S.

User Geography  Two-character ISO 3166 Specifies the location of the user.
codes.

This condition accepts
negation using a minus
(=) prefix. For example, -
us indicates any user not
located in the U.S.
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Condition

Site Geography

User Is ITAR
Licensed

Has Government
Classification

Has No
Government
Classification

User Has
Government
Clearance

User TTC Expired

User In License

Access Manager rules for protecting data subject to ITAR

Value

Two-character ISO 3166
codes.

This condition accepts
negation using a minus (=)
prefix. For example, —us
indicates any user at a site
not located in the U.S.

true or false

Specific government
classification attribute values
that can be prefixed by the
following operators:

Specific government
clearance values that can
be prefixed by the following
operators:

Description

Specifies the location of the site.

If set to true, verifies the existence of a valid ITAR
license attached to the workspace object being
evaluated that names the current user or their
group as a licensee.

Validates the government classification attribute
value of the object against the value specified for
the condition.

The operators can be used without a classification
value; the government classification attribute of
the object is compared to the user's clearance level
based on the specified operator.

Note:

If the object has no government classification
attribute value, this rule does not apply.

Matches if the object has a null value for the
government classification attribute.

Validates the user's government clearance level
against the value specified for the condition.

The operators can be used without a clearance
value; the user's clearance is compared to the
government classification attribute of the object
based on the specified operator.

Evaluates whether the TTC date for the user who is
logged on has expired.

Specifies whether the user who is logged on is
cited on the license object being evaluated.
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Condition Value Description

User In Attached Any or All Checks whether the user is on any or all ITAR

ITAR License licenses attached to the workspace object being
evaluated.

* If set to Any, the user is on at least one ITAR
license.

e |f set to All, the user is on all ITAR licenses.

Has Named ITAR  License ID Checks whether an object has an ITAR license of
License the specified license ID. It does not check if a user is
on the license.

User In Named License ID Checks whether a user is on an ITAR license of

ITAR License the specified license ID. It does not check if the
license is attached to the workspace object being
evaluated.

Citizenship On citizenship Checks whether any or all of the citizenships of

Any ADA Lic the user currently logged on matches any of the

citizenships on the ADA licenses attached to the
workspace object being evaluated.

Citizenship On citizenship Checks whether any or all of the citizenships of

Any ITAR Lic the user currently logged on matches any of the
citizenships on the ITAR licenses attached to the
workspace object being evaluated.

Citizenship On citizenship Checks whether any or all of the citizenships of

Any IP Lic the user currently logged on matches any of the
citizenships on the IP licenses attached to the
workspace object being evaluated.

Citizenship On citizenship Checks whether any or all of the citizenships of

Any Exclude Lic the user currently logged on matches any of the
citizenships on the exclude licenses attached to the
workspace object being evaluated.

Accessor Description

User Excluded The user or their group is cited in a valid exclude license attached to the
workspace object being evaluated. The exclude license is intended to revoke
access on a limited time basis.

User ITAR The user is cited in any current ITAR license associated with the selected
Licensed workspace object.
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Accessor

User ITAR
Unlicensed

User Under
Government
Clearance

User Has
Government
Clearance

User Over
Government
Clearance

About using rules to control access to data through ADA licenses scenario _

Description

The user is not cited in any current ITAR license associated with the selected
workspace object.

The user's government clearance is below the level required by the object.
This accessor is typically used to revoke access and is only applicable when
the government clearance on the user and the government classification
on the object come from a common multilevel scheme defined by the
ITAR level_list_ordering preference.

Compares the user's clearance with the object classification and tests whether
the user has clearance above, below, or equal to that required to access the
object.

The user's government clearance is over the level required by the object.
This accessor is typically used to grant access and is only applicable when
the government clearance on the user and the government classification
on the object come from a common multilevel scheme defined by the
ITAR level_list_ordering preference.

Scenario — Using rules to control access to data through ADA licenses

About using rules to control access to data through ADA licenses scenario

The following use cases illustrate how to use Access Manager rule conditions to manage access to
data using Authorized Data Access (ADA) licenses. These scenarios use International Traffic in Arms

Regulations (ITAR) examples. There are also corresponding rule conditions for managing access to data

using all types of licenses so these concepts pertain to any license type.

* Use case — Checking for users on named licenses

* Use case — Checking for users on a given type of license

* Use case — Checking for attached license by name

Use case — Checking for users on named licenses

The following use case illustrates how it is not necessary to attach a license to every object that you
want protected. Instead, you can use the ACL rule condition User In Named ITAR License and the

object’s classification together to control access. User In Named ITAR License checks to see if a user is

listed on a specified license. It does not check if the license is attached to the object.

Note:

There are also corresponding rule conditions for all types of licenses, so these concepts pertain to

all licenses:
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¢ User In Named IP License
¢ User In Named Exclude License

¢ User In Named License

Use case 1 - Restricting access based on named licenses

ABC Company builds the following Access Manager rules, allowing the World to have read access:

7., Has GovClassification = Secret
"\ User In Named ITAR License (ITAR 001)

.. World —> Read

The ITAR 001 license has three users named on it (User1, User2, and User3). In addition, the item
trying to be accessed, Item001, has a gov_classification set to secret

Using the User In Named ITAR license rule condition, User1 can read Item001 because User1 is listed
on the license, while User4 cannot read Item001 because User4 is not listed on the license.

YA ITAR

001 [ I S -
— attached

User1 Ite m{fr::11
Useri User2

Userd

% ITAR
- 001 [ s S
. — attachad

Userd Hggg ltemQ01

Userd

Use case — Checking for users on a given type of license

The following use cases illustrate how to check that a user is allowed access to an object if the user is

named on any or all of the specified ADA licenses that are attached to the object. It uses the following
rule conditions:

e User In Attached ITAR License

e User In Attached IP License
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¢ User In Attached Exclude License

e User In Attached License

Because these are rule conditions, you can AND them together to build a check that determines whether
the user is on all ITAR and IP licenses before being given access.

Using conditions

User In Attached ITAR License (All
AND
User In Attached IP License (Al

World Read

You could use accessors on the ACL, but they can only be OR'ed together. Therefore, you cannot check
that the user is on both an ITAR and IP license.

Using accessors
User Has Government Clearance = ITAR

User ITAR Licensed Read
OR

User IFP Licensed Read

}on
Woaorld No Read

Use case 1 — User can be on any license

ABC Company builds the following Access Manager rule, which states that a user only needs to be on
one or more of the ITAR licenses attached to an object to be given access to that object, with World
having read access:

.. User In Attached ITAR License (Any)
.. World —> Read
User1 is listed on one of the licenses attached to Item001, as shown next. Therefore, User1 is allowed

access to Item001. User5, on the other hand, is not listed on any of the ITAR licenses attached to
item002 so User5 is not given access to Item002.
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v}‘

= ITAR ITAR ITAR JH

[temQ01
User1 Useri User? User3
X 2
N |ITAR e | TAR
User5 [tem002

Useri User? Userd
Use case 2 — User must be on all licenses

ABC Company builds the following Access Manager rule, which states that a user must be on all ITAR
licenses attached to an object to be given access to that object, with World having read access.

. User In Attached ITAR License (All)

. World —> Read

In this use case, User1 is listed on all licenses attached to Item001, and, therefore, User1 is allowed

access to Item001. User5 is denied access to I1tem002 because he is only listed on two of the three ITAR
licenses attached to Item002.

(/‘

e ITAR -
—m m — ’

[temO01
Useri User1 User1 User1
User2 User3

X Pl
User5 User1 User2 User3 Item002
Usears Users

Use case — Checking for attached license by name

The following use case illustrates how you can configure access to check if an object has a license of a
specific name.
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Use case — Checking for attached license by name _

The following conditions would be used to set this type of checking:
* Has Named ITAR License

* Has Named IP License

* Has Named Exclude License

« Has Named ADA License

Note:

These conditions do not check if the user is on the license.

Using these conditions, you can configure access to check if the object has a specific ITAR license AND
the user is also named on that license.

Has Named ITAR License {ITARDO1)
AND
User In Named ITAR License (ITAR0O01)

Waorld Read
Similarly, you can check for these conditions for both ITAR and IP (AND'd together):

Has Named ITAR License (ITAROO1)

User In Named ITAR License (ITAR0O1)
~AND

Has Named IP License (1P0D2)

User In Named IP License (ipooz)

World Read

Use case 1 - Checking for attached license by name

ABC Company builds the following Access Manager rule, which states that a user is allowed access to a
workspace object if there is an ITAR license by the name ITAR001 attached to that object, with the World
having read access:
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7.4 Has Named ITAR License (ITAROO1)

.. World —> Read

User1 is allowed access because there is an ITAR license ITAROO1 attached to Item001, as shown next.
However, User1 is not allowed access to Item002 because ITAROO1 license is not attached to it.

ITAR ITAR N ITAR »
(‘ _ - o’

Llser1 userz L,Jser3 ItemQ01
Useri
x ITAR ITAR -
002 ol 003
ltem002

User2 Userd

Use case — Checking user citizenships on attached licenses

The following use case illustrates how you can configure access to check if a user’s citizenships are on
the license’s citizenship list.

The following conditions would be used to set this type of checking:
* Citizenship On Any ADA Lic

* Citizenship On Any ITAR Lic

* Citizenship On Any IP Lic

Because these are rule conditions, you can AND them together to build a check that determines whether
the user citizenship is on all ITAR and IP licenses before being given access.

Use case 1 — Any of a user’s citizenships are on the license citizenship list

ABC Company builds the following Access Manager rule, which states that only users with US or Great
Britain citizenships are allowed to access certain data, with World having read access:
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1. Citizenship On Any ITAR Lic ITAR (Any)

.. World —> Read

User1 has citizenships GB and CA and User2 has a citizenship of FR. Two ITAR licenses are attached to
Item001, with US listed in ITAR0O1, and US and GB listed in ITAR002, as shown. Therefore, User1 is
allowed access to Item001, but User2, whose citizenship FR is not listed on any of the ITAR licenses
attached to Item001, is not given access.

;
8- B—B—>*

[tem001

User 1 ITAR ITAR
(GB, CA) License License
Us Us, GB
% m—B—:=
User 2 TAR TAR ftem001
(FR) License License
Us US, GB

User case 2 - All citizenships of the user must be on a citizenships list of license

ABC Company builds the following Access Manager rule, which states that all user’s citizenships must be
on the citizenship list of ITAR licenses attached to an object to be given access to that object, with World

having read access.

.. Citizenship On Any ITAR Lic ITAR (Any)

. World —> Read

In this use case, User3 citizenships (GB and US) are all listed on the citizenship list of the ITAR licenses
attached to Item002. Therefore, User3 is allowed access to Item002. User4 is denied access to Item002
because one of his two citizenships (IR) is not listed on any of the citizenship lists of the ITAR licenses
attached to Item002 even through his citizenship GB is listed.
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) ITAR ITAR

[tem002

User 3 ITAR ITAR.
(GB, US) License License
us Us, GB
ITAR ITAR
5% B—BE—=
User 4 TAR TAR ltem002
(GB, IR) License License
us Us, GB

Propagating ADA licenses

Authorized data access (ADA) licenses can be propagated to a new object when the object is created
using the Save As command. License propagation is determined by relation propagation rules and the
values specified for the preference.

In addition, you can propagate ADA licenses using propagation rules. These rules provide a codeless
configuration way to copy security data, such as ADA licenses, by using the Propagation Rules editor in
the Business Modeler IDE.

Scenario for implementing ADA for government classified data

In this scenario, Access Manager rules, government classification, user nationality, geographic location,
and ITAR licenses are used to control access privileges to data.

In this example, the ABC Part Company is implementing rules to control privileges to classified and
nonclassified data. To do this, they have created a single ITAR license, license 1, which grants access
to Jane Davis. They have also assigned nationality, geographic locations, and ITAR admin privileges to
users, as follows.

User Nationality Geography ITAR Admin
Jane Davis GB UK No
Robert Smith us us No
Peter Taylor us us Yes
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Dataset ID Government classification License
ABCO0001 None None
ABC0002 usml=XI(a)(3),eccn=2B991 None
ABC0003 usml=Xl(a)(3),eccn=2B991 license 1

ABC Part Company has also created three access control lists (ACLs): ITARAdminACL, ITARACL,
NoITARACL, and NoAccess.

The ACLs are defined, as follows:

* ITARAdminACL ACL

(o 8 >
Role ITAR Admin w
World x

* ITARACL ACL

» 8 | @ @ a &lem>

User ITAR Licensed Vf
Role in Owning Group ITAR Admin w w
World % K

* NoITARACL ACL

- 8 <~ Q0 36 Hen >

Role in Owning Group ITAR Admin ¢ ¢

World w X

e LimitedAccess ACL

12-69



_ 12. Configuring ADA License

b 8 |~ |0/aaaerx

Owning User *’
User ITAR Licensed Qf
User Over Government

Clearance *’
World x

The ITARAdmInACL, ITARACL, NoITARACL, and LimitedAccess ACLs are used in the following rules:

"\ Has Class (POM_object)
.. Has Bypass (true) —> Bypass
.\ Has Government Classification() —> ITARACL
", User Nationality(“—us") —> LimitedAccess
.. User Geography(“—us”) —> LimitedAccess
.. Has No Government Classification() —> NoITARACL
.. Has Class(User) —> ITARAdminACL
.. Has Class(POM_object) —> System objects
In addition to these rules, ABC Part Company can set the TC_session_clearance preference to provide

one of three levels of monitoring: unset, blocking, or logging. The Unmanage privilege can be granted
to allow users to circumvent the blocking, if applicable.

Session ITAR User can
Clearance User Dataset Classification  License Read Logged unmanage Unmanage

block davisj ABC0002 usml=XI(a)(3) none N N/A N/A N/A
eccn=2B991
block smithr ABC0002 usml=XI(a)(3) none Y Y N N
eccn=2B991
block taylorp ABC0002 usml=XI(a)(3) none Y Y Y Y
eccn=2B991
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Session ITAR User can

Clearance User Dataset Classification  License Read Logged unmanage Unmanage

block davisj ABC0003  usml=XI(a)(3) license 1 Y Y N N
eccn=2B991

block smithr ABC0003  usml=XI(a)(3) license 1 Y Y N N
eccn=2B991

block taylorp ABC0003  usml=XI(a)(3) license 1 Y Y Y Y

eccn=2B991

log davisj ABC0003
log smithr ABC0003
log taylorp ABC0003

usml=XI(@)(3) license 1 Y Y Y N
eccn=2B991
usml=XI(@)(3) license 1 Y Y Y N
eccn=2B991
usml=XI(@)(3) license 1 Y Y Y Y

eccn=2B991

unset davisj ABC0003
unset smithr ABC0003
unset taylorp ABC0003

usml=XI(@)(3) license 1 Y N Y N
eccn=2B991
usml=XI(@)(3) license 1 Y N Y N
eccn=2B991
usml=XI(@)(3) license 1 Y N Y Y

eccn=2B991

Security Administration, Teamcenter 2412
© 2025 Siemens
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ITAR implementation considerations
Access Manager considerations for ITAR
Placement of rules in the Access Manager rule tree for ITAR

Access Manager implicitly grants access privileges to data unless privileges are explicitly revoked;
therefore, rules to identify users with ITAR clearance or license should be placed high in the rule tree. If
ITAR-related conditions do not apply, the rule tree is evaluated and data access privileges are determined
by other factors, such as project membership or object ownership, as the rule tree is evaluated.

Authorized data access rule precedence for ITAR and IP

When both ITAR and IP access rules are in force at a site, ITAR rules must take precedence over IP rules.
Therefore, you must place ITAR rules higher in the rule tree than IP rules.

NX security for classified data for ITAR and IP

When operating in Teamcenter Integration for NX mode, Teamcenter provides security metadata to NX.
This metadata is computed using the user and data properties and directs how NX behavior is modified
when processing secure data. Security metadata is constant in NX, even if the information changes in
Teamcenter. For example, if a user is granted access to data in NX based on a license, and the license
expires while the data is open in NX, the expiration is not recognized by NX until the user attempts

to save the data back to Teamcenter, at which point the operation fails because the user's license has
expired.

Authorized data access logging and blocking supports NX datasets as well as non-NX datasets that
can be translated into a part file, including JT, Solid Edge, and CATIA data.

The following NX operations are affected when logging and blocking are implemented.

Blocked and
Operation logged Blocked

File->Save As

File=>Print

File>Plot

File->Send to Package File
File->Export->Part
File->Export-Parasolid

File->Export->User Defined Feature

X X X X X X X X

File->Export->CGM
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Operation

File->Export->STL
File->Export->Polygon File
File->Export->Author HTML
File->Export->Teamcenter Visualization
File->Export->VRML

File=>Export->PNG

File->Export-JPEG

File->Export->GIF

File->Export->TIFF

File->Export->BMP

File->Export->XWD

File->Export->IGES
File->Export->STEP203
File>Export->STEP214
File->Export->DXF/DWG
File->Export->2D exchange
File->Export->Heal Geometry
File->Export->V4 Catia
File->Export-V5 Catia

File->Export drawings to Teamcenter
File=Interoperate

File>Collaborate

Edit->Copy Display
View=Visualization2>High Quality Image
View-»Visualization->Create Animation
Tools->NX Manager—->Export Assembly

Tools»NX Manager->Save Outside
Teamcenter

NX security for classified data for ITAR and IP

Blocked and

logged

X X X X X X X X X X X X X X X X X X X X X X X X X X X

Blocked
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Blocked and
Operation logged Blocked
Tools—>Part Families Create X
Tools=Part Family Update X
Assemblies>Components->Create New X
Assemblies->Components->Add Existing X
Assemblies->Components->Substitute X
Component
Assemblies->Components->Part Family X
Update
Assemblies>Components->Create New X
Parent
Assemblies->Cloning->Create Clone X
Assembly
Edit->Paste [Pasting of a component] X
Dragging a drawing template onto a part X

Multi-Site Collaboration considerations for ITAR

e Authorized data access (ADA) licenses are considered to be local administrative data and are
maintained by individual sites.

* Take care when sharing classified data with other Teamcenter sites. It is possible that when importing
a mixture of classified and unclassified data, the user who is performing the import could view data
to which they do not have clearance. Teamcenter tests for privileges when importing data, but the
system does not read the classification attribute until the object has been reassembled and saved at
the importing site.

* Licenses are not automatically exported with data objects; however, references to the licenses are
exported with the data object.

* The TC_multi_site_ada_license_user_bypass preference can be set to allow licenses to be attached
to replicated objects upon import and to allow licenses attached to replicated objects to be imported,
even when the importing user does not have the privileges required to attach such a license.

* To ensure that classification and license attributes are retained when classified data is imported to a
remote site, you should first verify that the clearance and classification values and AM rule tree entries
are synchronized between the sites.
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* The Geography property on site definitions can be used as the basis for access rules to control
Multi-Site Collaboration privileges for exporting and transferring data.

* The ADA_override_on_import preference can be set to keep IP and government classification values
on a workspace object in sync between the master and replica sites.

Basic tasks for configuring and administering authorized data access for ITAR
restricted data

About the tasks for configuring and administering authorized data access for ITAR
restricted data

The following basic tasks must be performed when configuring and administering authorized data
access for intellectual property data:
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Enable ADA
Configure NX

,

Define ITAR clearance and Assign users to
classification levels 4 ITAR Admin role

i , ,

Assign users to

Manage users — —- classify data
Assign geographic ‘o Assign ITAR
locations to sites attributes to users |

;

Assign nationality to groups

4 (Optional)

Create ITAR licenses
Assign government

classification to objects

,

Associate licenses with
data objects

:

Customize Access
Manager rules

Enabling authorized data access

Authorized data access (ADA) features are enabled by default when you install Teamcenter. To disable
ADA, set the ADA_enabled preference to false.

Configuring logging and blocking in NX

The TC_session_clearance preference, in conjunction with NX runtime properties, enables you to
establish indirect access controls in NX using logging or menu suppression (blocking) to control
classified data that is loaded in a Teamcenter Integration for NX session.
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Defining ITAR clearance and classification levels _

Logging provides auditable evidence of the use of various NX commands on classified data. This is
implemented by NX internal mechanisms that are beyond the scope of this document. For more
information, see the NX Help Library.

Blocking suppresses NX menus that, if used on classified data, could result in exporting geometric data
outside the NX/Teamcenter managed environment. The blocking feature also provides menu action

logging.

While allowing data out of the managed environment creates a security vulnerability, you may at times
want to grant a user permission to use NX menus that involve exporting data out of the environment.
You can use the Unmanage privilege in Access Manager to grant users the ability to access these
restricted features.

Configuring logging and blocking is optional.
Defining ITAR clearance and classification levels

Each site can define a list of International Traffic in Arms Regulations (ITAR) (government) classification
values and clearance levels that are assigned to data objects and users for ITAR access evaluation.

The list is maintained in the ITAR level_list_ordering preference. For example, you define a list of
the Secret, Confidential, and Top Secret access levels. The order in which the levels appear in

ITAR level_list_ordering defines their restrictiveness. The first entry is the lowest classification, and
the last entry is the highest. Access Manager compares these values to determine user access rights to
an object.

Note:

The examples in this guide do not use the classification attribute-clearance level comparison to
implement authorized data access. In the examples, the classification attribute is used to provide
descriptive details about the object.

The government classification values are propagated to related objects according to the propagation
rules defined in Teamcenter (when setting the value on an item, all revisions and their attached datasets
are assigned the same value). This only applies, however, when setting a value that is more restrictive
than the current value. If you set a less restrictive value on an object, the value is not propagated to the
related objects.

For example, if you set a classification value of Top Secret on the 001-Axel part, it is propagated to
the related objects because its classification is more restrictive than the government classification of the
related objects (Secret):

Mame Type Classification
= 5 001-Axel ltam ‘top-secret \
l & oo Mazster Form Y‘
= 5 D0UA-Axel 1tem Revision secret «
(& 001 Revision Master Form
B 001 Text secret
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In the following example, however, if you set a government classification value of Secret on the 001-
Axel part, it is not propagated from 001-Axel to the related objects because it is less restrictive (at a
lower level) than the government classification level set on the related objects (Top Secret):

Name Type LClassification
= & 001-Axel ltem secret
| [# 001 Master Form %
= 5 DDA -Axel jtem Revision 'top-secret D
| 001 Revision Master Form
2 001 Text secret

You can replace a government classification level with another of equal value. For example, in the
following example, Confidential is replaced with Secret because it is at the same level.

= % 001-Axel ltem super-secret
| [ 001 MMaster Form V‘
= 5 D01/A1-Axel jtem Revision top-secret
.? oo Revision Master Form
2 001 Text top-secret
Note:

Classification values that are of equal value are separated by commas in the
ITAR level_list_ordering preference.

Assigning users to the ITAR Admin role and grant ITAR Admin privileges

The specific privilege required to administer licenses is defined by the value specified for the
ADA_license_administration_privilege site preference (ITAR_ADMIN by default). The ITAR Admin role
and the ITAR Admin privilege authorize users to classify data objects and administer ITAR licenses.

License modification and deletion requires the user have the privilege defined by the
ADA_license_administration_privilege preference, either explicitly or in the context of a group or
project. Adding and removing users from licenses and setting license expiration dates requires the same
privilege, typically by being either the owning user or being assigned to the ITAR Admin role.

Applying licenses to or removing licenses from objects requires that the user have privileges specified
in the ADA_license_administration_privilege site preference on both the license and the workspace
object to which the license is being applied.

Users can be assigned to the ITAR Admin role by a Teamcenter administrator using the Organization
application.
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Note:

License creation is not controlled by Access Manager rules.

Assigning users to classify data

Use the Organization application to assign users to the ITAR Classifier role to allow them to classify
ITAR information without granting all of the privileges of the ITAR_ADMIN. Users of these roles must be
granted the ITAR_Classifier privilege.

Overview of configuring ADA access.

Comparison of roles

The following table provides a high level comparison of the actions that users with ITAR_ADMIN,

IP_ADMIN, ITAR_Classifier, and IP_Classifier privileges can perform (there are minor exceptions for
attaching or detaching licenses):

Action

Create ITAR, IP, or
exclude license

Modify ITAR, IP, or
exclude license

Delete ITAR, IP, or
exclude license

Attach ITAR license to a
workspace object

Attach IP or exclude
license of workspace
object

Detach ITAR license
from workspace object

ITAR_ADMIN

Yes, if preference
ADA_license_
administration_
privilege is set to
ITAR_ADMIN

Yes, if preference
ADA_license_
administration_
privilege is set to
ITAR_ADMIN

Yes, if preference
ADA_license_
administration_
privilege is set to
ITAR_ADMIN

Yes

No

Yes, if preference
ADA_license_
administration_

IP_ADMIN

Yes, if preference
ADA_license_
administration_
privilege is set to
IP_ADMIN

Yes, if preference
ADA_license_
administration_
privilege is set to
IP_ADMIN

Yes, if preference
ADA_license_
administration_
privilege is set to
IP_ADMIN

No

Yes

No

ITAR_Classifier

No

No

No

No

No

No

IP_Classifier

No

No

No

No

No

No
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Action

Detach IP or
exclude license from
workspace object

Set or

modify government
classification on
workspace object

Set or modify
IP classification on
workspace object

Set or modify IP
clearance for a user

Set or modify the
following values for a
user:

¢ Government
clearance

e TTC Date
* Nationality

* Geography

ITAR_ADMIN

privilege is set to
ITAR_ADMIN

No

Yes

No

No

Yes

IP_ADMIN

Yes, if preference
ADA license_
administration_
privilege is set to
IP_ADMIN

No

Yes

Yes

No

ITAR_Classifier

No

Yes

No

No

No

IP_Classifier

No

No

Yes

No

No

Recommended rules for international traffic in arms (ITAR) classification of workspace
objects

The following are examples of recommended rules and access control lists (ACLs) for users performing
ITAR classification of workspace objects.
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'E_'" Has Class{ POM_object )

o J-'. Has Bypassi true ) -= Bypass

I_:_I J-'. Has Class{ ADA_License ) - OvningGrouponky
4,.-. User TTC Expired! true ) -= Mol TARADminACL
-7\ Has Type( ITAR_License ) - ManageLicenseaCL
-7 Has Type( IP_License ) - ManageLicenseACL
-7\ Has Type{ Exclude_License ) - > ManageLicenseacL
=1\ Has Government Classification] ) -> ITARACL
'Jr;'-. User Mationality( -5 ) - LimitedAccessaiL
'Jr;'-. User Geography( -US ) - = LimitedAccessaiL
----- 'E'-. Has IP Classification ) -= IPACL
----- 'E'-. Has Mo IP Classificationf ) -= MolPACL
----- 'E'-. Has Mo Government Classification ) -= Mol TARACL
----- . Has Class{ User } -= ADAADmInACL
EEI---E-. Has Class{ POM_object ) -= Swstem Objects
Ea---ﬁ-. Has Class{ WorkspaceObject )
EEI---E- Has Class( SavedSearch )
----- T4 In Jobi true )

-

~Mared ACL
ACL Mame: | ITARACL v | % | [X] [
[ © [ 8 HYNENHEENEEEERENEEERNYEEE
Ralz in Cwning Group 04 Sike Admin W | W |
Rale in owhing Group [P Admin W[
Ralz in Cwning Group [TAR Admin o | W
‘orld X [X
rhlamed ACL

ACL Mame: |Limited.ﬁ.ccess.ﬁ.CL

v *[(x]&
[ D
COwning User

s I@@IDBB@EQQ@@@IBE@@@@@I

User Over Government Clearance

M4 4

Whiorld

—Mared ACL

v+ B

ACL Name: |NDITP.RP.CL

[ __» | s

H@@l@@@@@@l@@@@l@@l@@@@@@@@

Role in Owning Group B0A Site Admin

Role in Owning Group [P Admin V’"('
Role in Owning Group [TAR Admin W [ W
World W | X

Assigning ADA ITAR attributes to users

Authorized data access uses the government clearance, geography, and nationality, citizenship, and
technology transfer certification date attributes associated with a user to evaluate access rules to
determine access privileges. These attributes are set in the Organization application.

Security Administration, Teamcenter 2412
© 2025 Siemens

12-81



_ 12. Configuring ADA License

Y ]

Persan Name: [izaradmin ¥ El

User ID: Iitaradmin

05 Marne; Iitar.ﬁ.u:lmin

Password: [ Clear the password

Resek: |

Lakest Swskern Access Tirme:

Cefault Group: v Engineering

if |

Defaulk Yalume: “ yolumet
Default Local Yolume: w7
Lzer Skakus: % Ackive

" Inackive

Change Ownership ko; E 2 |

ADASITAR Atkributes IP Clearance:
" ||super-secret -

Goy't Clearance: I |

super-secret

TTC Date: —
Mo date set, | =)

Geoqgraphy:

Makionality:

Citizenships:

Licensing Level: e pthor ¢ Comsumer ¢ Occasional User  © Viewer

License Bundle | [-] ;I

Assigning geographic locations to sites

Assigning a geographic location to a site enables you to write access rules to control Multi-Site
Collaboration privileges for exporting and transferring data. The geography attribute is set in the
Organization application.

Assigning nationality to groups

You can set the nationality attribute on Teamcenter groups, which enables you to use the group as the
basis for selectively granting users access to restricted data based on ITAR licensing. Groups are created
and maintained using the Organization application.
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Note:

Teamcenter groups are subject to hierarchical group behavior. Therefore, subgroups inherit the
properties of the parent group. Siemens Digital Industries Software recommends that users be
made members of the most specific group possible to ensure the accuracy of key attributes, such
as the nationality of the organization.

Creating ITAR licenses (optional)

ITAR licenses provide discretionary (time limited) grants or denials of access to a user or users who
do not have access to classified data based on their clearance level. ITAR licenses are the authorizing
documents in Teamcenter that represent an effective Technical Assistance Agreement (TAA). The ITAR
license can have one or more citizenships associated with it to restrict access.

Users who have the privilege specified in the ADA_license_administration_privilege preference create
and maintain licenses in the ADA License application. Once created, privileges are either granted or
denied to users by associating the license directly with the data object.

Assigning government classification values to data objects

Access to classified data is determined by an evaluation of the user's clearance level and the classification
level that is applied to the object. The Gov Classification property specifies the classification level of an
individual object and can be viewed and modified in the same manner as other object properties. Users
must have ITAR Admin or ITAR Classifier privileges to classify objects in Teamcenter.

Note:

The Classification, Classified, and Classified in properties apply to the Teamcenter Classification
application that is used to categorize objects for reuse. They do not apply to classification for the
purpose of authorizing data access.

Assign a government classification value to an object

1. Inthe tree display in My Teamcenter, right-click the object you want to classify and choose
Properties.

Tip:

You can also display and modify object properties in the Details pane by selecting the object
and choosing Details from the list in the upper-right corner of the Teamcenter window.

This method allows you to assign a classification value without performing the extra steps
required to display the Properties dialog box.

2. Inthe Properties dialog box, click Edit.

The system checks the object out of the database and opens it for edit.
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3. Click the All link in the blue bar at the bottom of the dialog box to display all of the object
properties.

4.  Scroll to the bottom of the dialog box, and click the More link.
5. Scroll to locate the Gov Classification property.

6. Type the Gov classification value in the box.

7.  Click Save and Check In.

Associating licenses with data objects

ITAR licenses grant named users discretionary, limited-time access to classified data and are created and
maintained by users who assigned to the ITAR Admin role.

Note:

* To attach or detach International Traffic in Arms Regulations (ITAR) licenses, you must have the
ITAR_Admin privilege for both the workspace object and the license.

» Additionally, to detach ITAR licenses, you must have the privilege specified
in the ADA_license_administration_privilege preference (IP_Admin, ITAR_Admin, or
Administer_ADA_Licenses) for the workplace object.

* You may want to set the ADA_enable_subgroups preference to specify whether or not
subgroup members of the top-level groups can be authorized access to workspace objects with
attached licenses when the top-level group is not authorized access.

Attach ITAR licenses to a data object

—_

In the My Teamcenter tree pane, right-click the object to which you want to attach the license.
2. Choose License—->Attach from the shortcut menu.

3. Inthe Assign an Object to Licenses dialog box, select the license that you want to attach to the
object.

4. Click OK.
Customizing Access Manager rules

By default, authorized data access (ADA) rules are not included in the Access Manager rule tree. You can
add rules to support your company's business processes.
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Managing ADA licenses

Overview of managing ADA licenses and required permissions

By default, you must be authorized (configured through the Authorization application) to access the ADA
License application in Edit mode, and assigned the ITAR Admin, IP Admin, or ADA Site Admin privilege
(configured through the Authorization application) to create a new ADA license. ADA licenses provide
discretionary (time limited) grants or denials of access to users who do not have access to classified data
based on their clearance level. ITAR licenses are the authorizing documents in Teamcenter that represent
an effective Technical Assistance Agreement (TAA).

When you create or modify a license, you set:

License category.

Applied user citizenships.

Lock date.

Expiry date.
* Users or groups who can access an object with the license attached.

About setting a lock date

When a license is locked (reaches the lock date), Teamcenter users with appropriate privileges can query
for and view the properties of the classified workspace objects associated with the license. However, the
license can no longer be attached to any other workspace objects. Additional users or groups cannot be
added to a locked license. However, existing users or groups specified on the license can be removed.
When a license is subsequently unlocked (lock date changed to a future date or cleared), it can be
attached to other workspace objects and the access can be modified.
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e, ADA Licenses
~Options

License ID: * ||

License Type: | :I
Cabagory: I :I
Usar Citizenships: ‘I

e _d
IL:-d';Dabe:: |M|:ul:ldr,snt m
IoBnSH Cxpary | Mo date sex i

Reason: ‘ LI
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nn. Projact Administration
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About setting an expiry date

Once a license expires (reaches its expiration date), Teamcenter users specified on the license can no
longer query for or view the classified workspace objects with the license attached. The license can no
longer be attached to workspace objects.

Click Set Date, select a date, and if desired, a time from the Date Control dialog box for the License
Expiry box, and click OK.

12-86



About setting user or group access _

e, ADA Licenses
~Options
| Create | | Madiy | | Delete || Clear |

License ID: * ||

License Type: | :I
Cabagory: I :I

Usar Citizenships:

Lok Duaber: |M|:u ke sat m
I License Expiry: I Ho date set i |

Reason: ‘ LI

In Accordance Wikt I ;I
Lbﬂ’s]lﬁm.us

8 Available Users |7ﬂ;|

i Engreeing

i‘n Project Administration
B sinulstion Adwministr stion
f valdation Admirestrtion
B dba

swstenm

Selected Users

] [® [ ==

About setting user or group access

You can set the users and groups that are allowed to access the workspace objects under the license
control of licenses that are not locked or have not expired.

Change the users and groups that are allowed to access objects with the licensed attached:

* To allow access to specific users, click the Users tab, select the user name in the Available Users list,
and click p to add the user to the Selected Users list.

* To remove access from specific users, click the Users tab, select the user name in the Selected Users
list, and click 4 to add the user to the Available Users list.

* To allow access to specific groups and the associated subgroups (if configured for subgroups), click the
Groups tab, select the group name in the Available Groups list, and click p to add the group to the
Selected Groups list.
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» To remove access to specific groups and the associated subgroups (if configured for subgroups), click
the Groups tab, select the group name in the Selected Groups list, and click 4 to add the user to the
Available Groups list.

Create licenses
Required permissions

1. Start ADA License and select the ADA Licenses node (top node) in the left pane.

% ADA Licenses
~Options
| Creste | | Modiy | | Delete || Clear |

Liceanse ID: * ||

Licansa Type: I :l

Cabegory: | :l

Usar Citizenships:

Lok Crate: IM:- g oy

License Expiry: |Mo dore set ol

Reasan; ‘ LI
=

In Accordance With: | =l

Llsnrs]&l:q.ps

8 Avallable Usars ﬂ | o | Selected Users

i Engneering

& projact Administration
iy Simulation Administration
E:, Waldation Administrabon
iy dha

Syabam

# [® [ =R

2. Type a name for the license in the License ID box, for example, ITAR_USML.
3. Select the type of license from the License Type list, for example, ITAR_License.
4. (Optional) Select a category for the license from the Category list, for example, select Category A.

5. (Optional) Click Edit to enter a country code and add it to the license.
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Citizenships are two-letter country code from ISO 3166. For example, US for the United States and
GB for the Great Britain.

A site can define a country code list of values (LOV) and attach it to the user_citizenships property
of ADA License. This would allow you to select a country code from the country code LOV.

(Optional) Using the Lock Date box, select a date, and if desired, a time.
(Optional) Next to the License Expiry box, select a date, and if desired, a time.

(Optional for ITAR licenses only) Select a qualifying Code of Federal Regulations (CFR) from the In
Accordance With box.

ADA License Details 3

o, ADA Licenses

Options
’7| Create | | IModify | | Celete | | Clear |

License ID; * |

License Type:

Category:

I=er Citizenships:

4

Lock Date; | Mo date set

License Expiry: | Mo dake set

Reason:

In Accordance With: I j

Llsers] Graups |

£ available Users | L | - | Selected Lsers

5,.; Engineering

Eﬁ Project sdministration
5,", Simulakion Administration
E,", Yalidakion Administration
E; dba

-l svstem
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A site can also define and attach a list of values (LOV) with valid values for the In Accordance With
box using the Business Modeler IDE. This allows the user to select a value from the LOV.

9. Select the users and groups that are allowed to access objects with the license attached.

» (Optional) To allow access to specific users, click the Users tab, select the user name in the
Available Users list, and click (>) to add the user to the Selected Users list.

» (Optional) To allow access to specific groups and the associated subgroups (if configured for
subgroups), click the Groups tab, select the group name in the Available Groups list, and click
(>) to add the user to the Selected Groups list.

10. Click Create.

Modify licenses

Required permissions

Note:

You cannot change the ID of a license. If you want a different license ID, you must delete the
current license and create a new one.

1. Inthe ADA Licenses page, from the License Type list, select the license type you are modifying:

2. From the ADA Licenses tree, select the license to modify.

3. Set or modify the desired options.
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Note:

You can select a category for a license even if the license did not originally have a category
defined.

4. Type a description in the Reason box.

5. Click Modify.

Delete licenses

To delete a license, you must be assigned the delete privilege. You cannot delete a license that is
attached to a workspace object,

1. Start ADA License.
2. From the License Type list, select the type of license you want to delete:

3. From the ADA Licenses tree, select the license to delete.

4. Click Delete in the ADA License Details pane and click OK in the Confirmation dialog box.
Managing ADA licenses on workspace objects

Overview of managing ADA licenses on workspace objects and required
permissions

Note:

To attach or detach a license from a workspace object, the following privileges are needed:
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* To attach or detach intellectual property (IP) or exclude licenses, you must have the IP_ADMIN
privilege for both the workspace object and the license.

* To attach or detach International Traffic in Arms Regulations (ITAR) licenses, you must have the
ITAR_ADMIN privilege for both the workspace object and the license.

» Additionally, to detach, you must have the privilege specified in the
ADA _license_administration_privilege preference (IP_ADMIN, ITAR_ADMIN, or
Administer_ADA_Licenses) for the workspace object.

Attach licenses to workspace objects

You can attach licenses that are not locked and not expired to workspace objects. Attaching a license
allows the users and groups named in the license to get read access to the workspace object. As you
attach an ITAR license, you can cite the applicable authorizing paragraphs. The audit log records an entry
for every license attached.

Required permissions
1. In My Teamcenter, search for the object to which you want to attach the license.

2. Right-click the object and choose License—>Attach.

3. Inthe Attach an Object to Licenses dialog box, set License Type to the type of license to be
attached.

12-92



Detach licenses from workspace objects _

Note:

Only unlocked licenses and licenses that have not reached their expiration date are listed.

4. Inthe Licenses for Selection list, select the license to be attached and click the (>) button.
The selected licenses appear in the Selected Licenses list.
* To move all licenses to the Selected Licenses list, click the (>>) button.
* To remove licenses from the Selected Licenses list, click the (<<) or (<) button.

5. (Optional for ITAR licenses only) Type a statement in Authorizing Paragraph to explain the
authorization.

6. Click OK or Apply.
Detach licenses from workspace objects

You can detach a license from a workspace object even if the license is locked or expired. When an ITAR
license is detached, the associated authorizing paragraph information is deleted. The audit log records
an entry for every license detached.

Required permissions
1. In My Teamcenter, search for the object from which you want to detach the license.
2. Right-click the object and choose License—>Detach.

3. Inthe Detach License dialog box, select the license that you want to detach from the object.
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4. Inthe Licenses for Selection list, select the license to be detached and click the (>) button.

The selected licenses appear in the Selected Licenses list.

Tip:

¢ To move all licenses to the Selected Licenses list, click the (>>) button.

¢ To remove licenses from the Selected Licenses list, click the (<<) or (<) button.

5. Click OK or Apply.

Note:

When an ITAR license is detached, the associated authorizing paragraph information is deleted.

View licenses attached to a workspace object

1. In My Teamcenter, search for the object for which you want to display the license information.
2. Right-click the object and choose View Properties.

3. Click All.

4. Scroll to the license information.
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Managing ADA license audit logs

Audit log contents

Actions that you perform on an ADA license are tracked in primary audit logs to provide traceability of
actions performed on licenses, including who, when, and what. By default, there are two types of log
files, license change and license export logs.

License change logs provide traceability of the following actions:

* Creating or deleting a license

Locking a license

Modifying a lock date or unlocking a license by clearing the lock date

Expiring a license or modifying an expiration date

Adding or removing users or groups allowed to access workspace objects associated with a license
License export logs provide traceability of the following:
* Attaching or detaching a license to or from a workspace object

* Modifying authorizing paragraph information for an ITAR license attached to a workspace object
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You can also view secondary audit logs about objects related to the license, such as the workspace
object to which the license is attached. The Audit Manager provides basic secondary information by
default and your administrator can define more properties to be displayed using the Business Modeler
IDE.

You can export the audit data to Microsoft Excel or comma-separated values (CSV) file.

Using Audit Manager, you can view the audit log in the Audit Logs tab of the Summary view and create
search queries.

View audit logs in the Summary view using the current Audit Manager

You can view audit information about the licenses (primary objects), as well as secondary objects, such
as the workspace object to which the license is attached. The Audit Manager provides basic secondary
information by default and your administrator can define more properties to be displayed using the
Business Modeler IDE. The secondary information is in a separate, secondary audit log.

1. From the ADA License application, right-click a license, and choose Open with->Summary.
2. In the Summary view, click the Audit Logs tab.
3. Toview the changes to the license, click License Change Logs.
License change logs list the changes to a license.
See Audit log contents.
4. Toview the ADA License export logs, click License Export Logs.
License export logs lists the attach and detach events of the license.
See Audit log contents.

5. To view audit logs for secondary objects, such as the workspace object to which the license is
attached, select the primary object. The secondary object audit log appears below it.

Secondary Audit logs:
Object Object Type Object Name MemID Sequencell Display Name [tem Revision ID
“1 000070/ A temRevision =] 000070 1 000070/4:1 A
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Exporting an audit log using the current Audit Manager
You can export audit logs to Microsoft Excel or CSV formats. You can:

* Select the object whose audit log you want to export. For example, select an object with a license
attached.

 Search for an audit log and export it.

Tip:

Use the following predefined audit log searches:
* Audit - License Change Logs

* Audit - License Export Logs
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13. Customizing ADA security mapping

About customizing ADA security mapping

Authorized data access (ADA) helps organizations enforce access control on sensitive data through

the use of data classification, user clearance, and licenses. In addition to International Traffic in Arms
Regulations (ITAR) and intellectual property (IP) groupings, you can achieve compliance or regulation
using Export Administration Regulations (EAR) and Export Control Classification Number (ECCN) by using
classification, clearance, and licenses to control security on sensitive data.

Note:

The examples that follow use EAR security mapping.

As an administrator, you can create security mapping for any purpose, but it must follow the rules
defined using the following procedure:

1. Using the Business Modeler IDE:
* Define a custom LOV, which is attached to the custom classification and clearance properties.
* Create a custom classification property on a workspace object.
* Create a custom clearance property on a user object.
* Create the custom ADA license.

2. Deploy the customization.

Creating a custom ADA security map

Step 1. Create a custom LOV for EAR levels

Use the Business Modeler IDE to create a custom LOV, for example, EAR9_LOV, which defines the
hierarchical ordering for custom properties.

Note:

In out-of-the-box security groups, the hierarchical ordering is configured using the
IP_level_list_ordering and ITAR_level_list_ordering preferences.

There are different hierarchical security levels assigned to data objects and users for access evaluation.
Access Manager compares these levels to determine user access rights to the object; propagation also
uses these security levels.
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Note:

Classification order now uses the Description box contents of the LOV values, where 1 is the
lowest level of ordering.

Each site defines a list of classification values and clearance values that are assigned to data objects. This
LOV example defines five EAR levels.

Note:

* The list order appears in the list exactly as it appears in the New Classic LOV dialog box.

* The Description box is used to order the list. To put entries on the same level, enter the same
number in the Description field.

* Select Exhaustive for the LOV usage type. This type is used to define all allowable entries.

Classic LOVY
Create a Classic LOV

Fraject: F

Custom LOV for EAR security group. [=
]

ListOfvaluesString Browse.,

1isTrue
f1isTrue
1isTrue
1isTrue

{AisTrue
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Step 2. Create a custom LOV for security levels _

Note:

You can use the LOV_hide_desc preference to display the LOV values. For example:

LOV_hide_desc=EAR9 LOV

Step 2. Create a custom LOV for security levels

Use the Business Modeler IDE to create a custom LOV to be used to designate security levels (secret,
top-secret, and super-secret).

Note:

To designate entries to be on the same security level, use the same number in the Description
box. For example, top-secret and super-secret are the same level of security because the
Description box contains a 2 for each.

Classic LOV
Create a Classic LOV

Step 3. Add a custom persistent property

In the Business Modeler IDE, locate any WorkspaceObject business object and add a custom
classification property.

1. Inthe Property Definition dialog box, select Persistent and click Next.

2. Using the Persistent Property dialog box, create the property and click Finish.

Security Administration, Teamcenter 2412 13-3
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¥ New Property

Persistent Property

earaClassification

Step 4. Add property constants
1. Set FndOIsADASecurityProperty = true to indicate this is an ADA custom property.

2. Set FndOPropagationGroup property constant = Security Group Il to use hierarchical

propagation, or set FndOPropagationGroup = Security Group IV to define your own propagation
rules.

Step 5. Attach the security level LOV

1. To add the ordered list of security levels, select the security level LOV you created earlier and click
the Add button on the LOV Attaches table to attach the LOV.

2. Attach the LOV to the classification property on the WorkspaceObject business object.
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Step 6. Add a custom clearance property for the user _

Constants Ruls Artaches Propesty | Proparty Formatter Attachmnencs |

Step 6. Add a custom clearance property for the user

1. Using the Business Modeler IDE, find the Fnd0OCustomUserProfile business object and add a
property. Select Persistent and click Next.

2. Using the Persistent Property dialog box, create the property.

Note:

The clearance name cannot exceed nine characters, for example, ear9clear.

# New Property

Persistent Property
[eooear ]

eardclear

EAR_clearance

3. Update the property constant.

Note:
Set FndOIsADASecurityProperty=true to indicate this is an ADA custom property.

Security Administration, Teamcenter 2412 13-5
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_ 13. Customizing ADA security mapping

Attach the LOV created in the first step that contains the ordered list of security levels. If you are
using Access Manager conditions and accessors to compare the classification and clearance entries,

this LOV should be the same on both properties.

4.

Step 7. Create a custom license subtype

1. To create a subtype of an ITAR license, right-click ITAR_License and choose New Business Object.

2.  Enter values for Name, Teamcenter Component, and Description.

Note:
* You can also subtype IP_License. However, subtyping of ADA_License and

Exclude_License is not supported.

* The license name cannot exceed 15 characters, for example, EAR9itarlicense.

¥ New Business Object

Business Object

Create a new Business Object

EAR_jtarlicense| =]
=l

Security Administration, Teamcenter 2412
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Step 8. Creating ADMIN and CLASSIFIER privileges

In previous Teamcenter versions, the ADMIN and CLASSIFIER permissions for ITAR and IP were hard-
coded in Access Manager. Because you can add one or many new security groups, you must perform an
additional step to create an ADMIN and CLASSIFIER for your new security group.

Create a custom privilege.

1.  Create the privileges by running the install_am_privilege utility.

TC_ROOT\bin\install_am_privilege -u=tcadmin -p=tcadmin -g=dba -n=EAR_ADMIN
TC_ ROOM\bin\install_am_privilege -u=tcadmin -p=tcadmin -g=dba -n=EAR_Classifier
TC_ROOM\bin\install_am_privilege -u=tcadmin -p=tcadmin

-g=dba -n=ADA_Custom_Detach

2. Update the am_text.xml file to provide readable names.

3. Update the TC_ROOT\lang\textserver\language\am_text_locale.xml file to provide readable
names and tooltips.

<key id="k_am_privilege EAR_ADMIN">EAR ADMIN</key>
<key id="k_am_privilege EAR_ClassifTier>EAR Classifier</key>
<key id="k_am_privilege_ADA_Custom_Detach">ADA Custom Detach</key>

Step 9. Using the ADA_Custom_Security_Mapping preference

In previous versions of Teamcenter, you used Access Manager to assign Allow/Deny permissions to
IP_ADMIN, ITAR_ADMIN, IP_CLASSIFIER, and ITAR_CLASSIFIER. Although you still use Access Manager
for this purpose, use the ADA_Custom_Security_Mapping preference to define which Admin/Classifier
privileges are associated with each of your ADA custom security mappings.

The ADA_Custom_Security_Mapping preference is provided out of the box and empty:

* Assigns an ADMIN and CLASSIFIER for each ADA security mapping.

* Provides a link for the WSO.Classification, User.Clearance, and custom license security mapping.

13-7



_ 13. Customizing ADA security mapping

Narme Location Protection Scope

|84 Custom_Security_Mapping | site

Category Emvironment  Type Multiple

Edrministration Access Manager 5] [pisabled Going |0) [Mumge 5]

Description

Defines the information needed to adrminister security grouping. * .

Security groups are defined for custarn ADA license ohjects and include » specific warkspaceokject |

classification property and s user abject clearance property. =

Yalues

eardClassification:eardCleanEARStarlicense:EAR_ADMIN:EAR_Classifier B

[ |H
el save

The format of each entry is:

Classification:

Clearance:

s License:

ADMIN privilege:

CLASSIFIER privilege:

The ADMIN privilege allows you to:

* Create, modify, and delete ADA licenses.

* Attach and detach licenses to workspace objects.

* Set or modify the classification property on workspace objects.

The CLASSIFIER privilege allows you to set or modify the classification property on workspace objects.

Note:

The ability to update the custom clearance values for the user is only dependent on the user
having authorization to create and modify the user. This is usually allowed if you have DBA
privileges or given access through the Authorization application.

Step 10. Using Access Manager conditions with custom security groups

All existing Access Manager conditions work as they did before with IP and ITAR (government)
classification, clearance, and licenses. However, for custom security groups:
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* If there is a generic condition (Has Named ADA License), the value field can be overloaded to handle

the custom propertyl/license.

* If no generic condition exists, one is added.

Note:

All generic license conditions have ADA in the condition name.

* For the negative conditions, a variety of approaches can be used.

Clearance and classification conditions

ITAR (existing) IP (existing)

Has Government Has IP Classification
Classification

Has No Has No IP Classification
Government
Classification

User Has User Has IP Clearance
Government
Clearance

Custom (new)

Has Classification

Has No Classification

User Has Clearance

The syntax for the new clearance and classification conditions follows:

* Has Classification(Custom_classification>=custom_level1)

* Has No Classification(Custom_classification)

* User Has Clearance(Custom_clearance>=custom_level1)

License conditions

ITAR (existing) IP (existing)
User Is ITAR Licensed User Is IP Licensed

User In Named ITAR User In Named IP License
License

User In Attached ITAR User In Attached IP License
License

Has Named ITAR Has Named IP License
License

Custom (new)
User Is ADA Licensed

User In Named ADA License

User In Attached ADA License

Has Named ADA License
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ITAR (existing) IP (existing) Custom (new)

Has ITAR License Of  Has IP License Of Category Has ADA License Of Category
Category

Citizenship On Any Citizenship On Any IP Lic Citizenship On Any ADA Lic
ITAR Lic

User In Attach ITAR User In Attach IP Lic of Ctgry User In Attach ADA Lic of Ctgry
Lic of Ctgry

User-ITAR Lic Has User-IP Lic Has Citizenship User-ADA Lic Has Citizenship
Citizenship

ITAR License Has IP License Has Citizenship ADA License Has Citizenship
Citizenship

The syntax for the new license conditions follows:

* User In Attached ADA License(Custom_License_type:Any or All)
* User In Named ADA License(Custom_License_type:LicenselD)
* User Is ADA Licensed(Custom_License_type:True or False)
New Access Manager conditions

* Has No Status

* User Not In Attach IP Lic Ctg

* User Not In Attach ITAR Lic Ctg

* User Not In Attach Excl Lic Ctg

* User In Attached ADA License

* User In Named ADA License

Modified Access Manager conditions

Has Property

Has Attribute

User In Attached ITAR License
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* User In Attached IP License

* User In Attached Exclude License
* User In Attached License

Access Manager accessor types

Each of the following Access Manager accessor types is added to allow the custom properties to be
searched.

Note:

The following clearance accessor types require you to manually add entries in the am_text.xml file
for each custom clearance property you add.

* License accessor types
* User Licensed
Arg Values=License Types
* User Unlicensed

Arg Values=License Types

Note:

For each of the custom licenses added, two new accessors are created in Access Manager
application. For example, if EAR_ITAR_Lic is the custom license name, then the following two
entries appear in the accessor drop-down list:
* User EAR_ITAR_Lic Licenses
* User EAR_ITAR_Lic Unlicenses
To see these entries, you must add the following entries in the am_text.xml file:
<key id="k_am_accessor_key_user_ear_itar_lic_licensed'">Ak</key>
<key i1d="k_am_accessor_key user_ear_itar_lic_unlicensed'">Ak</key>
In this example, Ak is a sample value; you must replace it with the running key ID. Also, the

internal license name given in the key should be in lowercase. For example, it should not be
k_am_accessor_key_user_EAR_ITAR_Lic_licensed..
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» Clearance accessor types
* User has Clearance custom_clearance Clearance
Arg Values=Custom Clearance properties

» User over custom_clearance Clearance

* User under custom_clearance Clearance

Arg Values=Custom Clearance properties

Note:
For each custom clearance property added, three new accessors are created in Access Manager
application. For example, if EAR_Clearance is the custom clearance property name, the
following three entries appear in the accessor drop-down list:

<key i1d="k_am_accessor_key_ user_has_ear_clearance_clearance">

<key i1d="k_am_accessor_key user_under_ear_clearance_clearance'>Aj</key>

<key id="k_am_accessor_key user_over_ear_clearance_clearance">Aj</key>

Aj is a sample value; you must replace it with the running key ID. The property name used must be
lowercase.

Step 11. Custom classification propagation

To follow the hierarchical pattern established by the out-of-the box IP Classification and Gov
Classification properties:

* Create the LOV and enter the desired levels in the Description box.

* Enter Security Group Il in the FndOPropagationGroup property constant for each custom
classification properties you create.

To create your own propagation patterns:

* Enter Security Group IV in the FndOPropagationGroup property constant for each custom
classification properties you create.

* Add customer specific rules to the Security Group IV for your company's propagation rules.
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14. Configuring PKI digital signature

What is PKI digital signature?

A digital signature is a mathematical stamp on an object used to indicate if that object has been
modified after the signature was applied. It also identifies who applied the digital signature. It requires
public key infrastructure (PKI) authentication when applying the digital signature.

+ Signatures

@ o

Add New... oid

Owner State Comments Voided By
L R oomgmny g wom Valid

Note:

PKI digital signature is different than digitally sign. Digitally sign is a Teamcenter action associated
with document management that lets you add your digital signature to an electronic document
using third-party software, for example, Adobe Acrobat/Reader for an Adobe Portable Document
Format (PDF) file.

After you configure your system to apply the PKI digital signature on objects, a rich client user can select
an instance of a business object and choose File=>PKI Sign.

| TEAMCENTER  SIEMENS |
8

gupbmlE-lerarag

11111111111111

XA PRBRG =[S0

Then, the PKI digital signature (valid) icon is applied.
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sendTo ~| & <[ T

. 000023/A;1-RMETEST3
o

£y Owner: Last Modified Date: Release Status: Type
L temRei

4 14-Apr-20141630

ets | Available Pievisions | Audit Logs

%) 000023-RMETESTS

%

===
® o
BE .

Ouner State Comments Voided By " New Workflow Process..
B R ivwgn gl o Valid B sovems

& :
Check Out... (i

Configuring your system for PKI digital signature

Install Teamcenter

Note:

The PKI digital signature feature is supported only on the Windows platform client.

Before you configure your system for PKI digital signature, you must install Teamcenter. Your current
environment determines which installation type you select.

* New installation

Note:

When installing this version of Teamcenter for the first time, all Access Manager rules are
included. However, you must install certificate authority files during your new installation, as
described in Step 1.

* Upgrade installation
Upgrade your existing Teamcenter environment.
* Patch installation
Patch your existing Teamcenter environment, if necessary.

See Step 1 to install certificate authority files during patch installation.
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Step 1: Enter digital signature certificate information _

Note:

While patching using Teamcenter Environment Manager, select Optional Configuration
Enhancements.

Step 1: Enter digital signature certificate information

For PKI digital signature, Teamcenter uses the private key from the user’s PKI card to encrypt the
signature so it cannot be tampered with. After the signature is applied to an object, the system reads the
encrypted signature to verify the signature is valid. To verify the encrypted signature, the system must
have the root and intermediate certificate authority (CA) files.

Each user certificate (PKI card) has a chain of certificate authorities behind it. These certificate authorities
can be found by opening the user’s certificate on Windows systems and clicking the Certification Path
tab. The certificate authorities should already be installed on the client host so that the Web browser on
that machine recognizes the user’s certificate.

Note:

When choosing the certification tiles for the RootCA chain, you must choose the Base-64 encoded
x.509 (.CER) file, as the server only works with this format.

x|
" General | Detals Certfication Path |
[ Certification path
;] 6pa3n2.
View Certificate |
Certificate status:
[This certificate is OK.
Learn more about certification paths

You must enter the digital signature certification information in Teamcenter using either of the following
methods:

* Using Teamcenter Environment Manager (TEM) during a new installation or a patch installation

1. From the Foundation Settings panel, click the Advanced button to display the Digital
Signature Certificates tab.
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2. From the Digital Signature Certificates tab, click the Add button to add a certificate path in the
Certificates list.

Note:

The certificates that are loaded into the database must be loaded as MISC_BINARY. The
default is MISC_TEXT when loading them manually.

3. After you compete adding the certificates for your system, click OK from the Digital Signature
Certificates tab to save the paths and continue your installation in TEM.

* Using the rich client after upgrading or anytime following installation (new installation or patch
installation)

Note:

Use this method to update your certificate authority file information when your certificate
expires or if you have a new certificate.

1.  Search for the __DigitalSignature_Certificates dataset (note the leading double underscore).

TEAMCENTER B
[_[51x]

n
%@ |Beac@ale=@mjad | TEAMCENTER  SIEMENS
@ - @ - My Teamcenter (irfodbs (infodba)-dba08A -[ MC-20113875721( 10IL 1L D &

(¥ “Summary 53\ [= Detsis | ¥ 1mpact analysis [oor viewsr | 2 37 res v SHO)

- - | sendTou -\c;;v g

_ DigltalSignature_Certificates
Owner: Last Modified Date: Release Status: Type:
@ g focha (pfocba) 23-Apr-2014 14:15 s

Overview . AuditLogs

 Properties

Object: _Dighalsignature_Certificates.
Name: __DigialSignature_Certificates
Descrption: Obyectcrestadby Ingert Fie
Ower S infodh (nfods
GopD: o cha

Last Modfying User
Checked-Out:
Checked-Out By:
Checke-Out Date:
Checked-Out Change Id:

Mare Preperties..

8 icfodba (nfodbs
tioYae
~ Actions

2 conv
Soon

O tiew Workfiow Process....

& | & | &
Chedkout...| Creckin,..| sove ked-Out | Concel Cheshout
|7 xsomw@e2| So
2.  Check out and modify the dataset as needed.

P Named References
b ol
Reference Mame Size Remote Type i
MISC_BINARY Siemens Issuing CA EE Auth 201 1.cer 2220 bytes ImanFile [
MISC_BINARY \S\emens Trust Cenker Rook-Ca V2.0.cer 1084 bykes IrnanFile rtif
R art
Double dick to change File name. [

4 | LI
QpEn Upload. .. | Download. ., | ﬂ m ;I il —

I | TTECREC-LIUT DIatE!
Cherkad-Cut Chanae Id:
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Step 2: Apply business constants

Before you can apply a PKI digital signature to an object, you must set three business constants in the
Business Modeler IDE. Setting these constants allows the selected business objects, for example, an Item
object, to have a PKI digital signature.

* FndOAllowDigitalSignature

This constant, which is placed on the WorkspaceObject business object and its children, allows the
selected business object have a PKI digital signature.

By default, this constant is set to false. Select the Value check box to change the value between true
and false.

* FndODigitalSignatureAttributes

This constant contains a list of properties that are approved when applying a PKI digital signature to a
business object instance.

When listing the properties to be used with FndODigitalSignatureAttributes, use the following
format:

{propertyl,property2, .. ._propertyN}

Note:

This constant can hold a maximum of 2000 characters to allow for multiple configuration
versions.

Caution:

Following are the properties that cannot be used with this constant:

acl_bits
active_seq
actual_finish_date
archive_date
archive_info
backup_date
checked_out
checked_out_date
checked_out_user
CMClosure
CMDisposition
CMMaturity
complete_percent
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creation_date
date_released
fndOstate
last_mod_date
last_mod_user
last_sync_date

Isd

owning_group
owning_site
owning_user
process_stage
process_stage_list
process_status_list
proj_assign_mod_date
project_ids
project_list
projects_list
release_status_list

* FndODigitalSignatureChildObjects

This constant contains a list of relation or reference properties to retrieve child objects for PKI digital
signature. This constant works in conjunction with the FndODigitalSignatureAttributes constant.

Note:

This constant can hold a maximum of 2000 characters to allow for multiple configuration
versions.

Step 3: Edit XRT (style sheet)

You must edit the XRT style sheet for the object type (for example, temRevSummary.xml) to which you
want to apply PKI digital signatures. This allows users of the client to see digital signature information in
the user interface.

Note:

You can edit more than one object type’s XRT style sheet depending on which objects you want to
apply PKI digital signatures.

1. From the rich client, go to the Search pane in the upper-left corner and search for the XRT dataset
of the object type, for example, ltemRevSummary.xml.

2.  Click the Viewer tab and the style sheet code appears.

Locate the end of the tc_xrt_ClassificationProperties section:
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<section titleKey="tc_xrt_ClassificationProperties”>
</classificationiProperties/>
</section>

3. Add the following tc_xrt_Signatures code segment and save the file.

This code segment ensures that once a user digitally signs any item from the Home menu, the
Summary page displays the details.

<section titleKey="tc_xrt_Signatures'>
<objectSet
source=""FndODigitalSignhatureRel .FndODigitalSignature"
defaultdisplay="tableDisplay"
sortby=""object_string"
sortdirection="ascending">
<tableDisplay>
<property name="owning_user'/>
<property name="fndOState'/>
<property name="fndOComments'/>
<property name="fndOVoidedBy'/>
</tableDisplay>
<listDisplay/>
<command commandld=""com.teamcenter.rac.applyDigitalSign"
titleKey=""tc_xrt_addNew"
renderingHint=""commandbutton"/>
<command commandld=""com.teamcenter.rac.voidDigitalSign"
renderingHint="commandbutton"/>
<parameter name="'localSelection” value="true'/>
</objectSet>
</section>

Step 4: Create the rich client plug-in

To add the PKI Sign and Void commands to the File menu and the shortcut menu in the rich client, you
must define a custom plugin.xml file.

Note:

Steps for creating a rich client plug-in are included in this topic. However, you can view examples
for creating plug-ins.

1.  Create a new plug-in project.

a. InEclipse, choose File->New—-Project.

14-7



_ 14. Configuring PKI digital signature

b. Inthe New Project dialog box, select Plug-in Project. Click Next.

- .
& New Project — | O eS|

Select a wizard —

Create a Plug-in Project

Wizards:
type filter text

> (= Eclipse Modeling Framework -
> = BB
» (= Google
b = Java
b = JavaEE
b (= JavaScript
b (= JAXB
b (= JPA
4 (= Plug-in Development
(i) Feature Patch
(% Feature Project
~4% Fragment Project
% Plug-in from Existing JAR Archives
1% Plug-in Project
4" Update Site Project
b (= Web
b = XLUPC
> (= Bxamples o

m

@ < Back Next > T

c. Inthe New Plug-in Project wizard Plug-in Project dialog box, type com.rac.digitalsignature
in the Project name box. Click Next.

- .
£ New Plug-in Project | (5] et

Plug-in Project -
Create a new plug-in project f

Project name: | com.rac.digitalsignature

Use default location

D:\workdir\pandes_clientl012\eclipse\com.rac.digitalsignaty Browse...

Project Settings
Create a Java project

Source folder: src
Output folder:  bin

Target Platform
This plug-in is targeted to run with:

(@) Eclipse version: 35 or greater ¥

(©) an OSGi framework: | Equinox
Working sets
[7] Add project to working sets

Select...

d. Inthe New Plug-in Project wizard Content dialog box, do the following:

A. Under Options, ensure the Generate an activator, a Java class that controls the
plug-in’s life cycle is not selected.

B.  Ensure the This plug-in will make contributions to the Ul check box is selected.
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C. Click the Yes button next to Would you like to create a rich client application?.

D. Click Next.

-
& New Plug-in Project

Content

Enter the data required to generate the plug-in.

Properties

D com.rac.digitalsignature
Version: 1.00.qualifier

Name: Digitalsignature
Vendor: RAC

Execution Environment: | JavaSE-1.7

- | [Environments..

Optiens

[l{Generate an sctivator, a Java class that controls the plug-in's life cyclé

[] Enable API analysis

Rich Client Application

Would you like to create a rich client application? @Yes ()N

com.rac.digitalsignature. Activator

[] This plug-in will make contributions to the U

® < Back

| meas [ Ensn ][ cancel

In the New Plug-in Project wizard Templates pane, select the Hello RCP template to create
your plug-in. Click Finish.

-
& New Plug-in Project

EE—)

Templates

Create a plug-in using one of the templates

Available Templates:

% Hello RCP:
@RCP application with a view
% RCP application with an intro

Select one of the available templates to generate a fully-functioning plug-in.

This wizard creates a minimal standalone
RCP application that consists of an
application window with a title.

Extensions Used
* org.eclipse.core.runtime.applications

o org.eclipse.ui perspectives

® < Back ][ Next >

J[nah ][ Cance

In the New Hello RCP Project wizard Basic RCP application pane, enter the following
information, designating the package name as com.rac.digitalsignature. Click Finish.
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- 1
& New Hello RCP Project = E e

Basic RCP application

This template creates a minimal standalone RCP application that consists of an
application window with 2 title.

Application window title: Hello RCP
Package name: com.rac.digitalsignature

Application class: Application
[C] Add branding

® -

2. Add the menu code to the project plug-in.

a. Create a file launcher by expanding the com.rac.digitalsignature package to the META-INF
folder in the Package Explorer tab and double-click MANIFEST.MF.

2 Plug-in Development - com.rac digitalsignature/META-INF/MANIFEST.MF - Eclipse SDK
File Edit Source Refactor Mawvigate Search Project Run  Window Help
e | Pk @ G -H-0-0-q-
2 Package Explorer £8 . % Plug-ins| aE~ =C
> 12 com.custom.tooltips
= com.rac.digitalsignature
> = JRE System Library [JavaSE-1.7]
> = Plug-in Dependencies
> [ src
> = icons
4 (= META-INF
4k MANIFEST.MF
@ build.properties
@ pluginxml

b.  Click the Extensions tab at the bottom of the center pane.
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e s i e et mm

R AR N WA

LAET IR I =T e=T0 4 -

I [5) 1mpertTemplateCompou | {J] TCUtiiiesjave | fup DataManagementSSubTy | 4] FileTransferlisingFMS |4t comrec.digitalsigna 53 - 2z =g
% Extensions oOBL®e
All Extensions 1, 28 Extension Detals

Define extensions for this plug-in in the following section. Set the properties of the selected extension. Required fields are denoted by "*".

[ type fitter text | ID:

b 4= org.eclipse.coreruntime.applications Name:
I 4= org.eclipse.ui.perspectives

2 Show extension point description
‘ Up ‘ 4] Open extension peint schema

‘ %7 Find declaring exdtension point

Overview | Dependencies | Runtime | Extensions | Extension Points | Build| MANIFEST.MF | plugin.smi | build.properties

c. Click Add in the Extensions pane.

“ Extensions

All Extensions

Define extensions for this plug-in in the following section.

type filter text

Overview Dependencls‘Runt\me{&tenslons Extension PomlslBu\ldlMAl\E[FEST.MF pluginxml| build.properties

Security Administration, Teamcenter 2412 14-11
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d. Inthe Extension Point Selection pane, type ui.menu in the Extension Point filter box to filter
the extension points. Select org.eclipse.ui.menus, and click Finish.

- N
& New Extension =

Extension Point Selection

Create a new Menus extension. D I

Extension Points | Extension Wizards

Extension Point filter:  ui.menu

4 org.eclipse.ui,menus,

[7] Show only extension points from the required plug-ins
Extension Point Description: Menus

This extension point allows the plug-in developer to add (contribute) a variety of
custom additions to the eclipse framewaork:

e Main Menu
* Main Toolbars 2

Available templates for menus:

® T

e. Inthe All Extensions list, right-click org.eclipse.ul.menus and choose
New->menuContribution.

“ Extensions

All Extensions 18, B Extension
Define extensions for this plug-in in the fallowing section. Set the pr
type filter text D
<= org.eclipse.ui.m: 1 L
New v | X group
R Remove [X] menuCentribution
[X]  widget
£ Show Description
4] Open Schema Up 4 opene
o
el *3 FEind d¢
% Find Declaration o
%7 Find References
of Cut Ctil+X
2 Copy Ctrl+C
Paste Ctrl+V
Revert
Save
Externalize Strings...

f.  Inthe plugin.xml tab, replace the following code:

<menuContribution
all Popups=—false”
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locationURI="com.rac.digitalsignature.menuContributionl”>
<menuContribution>

[J] TmportTemplateCompou | [I] TCUtilities java 1uh DataManagementSSubTy [d) FileTransferUsingFMS [ 4 *comurac.digitalsign & . 723

oding="UTF-8"?>

<plugin>
<extension
point="org.eclipse.ui.menus">
<menuContribution
allPopups="false"
locationURI="com.rac.digitalsignature.menuContributionl™>
</menuContribution:
</extension>

13 </plugin»

4
Overview | Dependencies  Runtime | Extensions | Extension Points | Build | MANIFEST.MF | plugin.xml | build properties

with the following:

<I-- Menu contribution for Digital signature commands at File
menu -->
<menuContribution locationURI="menu:file?before=save._ext'>
<!-- Sign command -->
<command commandld=""com.teamcenter.rac.applyDigitalSign'>
<visibleWhen checkEnabled="true”/>
</command>
<I-- Void command -->
<command commandld=""com.teamcenter.rac.voidDigitalSign'>
<visibleWhen checkEnabled="true”/>
</command>
</menuContribution>
<I-- Menu contribution for Digital signature commands at Context
menu -->
<menuContribution
locationURI="popup:org.eclipse.ui.popup.any?
after=group.clipboard'>
<!-- Sign command -->
<command commandld=""com.teamcenter.rac.applyDigitalSign'>
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<visibleWhen checkEnabled="true”/>
</command>
<!-- Void command -->
<command commandld=""com.teamcenter.rac.voidDigitalSign'>
<visibleWhen checkEnabled=""true”/>
</command>
</menuContribution>

Your file should resemble the following.

U] ImportTemplsteCompou | 1] TCUtiitiesjava | fa) DotaManagementSSubTy | [] FileTransferUsingfMS [ *comrac.digitalsign 55 2
1<?xml version="1.8" EH(Ddng:"UTF-S“?>
2<?eclipse version="3.4"?>
3 <plugins

| <extension

signature commands at File menu -->
enu:file?before=save.ext”>

<command ndId="com.teamcenter.rac.applyDigitalSign™>
<visibleWhen checkEnabled="true"/>
</command
<

mmand -->
dId="com.teamcenter.rac.voidDigitalSign">
iblellhen checkEnabled="true"/>

at Context menu -->
up.any?after=group.clipboard”>

m.teamcenter.rac.applyDigitalsign™>
checkEnabled="true"/>

om.teamcenter.rac.voidDigitalsign”>
letlhen checkEnabled="true"/>tcad
</ comman
</menuContribution:

. </extension>
3e

31

32 </plugin:

33

I
DverwewlDependencla‘RuntlmelExtens\ons Extension Polms‘BulldlMANIFEST‘MF plugin.xml | build.properties

g. Save your changes.
3.  Export the project plug-in into a file.

a. Inthe Package Explorer tab, right-click com.rac.digitalsignature and choose Export—>Plug-
in Deployment.

b. Choose Deployable plug-ins and fragments and click Next.
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Step 5: Set the preference to display digital signature icons _

r% Export = | & g1

Select

Export the selected plug-ins and/or fragments in a form suitable for deploying g 5
in an Eclipse product.

Select an export destination:
type filter text

»

b = General
b C/C++
> = EIB
b = Install
b = Java
b = Java EE
4 [= Plug-in Development
L Deployable features
|54 Deployable plug-ins and fragments |
T Eclipse product
& Target definition L
» = Profiling and Logging
> = Run/Debug
b = Team
o Test

i

@ < Back Next > Finish

c. Select com.rac.digitalsignature and browse to the directory where you want the plug-in
exported and click Finish.

M

-
& Export

[ 3= g
Deployable plug-ins and fragments @:
+ =

Destination directory must be specified.

Available Plug-ins and Fragments:

<J=com.rac.digitalsignature (1.0.0.qualifier)

[T] <= comiteamcenter.rac.activity (1.0.0)

[7] <= com.teamcenter.rac.aifrcp (1.0.0)

[C] “¥= com.teamcenter.rac.applications.integration (1.0.0)
= == com.teamcenter.rac.commandsuppression (1.0.0)
[7] «¥=com.teamcenter.rac.common (1.0.0)

[T] 4 com.teamcenter.rac.kernel (1.0.0)

Select Al
Deselect All
Working Set...

] »

[ I ceerinm

1 of 16 selected.

Destination | Options | JAR Signing

@) Directory:
- Browse..
() Archive file:
Browse...
(@) Install into host. Repository:
Browse...

® et ][ o

4. Run the genregxml.bat file to register your plug-in changes with the rich client.

Step 5: Set the preference to display digital signature icons

Icons appear to the right of an object in the Home view indicating it has either a valid PKI digital
signature or a voided PKI digital signature.
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@(@ My Worklist| . 000127-127 Use | C Search| s =i

Qe &

4 4 Home
& Mailbox
& Newstuff
#5 000118-UseCasel0
#, 000120-New test
% 000121-2ndnew
#5 000125-Use Casell
% 000129-UseCasel2
#5 000130-UserTest12A
% 000133-Testd44
4 [%,000140-Use Casel?
L# 000140
% 000140/A;1-Use Casel7 @
4 '%,000141-Use Case 19
[Z 000141
% 000141/A;1-Use Case 1947 €5
#; 000142-Use Case2l
#, 000143-Use Case22
%, 000145-iugy €5

To enable the icons showing either a valid PKI digital signature or a voided PKI digital signature on a
work item, you must set the TC_show_digital_signature icon preference to TRUE.

Step 6: Set PKI digital signature environment variables

Note:

Setting these environment variables for PKI digital signature is optional. However, you may find
these helpful if you have a custom configuration.

You can set two Teamcenter environment variables in either your tc_profilevars.bat property file or your
tc_profilevars.sh property file.

« TC_DS_USERID_VALIDATION_ENABLED

Note:

This environment variable is unavailable in the tc_profilevars.bat property file or your
tc_profilevars.sh property file; you must add it manually.

Enables or disables user ID validation performed when creating new PKI digital signatures. As part
of user ID validation, Teamcenter makes certain that the signer (person who is creating the digital
signature) is the same as the authenticated user.

This variable uses a Boolean data type, for example, True or False. The default value is True.

« TC_DS_HASH_ALGORITHMS

Specifies a list of hash algorithms that are accepted by Teamcenter when creating new PKI digital
signatures.
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Step 7: Generate Access Manager rules _

The default Teamcenter installation is configured to use strong hash algorithms as specified in the
default value (SHA256, SHA224,SHA386,SHA512). You can add hash algorithms that are unavailable
in the default value, such as SHA1.

You can add this variable to your tc_profilevars.bat property file or your tc_profilevars.sh property
file to override the default values.

Note:

* If you add digital signature during a patch, check that this variable is set in your
tc_profilevars.bat file or your tc_profilevars.sh file and provide the default list of values
(SHA256, SHA224,SHA386,SHA512).

* Using weak has algorithm, such as MD2, MD5, may allow PKI digital signature forgery.
Analyze the security risk before adding weak algorithms.

Step 7: Generate Access Manager rules

Note:

If you installed Teamcenter as a new installation, do not perform this step; it has already been
done as part of the installation.

If you have installed Teamcenter as an upgrade or a patch, you must generate Access Manager rules.

Use the following steps to manually add the Access Manager rules following an upgrade or a patch:

—_

Select the Has Class (POM_object) root node.
2. Select the appropriate condition and value and specify the appropriate ACL name.

3.  Click the Add button to the right of the access control entry (ACE) table to add a new row to the
table.

4.  Grant and revoke permissions.
5.  Click the Add button at the bottom of the pane to add the rule to the Access Manager tree.
6. Select the newly added rule in the rule tree.

7. Scroll to the appropriate locating using the arrow keys (Move Rule Up and Move Rule Down) in
the toolbar.

8. Click the Save button in the toolbar.
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_ 14. Configuring PKI digital signature

After you generate the Access Manager rules, you can assign the following access privileges associated
with the PKI digital signature feature:

* Digitally Sign

Allows the owning group and owning user the privilege to apply a digital signature using PKI
authentication. World users do not have digitally sign privileges.

* Void Digital Sign

Allows the owning group and owning user to revoke or cancel an existing PKI digital signature for a
business object. World users do not have void digital sign privileges.

Void Digital Sign

Digital Sign

The Has Digital Signature Access Manager condition has the following values: Valid, Invalid,
Propagated, Revoked, and Voided.

Caution:

A dataset digital signature will not show as invalid if the file on the volume is modified outside of
Teamcenter control. A Teamcenter dataset-level digital signature will not protect against, or notify
users, of a malicious modification of the file at the OS storage device level.

There are five AM rules you must configure manually:

* Use AM rules to control access to applying and voiding PKI digital signatures on
POM_application_object business objects.

To do this, you must modify Working to grant owning group and owning user the privilege to apply a
digital signature and void an existing digital signature while denying all other users digitally sign and
void digital sign privilege.
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Step 7: Generate Access Manager rules _

. Has Class( POM_object ) o
“\ Has Bypass( true ) -» Bypass
Has Class{ POM _object ] - System Objects Condition: | Has Class w
Has Class{ WorkspaceObject )
Has Class( SavedSearch ) Value: | poM_application_object v

:"quh(tmtepj (false) -> Not Current P Nemed ACL

n Current Pregram( false ) - Mot Current Program

L% In Inactive Program( true) -> Inactive Program ACL Name:| Warking v D@ E
) Is Pragram Member( false ) -» Not Program Member| | |j—
2 In Invisible Pragram( true) -> Invisible Program BEREES
. Has Status( TCM Released ) -> TCM Released Rule Ow... v |
Has Status( ) -» Vault Ow... L4
Has Object ACL( true ) Syse. v
Has Class{ POM_application_object ) -» Import/Expey | |[Wo... v XX
In Project( ) -» Projects
Owning Group Has Security( Intemal } -> Internal Dat
Owning Group Has Security( External ) -» External Da
L Has Class{ POM_object ) -» Translation

L\ Has Class( Fnd0AuditLog ] -> AuditLog Access

2]
#

[E]
[&]
[&]

=

3
[ii]
(]

3
[¥]
[

?

;

=

X XA

AR
BRI

[+ Add | [e= Modify] [X Delete]

» Use AM rules to control the Write privilege on digitally signed objects by setting Digitally Signed No
Write.

Configure Access Manager rules to control the user’s Write privilege on POM_application_object
business objects based on the existence of digital signature on the object.

Contion: s Digital Signature. -
Value: Vit -

Named ACL

ACUName  Digtaly Signed No Wrte R =

+ Add ] [o= Modify) (X Delete

* Use AM rules to prevent a digital signature on a POM_application_object with an invalid PKI digital
signature by setting Invalid DS Status No More DS.

This configures Access Manager rules to disallow any user to digitally sign target
POM_application_object business objects that have invalid digital signatures.
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'? Has Class(POM _object)

Condition:  Has Digita Signature

Value: Invalid

ACL Name: Invalid DS Status No More DS

BE

& ®
| =

z |8 \W\‘MX\‘\‘ \‘Mni‘w‘\m\‘\ !\‘\’i- "*\‘\n&\‘\»" :\‘\?\‘\YM\‘Kﬂﬁ\*»\ﬂ\%\‘%\ﬂj‘\'~1‘§\L¥\‘\i—‘\
Wora

F Add ] (o= Modity X Deete

* Use AM rules to prevent the reapplication of a PKI digital signature on a POM_application_object that
has a propagated PKI digital signature by setting Propagated DS Status No More DS.

This configures Access Manager rules to disallow any user to digitally sign target
POM_application_object business objects that have propagated digital signature.

Has Digital Signature.

Propageted
Nomed ACL
ACL Name:Propagated D Stats No More D5« | () )

e

m
=@

() (X dee

Use AM rules to control the deletion of a PKI digital signature by setting Digital Signature Delete.

This configures Access Manager rules to grant only owning user privilege to delete digital signature
when the Digital Signature Delete rule is configured. This rule must be added before any rule that
grants delete privileges to POM_object or POM_application_object business objects.

P Has Class( POM_object ) R

Condition: | Has Class
alid ) -> Digitally Signed No Write :

S Status Mo More
o DS Status

Value: |FndoDigitalSignature

Named ACL
ACL Name: | Digital Signature Delete

L) Has Status( ) ->

\ Has Object ACL{ tru

L Has Clazs( POM_api
ct( ) -> Py

L\ Owning Group Has Sec
L oz Ol

You can configure Teamcenter to block all the users or invalid digital signature owners from reapplying

a digital signature if the target is set to Invalid on the business requirement. Us

e AM rules to prevent
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Step 8: Apply PKI digital signature to objects in workflow _

reapplication of a digital signature on POM_application_object business objects with the User Has
Digital Signature condition set to Invalid.

=n

: 2 =l
IS0 2 o 2 R = P A e e S S Y S P ﬁl#-‘iﬂ
my -

+ 844 | ow bidey| X Cobte]

Step 8: Apply PKIl digital signature to objects in workflow
The following workflow handlers are used for PKI digital signature:
* EPM-apply-digital-signature

Applies the PKI digital signature of the logged-on user to the target objects and, optionally, the
schedule task.

* EPM-request-PKl-authentication

Displays a PKI authentication box in the Perform dialog box or pane of the task within which it has
been placed. Users must type their PKI PIN in the box before the task can be completed.

* EPM-verify-digital-signature
Verifies if the target objects and, optionally, the schedule task have a valid PKI digital signature.

If you want users to apply their PKI digital signature to objects in workflow, place the EPM-apply-
digital-signature handler on an interactive workflow task. Because PKI digital signature requires users
to use their PKI card, you must use the EPM-request-PKl-authentication handler to display the PKI
authentication box in the Perform dialog box or pane of the task within which it has been placed.

If you want to check for valid PKI digital signatures during the workflow, place the EPM-verify-digital-
signature handler on a workflow task, such as a Validate task.

Step 9: Add property to property policy file

To get the best performance, add the FndODigitalSignatureRel property on the object in the property
policy file.

14-21



_ 14. Configuring PKI digital signature

Using PKI digital signature

Using your smart card

Note:

When you are required to insert your smart card can vary, either when you log on to Teamcenter
or before you apply a PKI digital signature.

Before you can apply or remove a PKI digital signature, you must insert a smart card, which uses a digital
certificate in a public key infrastructure (PKI) for authentication.

Please insert a smart cand.

After you insert your PKI card, you are prompted to click OK.

[ Insert S0 Card [

A smart card has been selected. Press OKto continue.

0K || Cancel || Detais>>

Then, enter your PIN and click OK.

Windows Security X
Smart Card

Please enter your PIN.

.n..-.-l I <3

Click here for more information
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Applying a PKI digital signature _

Applying a PKI digital signature
There are two states of PKI digital signatures that you can apply using the rich client:
* Valid

Indicates the key used in the digital signature computes correctly indicating there has not been any
modification.

e \oid

Indicates the workspace object that was once digitally signed must be modified. A void action on
a digital signature always contains the full traceability of who signed, and who voided and when,
ensuring full legal traceability on the object to the point of the void.

In addition, users can delete a digital signature they have applied.

A digital signature can be invalid if the key used in the digital signature does not compute correctly.

Apply a valid PKI digital signature

Note:

Do not apply a digital signature on ImanFile if you plan to transfer this object to a remote site.

You can directly apply a PKI digital signature directly on a workspace object (if so configured) to establish
authenticity and integrity between data and users. The PKI digital signature acts as a stamp on a
workspace object showing that it has not been modified accidentally or maliciously.

Note:

A digital signature does not signify a user’s approval of an object; it is intended only as a
mathematical check on the state of the data entered.

* To apply a valid PKI digital signature, choose File—>PKI Sign.

14-23



_ 14. Configuring PKI digital signature

| TEAMCENTER  SIEMENS
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(2, 000026-ftem3

27 000026
b % 000026/A1-em3

Type  Relation

Collection

4 % 000026/A1-rem3
[Z7 00002674
& View
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Lost Modified .. Checked-Out Release Status
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. 000023/A;1-RMETEST3
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Void a PKI digital signature

Before making changes to an object containing PKI digital signatures, you must void all valid digital
signatures on the workspace object. Otherwise, your modifications to the workspace object cause the

digital signatures to become invalid.

A void action on a digital signature always contains the full traceability of who signed, and who voided

and when, ensuring full legal traceability on the object to the point of the void.

1.  Select the valid signature that you want to void and click the Void icon.
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Delete a PKI digital signature _

= Signatures

B e

Add Mew,., Void

Owner State Comments Voided By
- —— S Valid i

2. Inthe Void Digital Signature dialog box, type your comments as to why you want to void the
digital signature and click OK.

€5 Void Digital Signature I | = |

@ Are you sure you want to void the digital signature?

Comments:

@ More...

ok || cancel

Your comments can now be viewed by others.

- Signatures

@ e

Add New... Void

Owner State Comments Voided By
8 o Voided Meedsto be reviewed. L

Delete a PKI digital signature

You can only delete a digital signature on a workspace object in the rich client if you have delete
privilege.

Only the owning user can delete a PKI digital signature.

1. Select the valid signature.
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2. Click Delete.

This displays the Delete dialog box to confirm you want to delete the selected digital signature.

Py
dr@ Delete S + C(lassification Properties
o  Signatures
=
Ok to Delete? 7] ] £3 B .
I I Add Mew.,, Woid . E
Less... Owner State Comments Voided By
#a Signature of (e s p— D| L Jeea Valid
v [ N |

3. Click Yes to delete the digital signature from the workspace object.

View digital signature audit logs
1.  Select a workspace object.
2. Select the Summary view.

3.  Click the Audit Log tab.

n =0 Dot poct ol s 2 1T Preen | B Process o E5

00023/ 1-ab
By O

B Ll i Gl

- BODIBIAL e 028
(F ez

Suppress digital signature commands

You can turn off the display of digital signatures from the menu by using Command Suppression.
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What do | do if my certificate expires or | have a new certificate? _

= Applications 32 B EN 5 Suppress Commands: My Teamcenter X =0
[& Change Manager - 4 File
€, Classification > New
B Classification Admin = Open
B Command Suppression T Open With...
| DPV Measurements & Openln NX
I] Database Utilities 2 Openin JT Editor

/% DesignContext L Open in Lifecycle Visualization

D Getting Started View

— = View With...
élssue Manager =] S:ZASI
_it Launch Pad
{1 Revise...
B Lifecycle Viewer (&) Print
[ Manufacturing - BOM Reconciliation Print.
% Manufacturing - Process Sequencing 2 PKISign
&% Manufacturing Process Planner a8 Void
& Multi-Structure Manager % View/MarkUp
i My Teamcenter #y Sign Document
= Organization S 5’; Cancel Signing
= [] Save
=" Organization 33 g Diagramming
» By Engineering Close
+ g NotPermitted G Eit
.+ By Permitted o Edt
» B Project Administration View
» By Simulation Administration Transiation
, B Validation Administration » Toels
. B dba > Actions
1
fiy system Window
Help

Thin Client-specific

Note:

You cannot suppress the Delete command only for digital signature objects. However, you can use
Access Manager to control the deletion of digital signatures.

—_—

Select the My Teamcenter application from the Applications tree.
2. Select arole, subgroup, or group (for example, Engineering) from the Organization tree.

3. Select the menu, submenu, or command (for example, PKI Sign) from the Suppress Commands
tree.

4. Click Hide.
A red line appears on the selected menu, submenu, or command node selected for suppression.

5. Choose File=>Close to save the changes.

Troubleshooting digital signature

What do | do if my certificate expires or | have a new certificate?

Note:

Use this method to update your certificate authority file information when your certificate expires
or if you have a new certificate.

1. Search for __DigitalSignature_Certificates dataset (note the leading double underscore).
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How do | customize a hash algorithm for digital signature?

By default, the Teamcenter client communication system (TCCS) component uses the SHA-256 hash
algorithm. However, you can change this algorithm to match your need.

1. Open your configuration file. For example:
%USERPROFILE%\Siemens\cfg\tccs\Teamcenter\tcserverproxy.xml

2. Edit the hash algorithm tag value to include the appropriate hash algorithm, such as SHA-256 or
SHA-384 or SHA-512 or SHA-1.

5 teseverproxysmi |

C-—>
<tspconfig>
16 <!-- Hash Algorithm to use for generating digital signature. Default Value:
SHA-256 -->
<l-- Valid values are "SHA-256" (Recommended) and "SHA-1" (Use only when SHA-256

is not supported) --
<hashalgorithm narE />
<!--HTTP Configuration, this overrides tggs configuration -->
<httpconfig>
<maxconnectionsperhost overridable="true" value="8"/>
<totalmaxconnections overridable="true" value="10"/>

R

N
o
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3. Save your changes.
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15. Controlling access to classification
objects

Classification access control overview

The Classification Admin access control feature allows you to control access to Classification objects
(ICOs) and hierarchy components (groups and classes). This feature is an extension of the Access
Manager (AM) application and employs the AM tree of rules and access permissions to define access to
objects. Rules created for Classification groups and classes are inserted into branches of the rule tree.

The basic concepts of access control are the same for both the Classification Admin and Access Manager
applications.

Caution:

To maintain consistency, Classification rules should not be edited in the Access Manager
application. Additionally, the Classification access control feature and the Access Manager
application cannot be used simultaneously.

You can suppress the display of individual groups and classes in the hierarchy based on group, role,
or user-specific controls. This enables you to customize the display of the Classification hierarchy tree,
providing users with only the Classification data that is relevant to their tasks. Component display
suppression affects the display of the hierarchy tree in both the Classification and Classification Admin
applications. When visibility of a hierarchy component is suppressed, the display of the component's
children is also suppressed.

Creation and modification of groups, classes, and subclasses is controlled, enabling different individuals
to be responsible for maintaining different parts of the hierarchy.

The following restrictions apply:
* The IDs of classes and groups to which you apply privileges must not contain spaces.

* To maintain consistency, Classification rules should not be edited in the Access Manager application.
Additionally, the Classification access control feature and the Access Manager application should not
be used simultaneously.

* Only members of the system administrator group can modify access privileges.

All access rules created in the Classification Admin application except those pertaining to classification
objects (ICOs) are stored in the following location in the Access Manager rule tree:
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4 *Access Manager 31

"I Has Class( POM_chject )
-1 Current Group Is{ Sponsor ) -> Sponsors
}_f Has Bypass( true ] -> Bypass
=- J.- Hashppllcatmnl[ﬂn}r] - AdminObjectACL
= ] Hasﬂppllcatlnnl[Clamflcatlnnﬁldmlnl:tratmn] -» in-CLASS Admin Objects
J.- Owning User( infodba ) -=> System
B- J.- Has Class{ POM_object ) -> in-CLASS Admin Objects
s""‘-' Has Class( smlb )
-4 Has Class( bldb0)
";__'\ Has Class{ unct_dict )
) Has Class( st )
= Has Application( ClassificationAdrministration ) -> AdminObjectACL
----- v Has Application( LibraryManagementAdministration ] -> AdminObject&CL
-4 Has Metadata Class{ Any ) -> MetaDataClassACL
[H]- }_f Has Class{ POM_application_ochject )
= J.- Has Class{ POM_object ) -> System Objects
J.-~ Is Archived( true ) -> Archived Objects
J. Has Class( Fnd0CaonsentRecord ) -= Consent Record
J.- Has Type( Cfg0CompiledRuleSet ) -» Configurater Rule Set ACL
I J.- Owning User( infodba ) -> System

i_i

Access rights to stand-alone ICOs are stored in the following location:

. 4.- Has Class{ POM appllcatmn object )

=20 Has Class{ POM_object ) -» System Objects

J.-.- Is Archived( true } -» Archived Objects

4: Has Class{ Fnd0ConsentRecord ) -» Consent Record

[} 5T}rpe|[l:fgﬂl[|:um i leSet]) - uratu:urRuIeSetACL
10 Hes Typel S o

; R . T AT .*GM\,._nAct.
-4 Has Classl[ Folder)

}_f Has Class{ POM_irnc ) -» Remote Import
=S Has Class( POM_object ) -> in-CLASS Objects

B J.- Has Class( smlb0)

r ) Has Class(icm0)
-\ Has Class{ unct_dict )

-3 Has Class( sht )

_L..\ Has Class{ TC_Project ] -» Project Objects

Caution:

Do not manually create access rules for administrative objects in the Has Class(POM_object)
group as they are overwritten by entries higher in the tree.
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Component display suppression

You can suppress the display of individual groups and classes in the hierarchy based on group, role,

or user-specific controls. This enables you to customize the display of the hierarchy tree, providing
users with only the Classification data that is relevant to their tasks. Component display suppression
affects the display of the hierarchy tree in both the Classification and Classification Admin applications.
When visibility of a hierarchy component is suppressed, the display of the component's children is also
suppressed.

Hierarchy component protection

Creation and modification of groups, classes, and subclasses is controlled, enabling different individuals
to be responsible for maintaining different parts of the hierarchy.

ICO protection

Privileges applied to groups and classes determine which user, or groups of users, can view, add, or
modify the Classification objects (ICOs) associated with the group or class. The following figure illustrates
how privileges are evaluated to determine if a user has the privileges required to update an ICO.
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WRITE_ICOS privilege deried
on the ICO's class?' [ “°"°
aranted [ not zet
|CO classifies an item or
l ne an item revision?
|
WRITE privilege denied yes -
on 1CO?% l
aranted fnot set WRITE_ICOS privilege
on the classified item or — denied ——p
- granted——— item revision?®
not et
WRITE privilege
al— granted / not set on the classified item or [ — denied —m
itemn revision?®
¥ ¥
WRITE privilege WRITE privilege
granted revoked

—_

Set in Classification Admin, privileges on class definition.

2. Setin Classification Admin, privileges on ICOs.

3. Setin Access Manager application or as Object ACL on the workspace object (for example, in My
Teamcenter).
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The following figure illustrates how privileges are evaluated to determine if a user has the privileges
required to delete an ICO.

Gheck DELETE acnesa

Y

Done as part of the required Edit* that
locks the object for write operations

Check WRITE access | l=t0—

‘H"I|ES

¥
Ask DELETE
privilege —HNO————————
on ICO

vEs
¥

Ask WRITE_ICO
access MOk
on class

|
YES

VES, isStandalone

MO

¥

Ask DELETE privilege
on classified object

Restrictions

TES

_ND—

* The IDs of classes and groups to which you apply privileges must not contain spaces.

* To maintain consistency, Classification rules should not be edited in the Access Manager application.
Additionally, the Classification access control feature and the Access Manager application should not
be used simultaneously.
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_ 15. Controlling access to classification objects

tree, only members of the system administrator group can modify access privileges.

Classification access privileges

* Because you achieve access control in Classification by adding named ACLs to the Access Manager rule

The following table describes how access privileges apply to Classification objects, and whether the

Privilege

Read (R)

Write (W)

Delete (D)

Change (C)
Promote (p)
Demote (d)
Copy (0)
Export (X)
Import (1)
Transfer-out (x)
Transfer-in (i)
Change
Ownership

Publish

Used by
Classification
access control

Yes

Yes

Yes

Yes

No

Yes

privileges are inherited by children of the selected object within the hierarchy.

Purpose

Controls visibility of a group or class in the hierarchy tree. When
read access is denied, the object is not displayed in the tree.

This privilege overrides privileges set for the Classification objects
(ICOs) of a class. If read privileges are denied at the class level, but
granted for the ICOs of the class, the ICOs are inaccessible.

Note:

Revoking the read privilege cannot be overridden in a
subclass; however, granting the Read privilege can be
overridden in a subclass.

Controls whether a group or class can be modified, and when
applied to a class, controls whether subclasses and views can be
added to the class.

Controls whether a group or class can be deleted from the
hierarchy. Restrictions on deleting groups and classes may prevent
you from deleting an object to which you have delete privileges.
For example, you cannot delete a class that has been referenced,
regardless of the privileges granted.

Controls the right to define access control privileges.
Not applicable.
Not applicable.
Not applicable.
Not applicable.
Not applicable.
Not applicable.

Controls whether ownership of an object can be transferred from
one site to another.

Grants or revokes the privilege to select shared sites for sharing
classification data in Multi-Site Collaboration.

Controls whether the group or class and its children can be shared
to other sites. Additionally, if this privilege is denied, the user will

Inherited?

Yes

Yes

Yes

Yes

Not applicable.
Not applicable.
Not applicable.
Not applicable.
Not applicable.
Not applicable.

No

No

No
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Example: controlling the display of the hierarchy tree for Classification users _

Used by
Classification
Privilege access control Purpose Inherited?
not be able to modify the list of shared sites in the class or group
definition.
Subscribe No Not applicable. Not applicable.
Write 1COs Yes Controls whether objects can be classified and stored within a Yes

class. Also controls whether existing Classification objects (ICOs)
can be modified. Attributes of the ICOs associated with part family
members cannot be modified unless write access is granted to the
part family template.

Note:

ICOs that classify workspace objects are subject to further restrictions.

Applying access controls examples

Example: controlling the display of the hierarchy tree for Classification users

ABC Corporation manufactures widgets and uses Classification to classify their design data, using the
following hierarchy structure.

E} 7 In-Process Designs
5 5 widgeta [1]
R & widgete [1]
=7 Released Designs
By widgett [1]
Lo g widgetz [1]

In-process designs are considered to be strictly confidential and only the Design work group is allowed to
view them prior to release.

To suppress the display of this Classification hierarchy data for all users except those in the Design work
group, protections are applied to the In-Process Designs Classification group, as shown next.
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_ 15. Controlling access to classification objects

Access Conkrol

Mared ACL

F'.CLr'-.Iame:|Design Vl . @@
L2 1 3 l=]z]xfn]v]n
X

GFoup Design
World

By granting read privileges to users in the Design work group and denying read privileges to the world,
the data in the In-Process Design Classification group and all of its child classes are only visible to users

who have a role in the Design work group. In addition, the protected objects are only returned as query
results to users in the Design work group.

Note:

Read privileges to child classes of a read-protected Classification group cannot be granted unless
the user is one to whom read privileges are also granted at the Classification group level.

For example, John Smith, a member of the Marketing work group, cannot be granted read
privileges to the Widget A class because it is a child class of the In-Process Design group. As a
child, it inherits the privileges of the parent group, and according to the rule defined in the figure
above, only users with a role in the Design work group can be granted read privileges to the
Widget A class. If, however, John Smith maintained dual roles in both the Marketing and Design
work groups, he could be granted read privileges on the Widget A class.

Example: controlling access to hierarchy definitions

ABC Corporation also maintains a library of standard parts that are accessible to users throughout the
organization. These parts are classified according to a hierarchy that includes storage classes for different
types of parts.

=0 Standard Parts
& Bolks [0]
Muts [0]
5 Flanges [0]
8 Fittings [0]

Only users in the StdPartsAdmin work group are allowed to perform maintenance tasks on this portion
of the hierarchy (beginning with the Standard Parts group as the root). By default, access to classification
administration objects is denied to non-DBA users. To grant a group of non-DBA users, the group must
first be granted access to classification administration objects in the rule tree.
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Example: controlling access to hierarchy definitions _

A" AccessManager 53 =0
"E Has Class( POM_object ) o
'L} Current Group Is( Sponsor) -> Sponsors
U\ Hes Bypass(true ) -> Bypass Condition:
511} Has Application( Any) -> AdminObjectACL

= ) fHias Application( ClassificationAdministration ) - in-CLAGS Admin Objacts: Value: ‘C\asswﬂcatmnAdmlmstratmn V|
H " Has Type( Cfg0CompiledRuleSet ) -> Configurator Rule Set ACL

T O Usar infodta) o et Named ACL
" Owning User( infodba ) -> System
"} Has Class( POM_object ) -> in-CLASS Admin Objects ACL NWEEEE =
! Has Metadata Class( Any ) -> MetaDataClassACL - = = ~F =D
| Has Class( POM_application_object ) L@ 8 AR E R E R RN EHE R R R EEEE [
% Has Class( POM_ohject ) -> System Objects Group  [StdPartsAdmin  [v v | | | [ | | | [v] E‘
#1114 Is Current Group External( true ) World X 1 [ [ [ T11
)\ Has Class( WorkspaceObject )

Now, the StdPartsAdmin group has access to the complete classification hierarchy. This must be
restricted to the StdPartsAdmin work group only. Although there may be different approaches to
assigning access rights depending on your business needs, this example begins by restricting access to
the entire hierarchy in Classification Admin.

‘B Classification Admin 53

& Hierarchy [ Dictionary [S] KeyLOVs Bl GCS Types

assmcation noo

% Guided Component Search (GCS) [1081] Name: [Classification Root | [

; = MRM Mapping Attribute Value Replacements [0]
E Unit Definition Class [236]
BT Classification Root

Parent: |SM!| |

; rAccess Control
[ Miscellaneous -
- Resourcelibrary E\‘ﬂ:. Privileges on group definition 1
-7 Standard Parts L o i
- Tools 1B Privileges on standalone [COs
r Named ACL
ACL Name:| DenyAcces hd |E
2 [ 8 [ef2]x] |-
Group |5thartsAdmir1 | |J( |X | | | | |

Subsequently, the StdPartsAdmin group is granted access to the StdPartsAdmin branch of the
hierarchy only.
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_ 15. Controlling access to classification objects

T Hierarchy £ Dictionary [ KeyLOVs [ GCS Types

] Hierarchy

(= SAM Classification Root ! #
@ % Guided Component Search (GCS) [1081] Name: Standard Parcs il
# MRM Mapping Attribute Value Replacements [0] Parent: ,ICH -]
E Unit Definition Class [236]
=- T Classification Root - Options:
Lﬁ Mizcellaneous .
-5 ResourceLibrary Prevent remote ICO creation
EI"ﬁ Standard Parts o )
.- E Bolts [0] r Multi-5ite Collaboration
g 'E:ttmgs [[E;]] Shared: | | | Show sites...
anges et |
. - E Nuts [0 1
oy Eolsu =10 Owned by: Ethis site | ' Transfer cwnership Delete
rAccess Control
=1 Privileg up definition 1
R Privileges on standalone ICOs
r Named ACL
| ACL Name:| StdPartAdmin ~ |
{ T e[ | | T
@ | 8 =75 | | - [
Group StdPartsAdmin v |
= ‘World X | X
e »

By granting write privileges to users in the StdPartsAdmin work group, the definitions of the Standard
Parts classification group and all of its child classes are only modifiable by users who belong to the
StdPartsAdmin work group.

Note:

Write privileges can be granted on child classes of a write-protected group.

Example: controlling access to ICOs

Classifying the standard parts used to produce various models of widgets is a task assigned to the StdPts
work group at ABC Corporation. While other work groups within the organization must be able to view
the data associated with the Classification objects (ICOs), such as the physical attributes of the part

or cost data, only the StdPts group is allowed to classify new parts or modify the attribute values of
existing part classifications.

To restrict write access to standard part ICOs for all users except those in the StdPts work group,
protections can be applied to the Standard Parts Classification group, as shown below.
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Introduction to creating access rules _

Access Control

'Ell;f"a Privileges on group definition 1]
C L StdPis 1

MNamed ACL

ACL Mame: |StdPts e E]E]
R - 0 SR OO AR
X

Group  |5tdPts
World

By granting write privileges on the ICOs that are created under the Standard Parts group to users in the
StdPts work group and denying those privileges to the world, the ability to create and modify ICOs is
restricted to the StdPts group. However, all other users are able to view the ICOs and their data.

Note:

Creating an access rule under Privileges on ICOs controls access to stand-alone (nonclassifying)
ICOs only.

Creating access rules

Introduction to creating access rules

Access Manager uses various conditions, or rules, to control and protect your data. These rules are
global; they affect your entire Teamcenter site. Rules that apply to Classification data specify a named
access control list (ACL) that is applied to the object.

The AM rule tree displays the rules in force at your site. Each rule is assigned some level of

relative importance. The rules near the top of the tree take precedence over rules lower in the tree.
The Classification Admin Access Control pane displays only the portion of the tree that applies to
Classification objects.

Create a classification access rule

To control and protect your data,various conditions or rules are applied. These rules are global, they
affect your entire Teamcenter site. Rules that apply to Classification data specify a named access control
list (ACL) that is applied to the object.

The AM rule tree displays the rules in force at your site. Each rule is assigned some level of

relative importance. The rules near the top of the tree take precedence over rules lower in the tree.
The Classification Admin Access Control pane displays only the portion of the tree that applies to
Classification objects.

1. Click the Hierarchy tab.
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_ 15. Controlling access to classification objects

10.

Teamcenter displays the Hierarchy pane.

Choose the group or class in the hierarchy tree that is affected by the rule.
Teamcenter displays the definition pane for the group or class.

Click the Edit button e« on the toolbar to activate the definition pane.

If defining rules for a class, click the Access Control tab to display the Access Control pane. When
working with groups, the Access Control pane is displayed on the definition pane when you select
the group.

The Access Control pane displays the two AM rule tree roots related to Classification, along with
the standard Teamcenter Named ACL dialog box.

Choose the AM Rule tree root node that represents one of the following types of rule you want to
define:

* Privileges on class/group definition
* Privileges on ICOs

Privileges on class/group definition applies rules to the group or class and its descendants. Privileges
on ICOs applies controls to the ICOs that are created within the group or class.

Choose a named ACL from the list or create a new ACL.
Teamcenter displays the access control entries (ACEs) that comprise the named ACL in the table.
(Optional) Modify the access control entries.

Click the Add button located at the bottom of the Access Control pane. Teamcenter adds the ACL
to the rule tree.

Order the rules in the tree, as required, by using the up-arrow and down-arrow buttons next to
the tree. These rules are evaluated in order from top to bottom when a user attempts to access an
object. Thus, a rule directly beneath the root takes precedence over one further down the tree.

Click Save [] on the toolbar to save the new rule.

Create a named access control list (ACL)

Note:

You must be in edit mode to create named ACLs.
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Modify access control list entries _

1. Type a name for the new ACL in the ACL Name box.
2.  Click the Create button - located next to the ACL Name box.

Teamcenter creates the ACL. However, there are no entries associated with it.
3. Click the Add New ACL button .

A blank line appears in the ACL table.

4. Double-click in a blank cell in the Type of Accessor \I' column to display a list of predefined
accessor types.

5. Select the accessor type that you want to use for this entry.

6. Double-click in a blank cell in the ID of Accessor § column to display the Select Accessor dialog
box. This dialog box contains a list of predefined roles corresponding to the type of accessor you
selected in step 4.

7. Double-click the role that you want to apply to the accessor. You can also select the role in the
dialog box and clicking OK.

Teamcenter displays the role of the accessor you selected in the ID of Accessor column.

8. Define privileges for the accessor by double-clicking in the Privilege column and choosing one of
the following options:

w Grant privilege
X Deny privilege

Blank entries are also valid. Using blank entries enables rules to accomplish focused objectives by
allowing objects and accessors to fall through rules that do not apply to them.

9. To add additional entries to the named ACL, repeat steps 1 through 7.
10. Click Save [] located to the upper right of the ACL table.
Modify access control list entries

The following task is performed in the Access Control pane in Classification Admin.
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_ 15. Controlling access to classification objects

Note:

You must be in edit mode to modify named ACLs.

1. Choose the named ACL you want to change from the Named ACL list.
Teamcenter displays the details of the ACL in the table.

2. Modify privileges by double-clicking the column corresponding to the privilege and choosing one
of the following options:

w Grant privilege
X Deny privilege

Blank entries are also valid. Using blank entries enables rules to accomplish focused objectives by
allowing objects and accessors to fall through rules that do not apply to them.

3. Repeatsteps 1 and 2 until all desired privileges have been granted or denied for this ACL.
4.  Click the Modify button e« located at the bottom of the Access Control pane.

5. Click Save [;] located to the upper right of the ACL table.

Delete access rules

The following task is performed in the Access Control pane in Classification Admin.

Access control rules can be removed from the rule tree and deleted from the database.

Note:

You must be in edit mode to delete access rules.

—_

Click the Hierarchy tab. Teamcenter displays the Hierarchy pane.

2. Choose the group or class in the hierarchy tree that is affected by the rule.
Teamcenter displays the definition pane for the group or class.

3. Click the Edit button e« on the toolbar to activate the definition pane.

4. If you are deleting rules relative to a class, click the Access Control tab to display the Access
Control pane. When working with groups, the Access Control pane is displayed on the definition
pane when you select the group.
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Delete access rules _

The Access Control pane displays the two AM rule tree roots related to Classification, along with
the standard Teamcenter Named ACL dialog box.

Choose the rule in the tree that you want to delete.

Click the Delete button ¥ located at the bottom of the Access Control pane. The rule is removed
from the tree.

Click Save [] on the toolbar to save the change and delete the rule from the database.
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16. Controlling access based on compound
property values

About controlling access based on compound property values

A compound property is a property on a business object that can be displayed as a property of an object
(the display object) although it is defined and resides on a different object (the source object). Use the
Has Property condition to control access privileges based on compound property values.

Access Manager derives the value of compound properties on a given target object from the attribute
values on one or more secondary objects (auxiliary objects). The Has Property condition loads those
secondary objects to retrieve the given compound property value. If while retrieving the compound
value an error occurs because there is no read access on any secondary object or for similar reasons, the
rule evaluation fails and the rule is not applied to the target object.

Has Property works with types and compound properties. Configuring rules based on compound
properties whose values come from custom objects can only be done using the Has Property condition.

Note:

* Do not use Has Attribute conditions against custom properties. Has Attribute only works with
classes and their persistent attributes. For example:

Has Attribute (ltem:item_id=000013)
In this example, 1'temis the class and 1tem_id is the attribute on the item class.

* When creating rules containing both the Has Attribute and Has Property conditions always
use valid class and type names, respectively. If you use invalid class or type names, the rule
evaluation fails and the predicted access control behavior is not achieved.

Has Property condition example

1. Using the Business Modeler IDE, create a compound property. In this case, the
fndO_test_comp_prop compound property was added to the item with a string property value.
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@7
BAsin | Properties. Operstions | Displey Rules | Deep Copy Rules| Altemnate Id Rules | GEM Rules | Operation Desoriptor
Proparty Hame Type Sarsge Type Irkarited Soanre oo = st
®, FND_Tracelink Rrlstion Untyprefelatcn . Y WorkpacrOkedt it
(i o e e Cemngeund . Srngiad] 0 rem —im -
& FrdllnhCustombote:  Relation UntyprcFelabcn Y em Bemeve
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&, global_sit_list Reference LintypedEelenence & bem
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= Property Constants
2. Using the Access Manager, create a rule as given below.
For the option Do the following
Condition Select Has Property.
Value Type Item:fnd0_test_comp_prop=test value
ACL Name Select an existing named ACL or create and select a new

named ACL. For example CompoundACL as given below.

The CompoundACL ACL grants privileges to Owning group and World as follows.

Owning group ¢ w w ¢ w
World x

The Owning group is explicitly granted read, write, delete, change, and demote privileges.

The World accessor is explicitly denied read privileges.
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17. Configuring Oracle PKI

Configure Oracle Wallet

There are two components to Oracle security:
» Administration of public key infrastructure (PKI) certificates and requests.
* Configuration of Oracle network layer to authenticate using an external PKI method.

As an administrator. you can use the Oracle Wallet application to administer PKI certificates and requests.
While the graphical Oracle Wallet Manager (owm) can be used to administer the wallet, it is simpler and
clearer to use the command line tool, orapki, for these purposes.

The following components are required to use Oracle Wallet to authenticate using PKI:
* A trusted root certificate used for signing server and user certificates.
This involves installation with optional creation.
* A PKI certificate for the Oracle server.
This involves creation, signing, and installation.
* A PKI certificate for each user requiring authentication in the database.

This involves creation, signing, and installation.
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Server

of—3

User

Each of these components requires its own secure repository, called a wallet. Each wallet has its own
password, directory, and files. Thus, three wallets will be required. These can be on separate systems, or
the same system.

In these examples, all wallets are assumed to be stored under the $ORACLE_HOME/wallet. On the
system used in the examples, this is D:\ORACLE\WALLET.

Note:

All commands should be entered on a single line unless otherwise noted.

Create the root wallet and trusted certificate

The trusted root certificate signs all user and database certificates. This root certificate may come from a
certificate authority (CA) or be self-signed.

Note:

The following examples use a self-signed certificate.

1. Create the root wallet.
orapki wallet create -wallet d:\oracle\wallet\root
You are prompted for a wallet password, which is required for any manipulation of the wallet.

2. Create a new self-signed root certificate in the wallet.
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Create the database server wallet and its certification _

orapki wallet add -wallet d:\oracle\wallet\root -dn
"CN=root,0=Devco,
OU=Devco Department,C=US" -keysize 2048 -self_signed
-validity 365
Adjust the distinguished name (DN) as needed.
3. Export the self-signed certificate, which will be loaded in the other wallets in later steps.
orapki wallet export -wallet d:\oracle\wallet\root -dn

""CN=root,0=Devco,
OU=Devco Department,C=US" -cert d:\oracle\wallet\root\root.cer

Create the database server wallet and its certification
1.  Create the database server wallet, specified here as auto_login.

orapki wallet create -wallet d:\oracle\wallet\db
-auto_login

As in the previous section, you will be prompted for a password when creating the wallet. You will
use this password on all further access to the wallet.

2. Add the trusted certificate, which you created in Create the Root Wallet and Trusted Certificate, to
the database server wallet.

orapki wallet add -wallet d:\oracle\wallet\db
—-trusted_cert -cert d:\oracle\wallet\root\root.cer

You will be prompted for the database server wallet password.
3. Initiate the creation of a certificate for the database server. It will be incomplete until signed.

orapki wallet add -wallet d:\oracle\wallet\db -dn
"CN=TC12,DC=oracle,dc=local" -keysize 1024

4. Export the unsigned database server certificate as a request for signature. The request is placed in
the dbcert.req file.

orapki wallet export -wallet d:\oracle\wallet\db
-dn ""CN=TC12,DC=oracle,dc=local™
-request d:\oracle\wallet\db\dbcert.req

5. Sign the request with the root trusted certificate, generating a certificate in the dbcert.req file.
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orapki cert create -wallet d:\oracle\wallet\root
-request d:\oracle\wallet\db\dbcert.req
—-cert d:\oracle\wallet\db\dbcert.cer -validity 365

6. Import the signed certificate (in dbcert.cer) into the database wallet.

orapki wallet add -wallet d:\oracle\wallet\db
-user_cert -cert d:\oracle\wallet\db\dbcert.cer

Create the user wallet and its certificates

1. Create the user wallet on the system where Teamcenter will be running.

orapki wallet create -wallet d:\oracle\wallet\user
-auto_login

As with the database server wallet, this one will be specified as auto_login. Likewise, a wallet
password is required for any wallet maintenance.

2. Add the trusted certificate from the first section to the user wallet. You will be prompted for the
user wallet password.

orapki wallet add -wallet d:\oracle\wallet\user
—-trusted_cert -cert d:\oracle\wallet\root\root.cer

You may need to copy the root.cer file to a location on this system; adjust the path accordingly.

3. Initiate the creation of a certificate for the user. (Steps 3-6 will be required for each database user
requiring authentication.)

orapki wallet add -wallet d:\oracle\wallet\user
-dn "CN=Tc-admin-user,DC=oracle,dc=local” -keysize 1024

Within the distinguished name (DN), CN is the user name. The certificate is incomplete until signed.
4.  Export this unsigned certificate as a request for signature.
orapki wallet export -wallet d:\oracle\wallet\db
-dn "CN=Tc-admin-user,DC=oracle,dc=local"’
-request d:\oracle\wallet\db\usercert._req

The request is placed in the usercert.req file.

5. Sign the request with the root trusted certificate.
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Create the user wallet and its certificates _

orapki cert create -wallet d:\oracle\wallet\root
-request d:\oracle\wallet\user\usercert.req
—-cert d:\oracle\wallet\user\usercert.cer -validity 365

If the root wallet is on another system, you must transfer the usercert.req request file to that
system, with path adjusted accordingly, and the resulting usercert.cer file moved back to the user

system.
Import the signed certificate (in dbcert.cer) into the database wallet.

orapki wallet add -wallet d:\oracle\wallet\user -user_cert
-cert d:\oracle\wallet\user\usercert.cer
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A. Rule conditions, accessor types, and
privileges

What are access rules composed of?

Access rules are composed of conditions, accessor types, and privileges. Teamcenter provides a tree of
default rules, as well as accessor types and privileges that can be used to configure rules that grant or
deny object access for users, groups of users, or project teams.

Access conditions by group
The following table lists the access conditions by category. Click a condition to learn more about it.

Condition Description
Administrative

Has Application Provides additional security to administration applications, for example, Organization, Access
Manager, and Authorization.

Has Bypass Specifies whether the user has bypass privileges set. Bypass privilege supersedes other
privileges.

This privilege allows administrators to make changes that could potentially cause unintended
loss of data and have serious repercussions that are normally guarded against by access rules.

Has Metadata Class Provides additional security to property conditions and other metadata.

General

Has Attribute Specifies an attribute and value associated with a particular class.

Has Class Specifies an object class. The object is evaluated to determine if it is of the specified class.
Has Classification Validates the custom classification attribute value of the object against the value specified for

the condition.

Has Description Specifies a description for the object. The object is evaluated to determine whether the
description matches this value.

Has Digital Signature Specifies whether a business object has a digital signature of the specified status.

Has Form Attribute Enables access control of items and item revisions by setting conditions on attributes of the
Masterform class.

Has Item ID Specifies an item ID against which the item is evaluated.

Has Item Key Specifies a multifield key identifier against which the item is evaluated.

Has Name Specifies a name against which the object is evaluated.

Has Object ACL Specifies that an ACL is associated with an object. This condition does not expect an ACL

attached to a rule. It is a placeholder that indicates the point at which process ACLs and
object ACLs are applied in the rule tree hierarchy.
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Condition
Has Property
Has Status
Has Type

Inactive Sequence

In Job

Is Archived

Is Local

Is Sponsored Mode

Site Geography

User Has Digital Signature

Ownership/Accessor based

Current Group Is

Is Current Group External
Is GA
Is Group External

Is Group Member External

Is Group Same As Current
Group

Is Member Group Same As
Current Group

Is SA

Description

Specifies the value of a compound property against which an object is evaluated.
Specifies the status type against which the object is evaluated.

Specifies the object type against which the object is evaluated.

Specifies that previous sequences are historical and cannot be worked on independently. The
latest sequence is always the working sequence for the revision.

Note:

This condition is used in conjunction with the Inactive Sequence Objects ACL.

Specifies whether the target object is in a workflow job (process). This condition does not
expect an ACL attached to a rule. It is a placeholder that indicates the point at which
workflow ACLs are applied in the rule tree hierarchy.

Note:

No subbranches can be added below the In Job branch in the Access Manager rule
tree.

Specifies that the object's archive status is evaluated.

Specifies whether the object's residence in the local database is evaluated. This condition is
used when Multi-Site Collaboration is implemented.

Checks whether the Teamcenter session is in sponsored mode. It enables end users to
configure rules to enforce data access control when the Teamcenter session is launched in
sponsored mode.

Checks whether the given geography matches the geography of the site being evaluated.

Specifies whether a business object has a digital signature of the specified status in the
context of the logged-on user.

Checks the current logged-on group that is set in the session. It enables end users to
configure access rules for the Sponsor group.

Evaluates whether the security of the current logged in group is external.
Specifies whether the user's status as a group administrator in the current group is evaluated.
Evaluates whether the object under consideration is Group object and has external security.

Evaluates whether the object under consideration is GroupMember and belongs to a group
that has external security.

Evaluates whether the object under consideration is Group and is the same as the current
logged in group that has external security.

Evaluates whether the group member object belongs to the same group as the current
logged on group.

Specifies whether the user's system administration group membership is evaluated.
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Condition

Owning Group

Owning Group Has Security

Owning Site

Owning User

Is User External

Is User In Current Group
Incremental Change

In IC Context

Project

In Current Project

In Project

Is Project Member

Has Project Of Category

Program

In Current Program

In Inactive Program
In Invisible Program

Is Owned By Program

Is Program Member

Access conditions by group _

Description

Evaluates whether the object is owned by the group under which the user is logged on to
Teamcenter.

Evaluates whether the owning group of the object has a security string. This condition is true
only if the security value of the owning group is equal to the value of this condition.

Evaluates whether the object is owned by the specified site. This condition is used when
Multi-Site Collaboration is implemented.

Evaluates whether the object is owned by the specified user.
Evaluates whether the user object is from a group whose security is external.

Evaluates whether the user object under evaluation has current group membership.

Enables structure edits (occurrence edits, occurrence notes, transform edits, and attachment
edits) to be controlled by the Structure Manager, Manufacturing Process Planner, Multi-
Structure Manager, or Part Planner application.

Specifies the project ID against which the object is evaluated.

Note:

This rule is not delivered with the default installation of Teamcenter. It must be added
manually.

Specifies a project to which the object must be assigned.

Specifies whether the user's membership in the project is evaluated. This condition is only
true when the user is a current member of the project.

Checks whether the workspace object being evaluated has any project assigned of the given
category.

Specifies access based on whether the program to which the data is assigned is the current
program under which the user is logged on to Teamcenter.

Controls access to data based on whether the status of the owning program is inactive.
Controls access to data based on whether the status of the owning program is invisible.

Controls access to data based on whether data is owned by the program specified as a value
for the Is Owned By Program condition.

Specifies whether the user's membership in the program is evaluated. This condition is only
true when the user is a member of the owning program or a shared program.

General Authorized data access (ADA) licenses

ADA License Has Citizenship

Citizenship On Any ADA Lic

Checks whether the ADA license being evaluated has the given citizenship.

Checks whether the citizenship of the user being evaluated matches any of the citizenships
applied to the ADA licenses attached to the workspace objects.
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Condition

Has ADA License Of Category

Has Named ADA License

User In Attach ADA Lic of
Ctgry

User In Attached License

User In License

User In Named License

User-ADA Lic Has Citizenship

_ A. Rule conditions, accessor types, and privileges

Description

Checks whether the workspace object being evaluated has any ADA license of the given
category.

Checks whether a specific ADA license is attached to the workspace objects being evaluated.

Checks whether the user being evaluated is listed in the ADA license attached to the
workspace objects. The given category must match that on the ADA license.

Checks whether the user being evaluated is listed on any or all of the ADA licenses attached
to the workspace objects.

Verifies that the user being evaluated is listed in the ADA license.

Checks whether the user being evaluated is listed on an ADA license of the specified name. It
does not check if the license is attached to the workspace objects being evaluated.

Checks whether the user's citizenship matches the passed-in value and then sees if the user's
citizenship is on any of the ADA licenses attached to the workspace object being evaluated.

International Traffic in Arms Regulations (ITAR)

Citizenship On Any ITAR Lic

Group Nationality

Has Government
Classification

Has ITAR License Of Category

Has Named ITAR License

Has No Government
Classification

ITAR License Has Citizenship
Site Geography
User Citizenship

User Citizenship Or
Nationality

User Declared Geography

User Geography

User Has Government
Clearance

Checks whether a citizenship of the user being evaluated matches any of the citizenships
applied to the ITAR licenses attached to the workspace objects.

Checks whether the given nationality matches the group nationality.

Compares the classification level in the condition argument with the object classification
level. If the object is not classified, or if the object classification level is less than that of the
given classification in the argument, this condition returns True.

Checks whether the workspace object being evaluated has any ITAR license of the given
category.

Checks whether a specific ITAR license is attached to the workspace objects being evaluated.

Checks if there is no government classification value on the workspace object.

Checks whether the ITAR license being evaluated has the given citizenship.
Checks whether the given geography matches the geography of the site being evaluated.
Checks whether the given citizenship matches the citizenships of the user being evaluated.

Checks whether the given citizenship matches the citizenship or nationality of the user being
evaluated.

Checks whether the given geography matches the geography the user declared when logging
on to the system.

Note:

For more information about USER_DECLARED_GEOGRAPHY, see Configure
geography access.

Checks whether the given geography matches the geography of the user being evaluated.

Checks whether the government classification level of the user being evaluated is equal to,
greater than, or less than the value specified in the condition.




Condition

User In Attach ITAR Lic of
Ctgry

User In Attached ITAR License
User In Named ITAR License
User Is ITAR Licensed

User Nationality

User TTC Expired

User-ITAR Lic Has Citizenship

Access conditions by group

Description

Checks whether the user being evaluated is listed in the ITAR licenses attached to the
workspace objects. The given category must match that on the ITAR license.

Checks whether the user being evaluated is listed on any or all of the ITAR licenses attached
to the workspace objects.

Checks whether the user being evaluated is listed on an ITAR license of the specified name. It
does not check if the license is attached to the workspace objects being evaluated.

Checks whether the user currently logged on is cited in a valid (not expired) ITAR license
attached to the workspace object either directly or by membership in a cited organization
(group).

Checks whether the given nationality matches the nationality of the user being evaluated.

Checks whether the current date is later than the technology transfer certification (TTC) date
on the User object.

Checks whether the user's citizenship matches the passed-in value and then sees if the user's
citizenship is on any of the ITAR licenses attached to the workspace object being evaluated.

Intellectual property (IP) license

Citizenship On Any IP Lic

Has IP Classification

Has IP License Of Category

Has Named IP License

Has No IP Classification

IP License Has Citizenship

User Has IP Clearance

User In Attach IP Lic of Ctgry

User In Attached IP License

User In Named IP License

User Is IP Licensed

User-IP Lic Has Citizenship

Exclude licenses

Citizenship On Any Exclude
Lic

Checks whether the citizenship of the user being evaluated matches any of the citizenships
applied to the IP licenses attached to the workspace objects.

Checks whether the IP classification of the workspace object being evaluated is equal to,
greater than, or less than the value specified in the condition.

Checks whether the workspace object being evaluated has any IP license of the given
category.

Checks whether a specific IP license is attached to the workspace objects being evaluated.

Checks whether the workspace object does not have a value specified in the IP classification
attribute.

Checks whether the IP license being evaluated has the given citizenship.

Checks whether the IP clearance level of the user being evaluated is equal to, greater than, or
less than the value specified in the condition.

Checks whether the user being evaluated is listed in the IP license attached to the workspace
objects. The given category must match that on the IP license.

Checks whether the user being evaluated is listed on any or all of the IP licenses attached to
the workspace objects.

Checks whether the user being evaluated is listed on an IP license of the specified name. It
does not check if the license is attached to the workspace objects being evaluated.

Checks whether the user being evaluated is listed on an IP license attached to the workspace
object.

Checks whether the user's citizenship matches the passed-in value and then sees if the user's
citizenship is on any of the IP licenses attached to the workspace object being evaluated.

Checks whether the citizenship of the user being evaluated matches any of the citizenships
applied to the exclude licenses attached to the workspace objects.
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Condition

Exclude License Has
Citizenship

Has Exclude License Of
Category

Has Named Exclude License

User In Attach Excl Lic of
Ctary

User In Attached Exclude
License

User In Named Exclude
License

User Is Excluded

User-Exclude Lic Has
Citizenship

Description

Checks whether the exclude license being evaluated has the given citizenship.

Checks whether the workspace object being evaluated has any exclude license of the given
category.

Checks whether a specific exclude license is attached to the workspace objects being
evaluated.

Checks whether the user being evaluated is listed in the exclude license attached to the
workspace objects. The given category must match that on the exclude license.

Checks whether the user being evaluated is listed on any or all of the exclude licenses
attached to the workspace objects.

Checks whether the user being evaluated is listed on an exclude license of the specified
name. It does not check if the license is attached to the workspace objects being evaluated.

Checks whether the user being evaluated is listed on an exclude license attached to the
workspace object.

Checks whether the user's citizenship matches the passed-in value and then sees if the
user's citizenship is on any of the exclude licenses attached to the workspace object being
evaluated.

Accessor types by category

The following table lists the accessor types by category.

Accessor type
General

Owning User

Owning Group

Not applicable

The group of the user who
first created the object

Accessor (input argument) Description

Evaluates any POM_application_object.

Evaluates to true if the current logged-on user matches the user listed on the
owning_user attribute of the object being evaluated.

Example:
ObjecA.owning_user=Userl

If User1 logs on, this accessor type evaluates to true.

If User2 logs on, this accessor type evaluates to false.

Evaluates to true if the current logged-on user’s group membership is the
group listed on the owning_group attribute of the object being evaluated. The
owning_group attribute is always set to the group of the user who first created
the object.

Additional privileges (for example, write) may be granted to the owning group,
because it is common for users to share data with other members of their group.
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Accessor type Accessor (input argument) Description

Note:

By default, members of a subgroup receive the same access privileges
set on workspace objects as their parent group who owns the object
(the owning group). To change the privilege inheritance, use the
TC_allow_group_hierarchy_traversal preference.

Example:
ObjecA.owning_group=Groupl

If Group1 logs on, this accessor type evaluates to true.

If Group2 logs on, this accessor type evaluates to false.

Participant Defines a specific participant Evaluates to true if the current logged-on user is added as a dynamic participant
type. on the object being evaluated and its Participant type matches the configured
accessor (in the ACL).

Example:
Accessor Type=Participant and the Accessor=Analyst

User1 is added as an Analyst on source object.
User2 is not added as an Analyst on source object.

If User1 logs on with any group/role combination, this accessor type evaluates to
true for the source object being evaluated.

If User2 logs on with any group/role combination, this accessor type evaluates to
false for the source object being evaluated.

Group Any group named in the Evaluates to true if the current logged-on user’s group membership matches the
Organization application current logged-on user’s group.
Example:

Accessor Type=Group and the
Accessor=Groupl

If User1 logs on as a member of Group1, this accessor type evaluates to true.

If User1 logs on as a member of Group2, this accessor type evaluates to false.

Groups with A user whose group has the  Evaluates to true if the current logged-on user has the given security value, either
Security given security value, either  Internal or External. This value is used to distinguish between groups in the
Internal or External parent company (internal) and suppliers (external).
Example:

Accessor Type=Groups with Security
and the Accessor=Internal

If Group1 user logs on as Internal (for example, company employee), this
accessor type evaluates to true.
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Accessor type

Role

Role in Group

Role in Owning
Group

System
Administrator

Group
Administrator

Accessor (input argument)

Any role named in the
Organization application

A specific role

A specific role

A user who is a member of
the system administration

group

A user who has special
maintenance privileges for
the group

Description

If Group2 user logs on as a member of External (for example, supplier), this
accessor type evaluates to false.

Evaluates to true if the current logged-on user’s role membership matches the
current logged-on user’s role.

Example:
Accessor Type=Role and the Accessor=Rolel

If User1 logs on as Role1, this accessor type evaluates to true.

If User1 logs on as Role2, this accessor type evaluates to false.

Evaluates to true if the current logged-on user performs the same skills and/or
responsibilities as other users on the same project.

Example:
Accessor Type=Role in Group
and the Accessor=TranslatorFrench

If User1 logs on as TranslatorFrench, this accessor type evaluates to true.

If User1 logs on as TranslatorSpanish, this accessor type evaluates to false.

Evaluates to true if the current logged-on user’s role grants specific privileges. For
example, all designers in the owning group are usually granted write privilege on
their development data.

Example:
Accessor Type=Role in Group and the
Accessor=Designer

If User1 logs on as Designer, this accessor type evaluates to true.

If User2 logs on as Consultant, this accessor type evaluates to false.

Evaluates to true if the current logged-on user is a member of the system
administration group.

Example:

Accessor Type=System Administrator
and the Accessor=SystemAdministrationGroup

If User1 logs on as belonging to SystemAdministrationGroup, this accessor type
evaluates to true.

If User1 logs on as belonging to Group2, this accessor type evaluates to false.

Evaluates to true if the current logged-on user has group administrator privileges.
A group administrator is a group member who can add, modify, or remove group
members.

Example:
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Accessor type Accessor (input argument) Description

Accessor Type=Group Administrator
and the Accessor=Userl

If User1 logs on, this accessor type evaluates to true.

If User2 logs on, this accessor type evaluates to false.

Site Any site named in the Evaluates to true if the current logged-on site (Teamcenter installation) matches
Organization application the site listed on the site attribute of the object being evaluated.
Example:

Accessor Type=Site and the Accessor=Sitel

If User1 logs on as being on Site1, this accessor type evaluates to true.

If User1 logs on as being on Site2, this accessor type evaluates to false.

Remote Site Any remote site Evaluates to true if the current logged-on remote site (Teamcenter installation)
matches the remote site listed on the remote site attribute of the object being
evaluated.

Example:

Accessor Type=Remote Site
and the Accessor=RemoteSitel

If User1 logs on as being on RemoteSite1, this accessor type evaluates to true.

If User1 logs on as being on RemoteSite2, this accessor type evaluates to false.

World Any user on the system Evaluates to true, as this represents all users.

Example:
Accessor Type=World and the Accessor=Userl

If User1 logs on as World, this accessor type evaluates to true.

If User2 logs on as World, this accessor type evaluates to true.

User Any user named in the Evaluates to true if the current logged-on user matches the user listed on the user
Organization application attribute of the object being evaluated.
User In License A specific user Evaluates to true if the current logged-on user is listed on the license either

through the user or group value.
The term ADA license refers to any ITAR, IP, or exclude license.

Example:
Accessor Type=User and the Accessor=Userl

If User1 logs on as User, this accessor type evaluates to true.
User is not listed in the ADA_License object being evaluated.

If User2 logs on as User, this accessor type evaluates to false.
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Accessor type Accessor (input argument) Description

Workflow

Approver (RIG)  Any role that is designed as  Evaluates to true if the current logged-on user’s role matches the user who is a
an approver in the workflow signoff team member in the workflow process for the group.

process.

Note:

This accessor must only be used in a workflow ACL and match the signoff
RIG requirements for the release level associated with the workflow ACL.

Example:

Accessor Type=Approver (RIG)
and the Accessor=0verride Approver
in Validation Administration

If User1 logs on as Override Approver in Validation, this accessor type evaluates

to true.

If User2 logs on as Designer in Engineering, this accessor type evaluates to

false.

Approver (Role) Any user designed as an Evaluates to true if the current logged-on user’s role matches the user who is a
approver in the workflow signoff team member in the workflow process for the group.

process.

Note:

This accessor must only be used in a workflow ACL.

Example:

Accessor Type=Approver (Role)
and the Accessor=Approver

If User1 logs on with Approver role, this accessor type evaluates to true.

If User2 logs on with Designer role, this accessor type evaluates to false.

Approver Any group that is designed ~ Evaluates to true if the current logged-on user’s role matches the user who is a
(Group) as an approver in the signoff team member in the workflow process for the group.

workflow process.

Note:

This accessor must only be used in a workflow ACL.

Example:

Accessor Type=Approver (Group)
and the Accessor=Engineering

If User1 logs on as a member of the Engineering group, this accessor type

evaluates to true.

If User2 logs on as a member of the Simulation group, this accessor type

evaluates to false.
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Accessor type Accessor (input argument) Description

Approver Any user designed as an Evaluates to true if the current logged-on user, who is a signoff team member, has
approver in the workflow approver privileges.
process.
Note:

This accessor must only be used in a workflow ACL.

Example:

Accessor Type=Approver and the Accessor=Userl

If User1 logs on, this accessor type evaluates to true.

If User2 logs on, this accessor type evaluates to false.

Task Owner A user who is granted Evaluates to true if the current logged-on user has task owner privileges for the
privileges for the task’s task’s target data.
target data.
Note:

This accessor must only be used in a workflow ACL.

Example:

Accessor Type=Task Owner
and the Accessor=Userl
If User1 logs on, this accessor type evaluates to true.

If User2 logs on, this accessor type evaluates to false.

Task Owning A group that is granted Evaluates to true if the current logged-on user is a member of the task owning
Group privileges for the task’s group.
target data.

Note:

This accessor must only be used in a workflow ACL.

Example:

Accessor Type=Task Owning Group
and the Accessor=0wningGroup

If User1 logs on as a member of OwningGroup, this accessor type evaluates to
true.

If User2 logs on as a member of Engineering, this accessor type evaluates to

false.
Responsible A user assigned as Evaluates to true if the current logged-on user is the person responsible for
Party responsible for performing performing a particular task.

a particular task
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Accessor type Accessor (input argument) Description

Note:

This accessor must only be used in a workflow ACL.

Example:

Accessor Type=Responsible Party
and the Accessor=Userl

If User1 logs on, this accessor type evaluates to true.

If User2 logs on, this accessor type evaluates to false.

Project
Project Team Users in a project team to Evaluates to true if the current logged-on user is an active group member in a
which the object is assigned  project team to which the object is assigned.
Example:
Accessor Type=Project Team and the Accessor=Userl
If User1 logs on, this accessor type evaluates to true.
If User2 logs on, this accessor type evaluates to false.
Note:
This does not apply to project team members who are inactive group
members.
Project Teams Team members (active group members) in any active project for the object.
Note:
This does not apply to project team members who are inactive group
members.
Current Project Users who are members of a particular current project team. Applicable only
Team when the project is set as the current project of the team members and if the
current project is active.
Current Project Users who are members of current project teams. Applicable only when the object
Teams is in the current project of the team members, and the current project is active.
Regular Project Evaluates to true if the logged-on user is a regular team member of the
Member TC_project object on which access is being evaluated.
Administrator Evaluates to true if the logged-on user is the administrator of the TC_project
Project Member object on which access is being evaluated.
Team Admin Evaluates to true if the logged-on user is the team administrator of the
Project Member TC_project object on which access is being evaluated.




Accessor type Accessor (input argument)

Privileged
Project Member

Role in Projects
of Object

Role in Project

Scheduler
Public Schedule
RolelnAnySche
dule

ADA

User In License  Not applicable.

User Not In
License

Not applicable

Accessor types by category _

Description

Evaluates to true if the logged-on user is the privileged team member of the
TC_project object on which access is being evaluated.

Users who have a specific role in one of the projects of the object. This accessor
is affected by the values set in the AM_PROJECT_MODE preference. It is effective
only when the user is logged-on with the specified role in the current project, and
the current project is one of the projects assigned to the defined object.

Project members with a specific role in a specific project. This is affected by the
values set in the AM_PROJECT_MODE preference.

Access to all users for schedules that are templates or made public. This accessor
applies to the Schedule Manager application.

Membership privileges of the logged-on user across all schedules in the system.
Member privileges (accessor IDs) can be COORDINATOR, PARTICIPANT, or
OBSERVER. This accessor applies to the Schedule Manager application.

This accessor type controls access to a ADA License object only.

Evaluates to true if the logged-on user is listed on the ADA license object through
the user or group value.

The term ADA license refers to any ITAR, IP, or exclude license.

Note:

If there are no licenses attached to the object being evaluated, this
accessor type evaluates to false.

Example:

Use case scenario:

User1 is listed on ADALicense1.
User2 is not listed on ADALicense1.
Evaluation results:

* When the ADALicense1 is evaluated, User1 evaluates to true because User1 is
listed on ADALicense1.

* When the ADALicense1 is evaluated, User2 evaluates to false because User2
is not listed on the ADALicense1.

This accessor type controls access to a ADA License object only.

Evaluates to true if the logged-on user is not listed on the ADA license object
through the user or group value.

The term ADA license refers to any ITAR, IP, or exclude license.
Example:

User1 is listed on ADALicense1, but User2 is not.
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Accessor type

User Excluded

ITAR

User Has
Government
Clearance

User ITAR
Licensed

User ITAR
Unlicensed

User Under
Government
Clearance

User Over
Government
Clearance

IP

Userls IP
Licensed

Accessor (input argument) Description

Not applicable.

Not applicable.

Any user cited in a current
license associated with
the selected object either

If User2 logs on and access is getting evaluated for ADALicense1 then
this accessor type will evaluate to true since User2 is not listed on license
ADALicense1

If User1 logs on and access is getting evaluated for ADALicense1 then this
accessor type will evaluate to false since User1 is listed on license ADALicense1

The user or group is listed in a valid exclude license attached to the workspace
object being evaluated.

The term ADA license refers to any ITAR, IP, or exclude license.

Example:
Accessor Type=User Excluded and the Accessor=Userl

If User1 logs on with a valid exclude license, this accessor type evaluates to true.

If User2 logs on with no valid exclude license, this accessor type evaluates to
false.

Compares the user's clearance with the object classification and tests whether the
user has clearance above, below, or equal to that required to access the object.

Evaluates to true if the current logged-on user is cited in a current license
associated with the selected object.

Example:

Accessor Type=User ITAR Licensed and the
Accessor=Licensel

If User1 logs on with License1, this accessor type evaluates to true.

If User2 logs on with no License1, this accessor type evaluates to false.

The user is not cited in a current license associated with the selected object.

The user's clearance is below the level required by the object. This accessor

is typically used to revoke access and is only applicable when the government
clearance on the user and the government classification on the object come
from a common multi-level scheme defined by the ITAR_level_list_ordering
preference.

The user's clearance is over the level required by the object. This accessor is
typically used to grant access and is only applicable when the government
clearance on the user and the government classification on the object come
from a common multilevel scheme defined by the ITAR_level_list_ordering
preference.

Evaluates to true if the current logged-on user is cited in a current license
associated with the selected object either directly or by membership in a cited
organization (group).

Example:




Accessor precedence _

Accessor type Accessor (input argument) Description

directly or by membership Accessor Type=User IP Licensed and the
in a cited group Accessor=Userl

If User1 logs on as User, this accessor type evaluates to true.

If User2 logs on as User, this accessor type evaluates to false.

User IP The user is not cited in a current license associated with the selected object.
Unlicensed

User Has IP Compares the user's clearance (secret, super-secret, top-secret) with the object
Clearance classification and tests whether the user has clearance above, below, or equal to

that required to access the object.

User Over IP The user's clearance is over the level required by the object. This accessor is

Clearance typically used to grant access and is only applicable when the IP clearance on
the user and the IP classification on the object come from a common multi-level
scheme defined by the IP_level_list_ordering preference.

User Under IP The user's clearance is below the level required by the object. This accessor is

Clearance typically used to revoke access and is only applicable when the IP clearance on
the user and the IP classification on the object come from a common multi-level
scheme defined by the IP_level_list_ordering preference.

Accessor precedence

An accessor is a user or group of users who share certain traits, such as membership in the group that
owns the object or membership in the project team. The following list presents the predefined accessors
delivered with Teamcenter in order of precedence, from most restrictive to least restrictive. The more
restrictive the accessor, the higher precedence it has over other accessors.

Note:

* When two accessors with different precedences are added to a named ACL configuration, the
highest precedence accessor is automatically moved to the top in the ACL table.

* When two accessors with the same precedence are added to a named ACL configuration, they
stay in the order they are added.

* The Role in Group, Role in Owning Group, Role in Project, and Role in Project of Object
accessors work on the superset of roles the user possesses in the relevant group or project,
rather than on the session current role.

* When the TC_current_role preference is set, it affects the evaluation of the Role in Owning
Group, Role in Group, and Role accessors. It enforces object access based on the user's current
role in the current group.

* When the AM_PROJECT_MODE preference is set, it affects the evaluation of the Role in Project
and Role in Project of Object accessors.
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Access privileges

Symbol Privilege
e Create
U

Most restrictive - Highest precedence

Approver (RIG)
Approver (Role)
Approver (Group)
Approver
Task Owner
Task Owning Group
Responsible Party
Owning User
Participant
User Excluded
User ITAR Licensed
User ITAR Unlicensed
User Under Government Clearance
User Has Government Clearance
User Over Government Clearance
User IP Licensed
User IP Unlicensead
Usar Undar IP Clearanca
User Has IP Clearance
User Over IP Clearance
Usar in Licensa
User not in License
Usar
Group Administrator
Role in Owning Group
Role in Projects of Object
Role in Group
Role in Project
Role
Owning Group
Systern Administrator Group
Eroup
Current Project Team
Current Project Teams
Project Team
Groups with Security
Project Teams
RolelnScheduls
Public Schadule
Read Schedule
Regular Project Member
Project Administrator
Project Team Administrator
Privileged Project Member
Waorld
Site
Remote Site
Resource graph viewers

Least restrictive - Lowest precedence

Description

Controls the creation of objects.
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Symbol Privilege Description

Note:

There are best practices for ACLs to consider
when creating an ACL with the Create

privilege.
se Read Controls the privilege to open and view an object.
‘7 Write Controls the privilege to check the object in/out of

the database and modify it.

Note:

Even if a user has write permission,
Teamcenter will still enforce certain rules,
like the item_id property cannot be modified
while the object is referenced by a release
status, for example.

W Delete Controls the privilege to delete the object from the
database.

Note:

Even if a user has delete permission,
Teamcenter will still enforce certain rules, like
an object cannot be deleted if it is referenced
by another object, for example.

Q. Change Controls the privilege to modify object protections
that override the rules-based protection for the
object. You must have change privileges to apply
object-based protection (object ACLs).

“~ Promote Controls the privilege to move a task forward in a
workflow process.
) Demote Controls the privilege to move a task backward in a
workflow process.
™ Copy Controls the privilege to copy an object as a new
~ object.
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Symbol

e

Ky

Privilege

Change ownership

Publish

Subscribe

Export

Import

Transfer out

Transfer in

Write Classification ICO

Assign to project

Remove from project

Description

Note:

It still allows copy and paste of the object as a
reference, with no new object created.

Controls the privilege required to grant, change, or
restrict ownership rights to an object.

Note:

Write access is required.

Controls the publish privilege to users or groups.

Controls the privilege to subscribe to an event on a
specified workspace object.

Controls the privilege to export objects from the
database.

Controls the privilege to import objects in to the
database.

Controls the privilege to transfer ownership of
objects when they are exported from the database.

Controls the privilege to assign ownership of
objects when they are imported in to the database.

Controls the privilege to write Classification objects
(ICOs).

Controls the privilege to assign an object to
a project. This applies to users who are not
designated as privileged project team members.

Note:

The validation of the Assign to

project privilege in conjunction with
privileged project membership is

evaluated based on the value of the
TC_project_validate_conditions preference.

Controls the privilege to remove an object from
a project. This applies to users who are not
designated as privileged project team members.
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Symbol

e

oM

i

Privilege

Remote checkout

Unmanage

IP Admin

ITAR Admin

cico

Translation

Description

Note:

The validation of the Assign to

project privilege in conjunction with
privileged project membership is

evaluated based on the value of the
TC_project_validate_conditions preference.

Controls the privilege to remotely check out an
object.

Enables users to circumvent the blocking
implemented using the TC_session_clearance
preference.

Enables users to add users to manage IP licenses.

Enables users to add administrative users to
manage ITAR licenses.

Grants a user the ability to override the checkout of
an object by another user. It lets the user with the
override privilege check in, transfer, or cancel the
checkout of the object.

Example:

If Bob checks out an object (item2) and
forgets to check it back in before leaving on
vacation, the CICO privilege can be granted
to the project manager, Uma, so she can
check item2 back in and the project can
proceed.

Y‘ -
U ItemdUE
Bob l

1
. =
= =

Uma ltem002

Controls the privilege to add translated text using
the Localization button.
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Privilege

View/Markup
Batch Print

Digitally Sign

Void Digital Signature

Administer ADA Licenses

IP Classifier

ITAR Classifier

Remove Content

Add Content

Effectivity

Manage Variability

PDF Control

Description

Controls the privilege to view and create markups.
Controls the privilege to print multiple objects.

Controls the privilege to digitally sign a document.
The Commercial Off-The-Shelf (COTS) Digital Sign
Dataset ACL rule grants owning user and owning
group digital sign privileges for the dataset object.
World users do not have digital sign privileges.

Controls the privilege to revoke or cancel an
existing PKI digital signature for a business object.
World users do not have void digital signature
privileges.

Controls the privilege to create, modify, or delete
ADA licenses for users in the ADA License
application.

Controls the privilege to classify intellectual
property (IP) information.

Controls the privilege to classify international traffic
in arms (ITAR) information.

Allows a user of 4G Design Management —
Deployment and Rich Client Usage (4GD) to remove
content from a collaborative design (CD), for
example, to remove an existing design element.

Allows a user of 4G Design Management —
Deployment and Rich Client Usage (4GD) to add
content to a CD, for example, to create a new
design element.

Allows a user to modify effectivity on released
objects.

Allows a user to add or remove the association
between a product structure and a configurator
context.

Allows a user to add a system stamp and
watermarks to an existing PDF using workflow.
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